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Preface

We present a monograph summarising the research conducted in 2023
by an international Polish-Hungarian research team on the new trends,
challenges and solutions in combating cybercrime. The team was estab-
lished as part of the Polish-Hungarian Research Platform project
organised by the Institute of Justice in Warsaw. The team was com-
posed of Piotr Burczaniuk, Judit Jacso, Agnieszka Gryszczynska, Erika
Roéth, Ferenc Santha and Rafat Wielki.

The rapid development of digital technology has caused an evo-
lution in criminal behaviour, as it creates opportunities for previ-
ously unknown forms of crime. The term “cybercrime” is nowadays
widely used, especially in the Council of Europe’s Cybercrime Con-
vention, international and national literature, incident reports, sci-
entific publications and the mass media. However, it remains unclear
what exactly the terminology means and difficulties in understand-
ing cybercrime also arise from the diversity of terminology and
the inconsistency of legislation on cybercrime in different countries.

Meanwhile, analysis of reports on the security of networks and
information systems indicates an increasing number of incidents.
Certain incidents described in the reports also constitute offences —
cybercrimes. Additionally added to the problems associated with
defining cybercrime, it is also necessary to overlay the terminology
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associated with incidents and particular types of attacks in order to
better understand the phenomenon of cybercrime.

The modus operandi of perpetrators of cybercrimes is charac-
terised by a high degree of adaptability to the current economic,
geopolitical, and social situation. Perpetrators exploit loopholes
in the law, adapting the modus operandi to regulatory changes on
an ongoing basis. They make use of modern technological solutions
(ICT, AI/ML) that allow them to remain anonymous, communicate
efficiently and transfer the proceeds of cybercrime.

In order to conceal their own identity, they create a new identity
or use the data of other individuals, use services and technical tools
that make it difficult or impossible to analyse network traffic (TOR),
determine the IP address assigned to them by the telecommunica-
tion network providers (VPN, PROXY), encrypt data and their
carriers and use anti-forensics techniques. Crimes are committed by
them individually as well as within highly specialised and organised
criminal syndicates. The attribution of the attack and the identifi-
cation of the perpetrators is hampered by the cross-border nature
of cybercrime — manifested, among other things, by the need to
collect evidence in different jurisdictions.

Considering the increasing number of incidents and cybercrimes
and their consequences, research is required to identify solutions
that would facilitate the detection of offenders and increase the effec-
tiveness of criminal proceedings.

In view of these identified problems, the main research hypoth-
esis that is being tested in this monograph is the hypothesis that
the effectiveness of countering of cybercrime is determined not
only by the scope of criminalisation and substantive criminal and
procedural law, but additionally there is a need for an ecosystem
of criminal, administrative and civil regulations, both at the national
and international levels.

To verify this hypothesis, the individual chapters of the mono-
graph address the verification of the following researched questions:

Is there a generally accepted definition of cybercrime, and is it
possible to develop a new classification of cybercrimes that
takes into account the latest trends of this form of criminality?
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Does the scope of criminalisation of cybercrime need to
be expanded due to the continuous development of tactics,
techniques and procedures used by cybercriminals?
Is there a need to define new forms or methods of money
laundering?

- Are current measures in the European Union adequate to
combat money laundering?
Are traditional jurisdictional principles in national and inter-
national criminal law able to meet the challenges of cyber-
crime, in particular positive jurisdictional conflicts?
Are the responsibilities and international cooperation
of cyber security actors and law enforcement agencies car-
rying out reconnaissance activities sufficient, given the nature
of the current types of cybercrime, and what are the most sig-
nificant challenges in this area that require legislative activity?
What are the effective coercive measures in cybercrime cases?
What are the specificities of electronic evidence and how
should the rules for their preservation be regulated?
Should new cybersecurity responsibilities be imposed on dig-
ital service providers, and should efforts be made to enhance
end-user cyber awareness?
Is the key to effectively countering cybercrime to correlate
the scope of the services’ operational and investigative powers
with the level of technological development of ICT systems,
software and services?

In order to verify main research hypothesis, the first step
was to examine the definitions and systematisation of cybercrime.
The research conducted by Ferenc Santha in Chapter 1 indicates
that the definition of cybercrime and the categorisation of criminal
offences are of great importance for a number of reasons. From
alegal perspective, a unified definition of cybercrimes can facilitate
the harmonisation of national cybercrime legislation. Presently,
there are notable discrepancies between European countries with
regard to the categorisation of illicit acts perpetrated in cyber-
space as criminal offences. Moreover, international cooperation
in criminal matters and efforts to combat cybercrime may be more
effective if national legislation governing cybercrime is based on

13
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the same principles and if the designation and statutory definition
of the crimes can be aligned and harmonised to the greatest extent
possible. In conclusion, a unified definition of cybercrimes and
the associated statistical methods and metrics will facilitate a more
comprehensive understanding of the true scope of cyber-criminality
and enable a more precise measurement of the crimes.

The main conclusion of the review of international, Hungarian
(Ferenc Santha) and Polish (Agnieszka Gryszczynska) literature,
is that there is no universally accepted definition of cybercrime.
This fact has led to various definitions put forward by researchers
and international organisations. The two-factor approach (divid-
ing cybercrime into “cyber-dependent” and “cyber-enabled”)
is dominant in the academic literature. This may be because that
this definition makes a simple but clear distinction between types
of cybercrime. As Ferenc Santha pointed out, the most popular
definitions of cybercrime are those that refer to broader categorisa-
tions of cybercrime, namely typologies and taxonomies. Consider-
ing the scope, a taxonomy of cybercrimes based on the Budapest
Convention and its First Additional Protocol is presented more
broadly. The classification system of the Budapest Convention (and
its First Additional Protocol) contains 13 different cybercrimes
in five categories. The first category is offences against the confi-
dentiality, integrity and availability of computer data and systems,
including illegal access (Article 2), illegal interception (Article 3),
data interference (Article 4), system interference (Article 5) and
misuse of devices (Article 6). The second group is computer-related
offences, which include computer-related forgery (Article 7) and
computer-related fraud (Article 8); the third is content-related
offences which in the Convention are offences related to child por-
nography (Article 9); the fourth is offences related to infringements
of copyright and related rights (Article 10). Finally, under the Addi-
tional Protocol, the fifth category covers acts of a racist and xeno-
phobic nature committed through computer systems, which include
the dissemination of racist and xenophobic material through com-
puter systems (Article 3), racism- and xenophobia-motivated threat
(Article 4), racism- and xenophobia-motivated insult (Article 5),
denial, gross minimisation, approval or justification of genocide
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or crimes against humanity (Article 6). The Budapest Convention
was also the basis for an analysis of the scope of criminalisation
of cybercrime in Poland (Agnieszka Gryszczynska) and Hungary
(Ferenc Santha).

The research presented in Chapter 2 on the scope of crimi-
nalisation of cybercrime in Poland indicates that in Poland, there
is no legal definition of cybercrime or a statutory catalogue of acts
deemed to be cybercrimes, while the criminal conducts that may
be deemed cybercrimes is dispersed and, in addition to the Crimi-
nal Code, also includes administrative law regulations containing
articles introducing criminal liability and defining the elements
of the offences. With regard to the scope of criminalisation of cyber-
crime in Poland, Agnieszka Gryszczynska points out that the work
of the Council of Europe (Budapest Convention) and the EU
(Directive 2013/40/EU) has had the greatest influence on the shape
of criminal regulations in Poland. The criticised slowness of changes
to criminal code provisions relating to cybercrime is in stark con-
trast to the speed of extra-code provisions resulting from ad hoc
measures related to the increase in specific attacks or the explora-
tion of gaps and vulnerabilities (e.g., CLI spoofing and smishing).
In order to ensure regulatory consistency, it is advisable to limit
the placement of criminal law provisions outside the Criminal Code.

The empirical research on the number of incidents and
cybercrimes analysed in Chapter 2 shows a significant increase
in the number of incidents and a growing number of cybercrime
cases. A problem with the empirical research and the mapping
of incidents onto a cybercrime taxonomy is the lack of a uniform
classification for CSIRT teams and law enforcement agencies.
The lack of a uniform and acceptable classification also hinders
the cross-border exchange of information between CSIRT teams
and law enforcement authorities as well as the research and analy-
sis of the most serious threats. In order to increase knowledge on
current threats, reliable data from multiple entities is necessary.
Quantitative studies show that prosecutors are most likely to pursue
cases involving fraud committed online. The grounds for crimi-
nalisation included in cyber-dependent crimes are not common
grounds for registering cases at the prosecutor’s office.

15
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Apart from the critical remarks concerning the correct and
consistent with the Convention on Cybercrime characterisation
of the elements of individual cybercrimes in Poland, after the intro-
duction of criminal liability for abuse of electronic communication,
currently the scope of criminalisation of cybercrime in Poland
does not need to be expanded. Definitely greater deficiencies are
diagnosed in the procedural provisions. However, it should be men-
tioned that the scope of criminalisation of cybercrime in Poland may
be influenced by the ongoing work of the UN Ad Hoc Committee to
Elaborate a Comprehensive International Convention on Counter-
ing the Use of Information and Communication Technologies for
Criminal Purposes.

Finally, Agnieszka Gryszczynska points out that the develop-
ment of cybercrime leads to the need for constant evaluation and
improvement of existing legal regulations, as changes in the threat
landscape must be followed by changes in substantive and proce-
dural law. Undoubtedly, another trigger for change will be the need
to include criminal liability related to the use or abuse of disruptive
technologies.

Research conducted in the area of money laundering by Judit
Jacs6 (Chapters 3 and 4) indicates that the development of the digi-
tal technologies had opened the door to new types and methods
of criminal activity, which is true for the laundering of money
as well. It is the reason that cybercrime and money laundering
is one of the biggest challenges of our time. It should be stressed that
money laundering is a constantly changing phenomenon. Hence,
the combat against money laundering is a continuously developing
area, which can be seen in the international, the EU and the domes-
tic regulation as well. Cyber-laundering is a term that combines
cybercrime and money laundering, representing the convergence
of these two illicit activities, that is why the combat against it is a spe-
cial challenge. However, the purpose of cyber-laundering is no dif-
ferent from the traditional form of money laundering, i.e., it aims
to make it impossible to identify the origin of illegally acquired
money derived from a crime.

New technologies create new methods for the commission
of money laundering, which requires the legislators and the law
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enforcement bodies to create and use new measures. Offenders
increasingly use innovative technologies to launder criminal assets.
The COVID-19 epidemic, the expansion of the new payment tech-
nologies and innovative payment system has given new power to
the spread of cybercrime in parallel of money laundering. It is dif-
ficult to estimate the scale of money laundering, given the high
latency rate for legalised amounts. The same can be established with
regard to cyber-laundering.

One of the most important questions in connection with money
laundering is the scope of the predicate offence. The fight against
money laundering was initially similar to the fight against organised
crime (including drug trafficking). But today the so-called all-crime
approach became significant, which means that all criminal activ-
ity could be a predicate offence of money laundering. It means that
the crimes in the field of cybercrime can also be a predicate offence
of money laundering, if it results in financial advantage or assets.

Crypto assets should be given special attention as an object
of money laundering. Crypto (currency) assets have expanded into
practically every country and sector in the last decades. Crypto-
currency is being abused to commit new forms of crime and to
launder the proceeds of crimes, however, the unique characteristics
of blockchain-based technologies offer an unprecedented opportu-
nity to investigate organised crime and money laundering networks
and to recover the illicit asset. It is essential that crypto assets be
treated as any other asset for the purposes of AML/CFT supervision
and enforcement; likewise, it is important to bring the crypto assets
(and service providers) into existing AML/CFT frameworks, and
such laws should be broad enough to cover crypto assets and have
the capacity to anticipate future evolutions in the crypto industry.
In addition, the need for training, adequate communication and
increased cooperation between public and private actors in the AML
regime was also stated.

The cross-border nature of money laundering and of the cyber-
laundering cases is also a significant factor that makes it difficult
to combat these crimes and to identify perpetrators. In the fight
against money laundering, the cooperation of several institutions
is very important, both at the national and at the international

17
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level. The dynamic change in money laundering methods requires
regulatory authorities, including those in the European Union (EU),
to constantly modify their regulations to effectively combat these
illicit activities. It must be highlighted that the majority of cases
in money laundering involve cross-border money-mule operations,
where both the predicate offence and the transfer of proceeds occur
in distant jurisdictions. International cooperation is crucial for these
cases, but finding a legal basis for reaching countries on the other
side of the globe can be challenging. This is where the multilateral
conventions of the United Nations and the Council of Europe play
a very important role by providing a legal framework for dialogue
and mutual assistance in global money laundering cases.

Since 1991, the European Union has tried to create an effective
and coherent framework against money laundering, which include
five anti-money laundering directives that require Member States to
prescribe the service providers many obligations, the most impor-
tant of which are the identification of their customers (Know Your
Customer, (KYC) and the Suspicious Transaction Reports (STRs)).
It is important to emphasise that from the beginning, when for-
mulating the obligations, the European Union regulation has been
taking international standards into account, especially the Forty
Recommendation of the Financial Action Task Force (FATF)
and international conventions of United Nation and the Council
of Europe. Several reports of international organisations and scien-
tific studies pointed to the danger that the anti-money laundering
(AML) regime, which was created to fight the traditional forms
of money laundering, was not adequate against money laundering
using virtual methods, thus it became necessary to modify them and
extend their scope to virtual assets (VAs) and virtual assets provid-
ers (VASPs). An important and necessary first step in the necessary
action against cyber-laundering was the creation of a regulatory
framework in connection with crypto assets.

Research carried out by Judit Jacsé in the area of money laun-
dering leads to the conclusion that it is essential for the national
legislator, also for the Polish legislator, to continuously align
domestic legislation with international and EU legislation, which
is one of the keys for the effective action against money laundering.
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Furthermore, another essential component of Poland’s AML/CFT
system is international co-operation, which is even more essential
in cyber laundering cases. The inclusion of crypto-asset service
providers in the system of preventive tools against money launder-
ing helps to fight against money laundering (cyber-laundering).
The legal framework for this must also be created by the Polish legis-
lator by amending the relevant national regulation. With the new EU
legal framework, every cryptocurrency-related business will adhere
to the same AML/KYC rules as other financial service providers. In
the digital age, the traditional strategy of “follow the money” could
be supplemented by “follow the virtual asset” or “follow the crypto
asset”, which could contribute to the effective fight against the new
form of money laundering: cyber-laundering.

Determining jurisdiction in cybercrime cases and instruments
of international cooperation are essential for law enforcement and
the judiciary. As Ferenc Santha points out, until the mid-2oth cen-
tury, crime was largely a local matter, and the principles govern-
ing the exercise of criminal jurisdiction were based on the axiom
that a crime was a phenomenon tied to a specific geographic area.
Cybercrime has fundamentally changed the nature of crime, making
it transnational and borderless. As Ferenc Santha outlines in Chap-
ter 5, traditional jurisdictional principles in domestic and interna-
tional criminal law are unable to respond to the challenges posed
by cybercrime, in particular positive jurisdictional conflicts. One
potential solution to the aforementioned challenges is the creation
of a global international treaty that would regulate jurisdictional
issues and establish a framework for addressing conflicts of juris-
diction. In addition, it should be emphasised that the successful
determination of the state that has de facto jurisdiction over the case
is only the first step towards holding the offender accountable,
as jurisdiction can only be effectively exercised and proceedings
conducted if the offender is accessible to the authorities of the state
that has jurisdiction. Otherwise, the institution of international or
European mutual legal assistance in criminal matters should be used.

In Chapter 6, Piotr Burczaniuk examines the pre-trial activi-
ties directed at acquiring information, relevant from the perspec-
tive of criminal law enforcement agencies, to carry out activities

19
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in identifying and detecting cybercrimes and prosecuting their perpe-
trators. These considerations focus on two key types of these activities:
first, security activities related to the functioning of the Euro-
pean and national cybersecurity system, and second, operational
and reconnaissance activities authorised by national services
in the context of the possibility and scope of their use to combat
cybercrime. A complementary element of these considerations
was the analysis of international cooperation in the two areas indi-
cated. The main objective of the research presented in Chapter 6
was to answer the question of whether the scope of action and inter-
national cooperation of entities responsible for cyber-security and law
enforcement agencies conducting reconnaissance activities is suffi-
cient, given the nature of current types of cyber-crimes, and to identify
the most significant challenges in this area requiring legislative activity.

Referring to the first of the analysed areas, Piotr Burczaniuk
pointed out that the cybersecurity system, based on prevention,
detection and response to various types of cyber threats, plays a key
role in the combat against cybercrime. This role is outlined in two
key aspects: first, when the cybersecurity system supports the pro-
cess of identifying and prosecuting cyber criminals and second,
when it neutralises opportunities for perpetrators by eliminating
system vulnerabilities previously identified in specific criminal
activities. The directions of cyber security policy changes indicated
in the chapter, focusing on the role and importance of the user of an
ITC system, and thus also on the potential victim or perpetrator
of a crime, lead to the conclusion of an even greater need for rap-
prochement between cybersecurity and countering cybercrime.
However, it should be kept in mind that this rapprochement may
face significant legal and practical problems. The most significant
of these seem to be related to the different outlook of both regula-
tors and the main participants in both aspects on privacy and data
protection issues. The second aspect is the concern about the use
of various modern technologies, such as facial recognition systems,
the monitoring of online behaviour, and artificial intelligence algo-
rithms, among others, which, on the one hand, may have a high level
of effectiveness in the fight against cybercriminals, but on the other
hand, the mechanism of their operation is based on the collection
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and aggregation of large amounts of personal data. Also worth not-
ing is the challenge of the lack of consistency and harmonisation
between different countries and regions in the regulation of both
cybersecurity and fighting cybercrime. Many companies operate
globally, in multiple markets, and face the need to comply with
different standards and regulations, which can lead to complex and
costly compliance processes and often, in situations of apparent
contradiction, lack of implementation.

Summarising the second of the analysed areas in Chapter 6, it
should be pointed out that undoubtedly the most important and
effective tool in the hands of law enforcement agencies remains
operational control, particularly in the scope involving the so-called
electronic surveillance. This is because the detection and pros-
ecution of many types of cybercrimes is only possible thanks to
the ability of authorised services to conduct monitoring of the means
of electronic communication, of content delivered electronically or,
finally, electronic data itself. These activities may include various lev-
els of “depth” of interference in civil rights and freedoms, including
in particular the secrecy of correspondence, ranging from the analy-
sis of instant messaging, messages transmitted by e-mail, or in Inter-
net chats, to the study of user activity on social media platforms or
information on websites visited by the user. However, it should be
added that the effective application of this activity, mainly due to
technological developments, faces numerous difficulties. It should
be noted, however, that a fundamental political and legal debate
is currently underway around this activity, specifically the scope
of telecommunications data collected by providers, at both the Euro-
pean Union and national levels. Moreover, retention obligations
are at this date not imposed on electronic services providers (e.g.,
providers of e-mail and instant messaging services), which creates
a significant information gap in this regard. Changes in this regard
were proposed by the Polish legislator in the draft Law on Electronic
Communications, which met with a negative opinion from both
public administration bodies and publicists and representatives
of social organisations.

Research on international cooperation between services indicates
an overabundance of organisations responsible for cyber-security
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and countering cybercrime. This leads to both information chaos
and coordination deficiencies, both at the level of the organisa-
tions themselves and at the level of individual member states. In
addition, these organisations are still equipped only with soft tools,
both in terms of information acquisition and threat response,
which ultimately translates into their often insufficient effectiveness.
Research presented in Chapter 6 leads to the conclusion of the need
for consolidation at both the legislative and operational level. At
the level of European and national legislation, a kind of demarcation
is noticeable, separating prevention activities (the domain of cyber-
security) from activities directed at combating threats, and from pro-
cedural activities strictly related to the combat against cybercrime.
This boundary translates directly into the tasks and powers granted
in each area to the services and entities responsible for them. In turn,
with respect to them, there is a distinct lack of clearly defined coor-
dination rules and cooperation mechanisms. The comprehensive
outlook should be adopted by both European and national legisla-
tors, in the numerous currently underway normative acts aimed at
raising the level of cybersecurity.

In Chapter 7, Erika Réth undertakes an analysis of the applica-
tion of coercive measures in cybercrime cases. She points out that
a delicate balance need prevail in criminal proceedings. On one
side of the scale is the interest in the effectiveness of criminal pro-
ceedings, while on the other side are the rights of the participants
in the proceedings. And while the principles of coercive measures
in Hungarian law do not differ depending on whether they are
applied in cybercrime cases or in other criminal cases, several fea-
tures specific to cybercrime can be identified in the case of coercive
measures affecting property, in particular with regard to the search,
seizure and rendering of electronic data temporarily inaccessible. An
interesting legislative solution in Hungary, analysed by Erika Roéth,
is the rendering of electronic data temporarily inaccessible which
may be ordered where a proceeding is conducted regarding a crimi-
nal offence subject to public prosecution, and in connection with
which the rendering of electronic data permanently inaccessible
may be ordered when so doing is necessary to interrupt the criminal
offence. Rendering electronic data temporarily inaccessible restricts
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the right to dispose of data published via an electronic communica-
tions network. It may be ordered in the form of temporarily remov-
ing the electronic data concerned, or temporarily preventing access

to the electronic data concerned. The enforcement of this coercive

measure is organised and controlled by the National Media and

Communications Authority. In addition, the Hungarian legislator
also created the possibility for the prosecutor or the investigat-
ing authority to call on the service provider capable of prevent-
ing access to electronic data to voluntarily remove electronic data,
provided that this doesn’t harm the interests of the criminal pro-
ceeding. The purpose of this provision is to ensure that the content

that violates criminal law is only available for the shortest possible

time. The Hungarian regulation also regulates searches (including

of the information system) and seizures of electronic data more

broadly and in greater detail. It indicates in particular the methods by
which electronic data, including electronic data used for payments,
may be seized. The seizure of electronic data used for payment can

also be carried out by performing an operation on the electronic

data that prevents the person concerned from disposing of mate-
rial (property) value expressed by the electronic data. According to

the current rules of criminal procedure in Hungary, the Bitcoin to

be seized is transferred from the owners address to the address

of the authority.

In conclusion, Erika Réth pointed out that although certain coer-
cive measures affecting assets (e.g., search, seizure) are of paramount
importance in the case of cybercrimes, it should not be forgotten that
other coercive measures can also play a role in ensuring the effective-
ness of evidence or preventing re-offending (e.g., pre-trial detention,
criminal supervision or restraining order).

In Chapter 8, Erika Réth analyses the principles of electronic
evidence preservation. The rules resulting from the Hungarian Code
of Criminal Procedure seem to be more detailed and comprehen-
sive. In Poland, there are no special rules governing the preservation
of electronic evidence, and the application to it by analogy of the rules
relating to physical evidence is sometimes questionable. The HCCP
provides a list of the means of evidence and evidentiary acts. Elec-
tronic data was also recognised as one of the means of evidence
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in Hungary. As Erika R6th points out in her summary of the research,
lack of regulation or insufficient regulation of the preservation
of electronic evidence may even result in inadmissibility of evidence.
In order to avoid such law enforcement actions that result in inadmis-
sibility of evidence and consequently render prosecution ineffective,
the legislator must monitor law enforcement practice and respond
to problems that can be solved by legislation. The legislature should
also be sensitive to amendment proposals formulated by the scientific
community that recognise regulatory deficiencies or loopholes. More-
over, the legislator should pay attention to international expectations,
which means more than compliance with EU requirements only.
In Chapter 9, “Data Retention and Legal Problems of Investigating
Cybercrime”, Rafal Wielki draws attention to the problem of storing
and processing data held by operators of ICT services. While there
used to be EU regulations that facilitated a uniform understanding
of the problems (Directive 2006/24/EC of the European Parliament
and the Council), their legality has been challenged by the Court
of Justice of the European Union, with the result that today there
is nolegal act that defines what type of data can be processed by ISPs,
how long it can be stored, and on what basis law enforcement agen-
cies can use it. By failing to cooperate with law enforcement agencies
in sharing traffic data on suspected users, online platforms are essen-
tially making it easier for cybercriminals to go unpunished. Despite
the introduction of a number of laws that indirectly address the reten-
tion of telecommunications data, email data, etc., there is still a lack
oflegislation that regulates this issue directly. The regulations in force
in individual EU countries are not uniform, which does not serve
to promote the exchange of information crucial in the fight against
cross-border cybercrime. It seems high time to raise the need for
renewed discussions among member states on creating a piece of leg-
islation that would frame and address civil liberties on the one hand,
and the needs of investigators who need access to data on the other.
An analysis of the perpetrators’ modus operandi carried out by
Rafal Wielki allows conclusions to be drawn regarding effective
methods of fighting cybercrime that use information analysis tools
(Chapter 10). By understanding the characteristics of cybercrimes, it
is possible to understand the motivations of the perpetrators, their
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modus operandi, and the tools used to commit criminal acts. Among

the de lege ferenda proposals, it is suggested that international coop-
eration in the prosecution of cybercrimes be tightened in general,
and that as many procedures as possible be regulated in a similar
manner, so that laws are not mutually exclusive in different countries.
Nowadays, criminals are turning more often to instant messaging

to communicate with each other, while at the same time the tools

of classic communication via telephone network (SMS, voice calls)

are gradually being consigned to oblivion. This fact poses a very seri-
ous challenge in the form of the lack of access to network traffic data

of suspected users, as currently the retention of data collected by social

media and instant messaging is regulated neither by national law nor
by international law. This demonstrates the need for uniform regula-
tions to facilitate cooperation with social media operators as proces-
sors of personal data and user activity information. Among the legal

and technical challenges, attention should also be paid to the impact

of disruptive technologies, i.e., the impact of quantum computing on

encryption methods and the use of artificial intelligence by perpetra-
tors of crime. Given the increasing technical advancement of the per-
petrators using encryption tools, anonymisation of network traffic

and sophisticated money laundering methods, it is of fundamental

importance that law enforcement agencies are also equipped with

tools allowing them to effectively conduct criminal proceedings.
As indicated in many chapters of the monograph, the rapid acquisi-
tion and analysis of electronic data and the preservation of evidence

are important for the effectiveness of criminal proceedings in cyber-
crime cases. This process is significantly influenced by the availability
of modern technology and work-supporting I'T systems in the police

and in the prosecutor’s office.

We believe that the monograph will have a positive impact on set-
ting the direction of legislative work aimed at countering cybercrime
and protecting users of digital services from cybercriminals. Since
cybercrime issues are a very popular research topic, the introduction
to the Polish and Hungarian legal background and law enforcement
practice will provide an essential source for researchers as well.

Agnieszka Gryszczyhiska
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Chapter 1. Definition and Systematisation
of Cybercrimes

1.1. Introduction

The first step of any scientific research is to define the subject
the research. For us, as members of the cybercrime research team, it
is therefore fundamental to answer the question of what we mean by
the term cybercrimes. The term is widely used nowadays both in inter-
national and national literature, as well as in various international
legal sources. My task is to review and analyse the international aca-
demicliterature and international legal instruments on the definition
and categorisation of cybercrimes but my first question is: Why is it
necessary to address the problem of definition and categorisation?
A clear definition of cybercrimes and an appropriate classifica-
tion of the criminal offences covered is essential for several reasons.
On the one hand, it can help harmonise national cybercrime laws,
as there are currently significant differences among European coun-
tries as to which illegal acts committed in cyberspace constitute
a criminal offence. On the other hand, international cooperation
in criminal matters and efforts to combat cybercrimes in general
may be more effective if national rules governing relevant offences
are based on the same principles and if the designation and statu-
tory definition of the crimes can be aligned and harmonised to
the greatest extent possible. Finally, a common definition of cyber-
crimes and associated statistical methods and metrics will allow
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for a better understanding of the true scope of cyber-criminality’
and a more accurate measurement of relevant crimes. With more
accurate data, legal and non-legal responses to combat cybercrimes
can be developed more effectively. However, clearly defining and
classifying cybercrimes is no easy task, as the types of behaviour
covered by this term are extremely diverse and constantly expand-
ing, making it nearly impossible to capture. In this paper, I use
the terminology of cybercrime, but point out that both domestic
and foreign literature use several terms to describe the phenom-
enon, which is a direct consequence of the fact that “problems
in defining cybercrime begin with the terminology itself”’? Indeed,
the terminology is almost endless: “cyberspace crimes”; “computer
crimes”; “‘computer-related crimes”; “electronic crimes”; “e-crimes”;
“technology-enabled crimes”; “high-tech crimes”, etc. Until the early
2000s, computer crime or crime by computer was the most pop-
ular in international literature but today the term “cybercrimes”
is the most accepted and most commonly used.
In Hungary, the first cybercrime in today’s meaning was codified
by the Hungarian legislature in 1994; it was computer fraud. There-

fore, the term “computer crime”

was initially used in Hungarian
literature, while other authors preferred the definition “computer-
related crimes”. In the early 2000s, the terms “crimes in the computer
4 " also became
popular, and after the adoption of the current Hungarian Criminal

Code, two terms prevailed:

environment™* and “information technology crimes

' B. Grund, A kibertér biincselekményeirdl és a kiberbiinizés hazai gyakorlatdrdl,
“MTA Law Working Papers” 2021, No. 21, p. 2.

? K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt, S. Caneppele, M.P. Aiken,
Conceptualizing Cybercrime: Definitions, Typologies and Taxonomies, “Forensic
Sciences” 2022, Vol. 2, Issue 2, p. 379.

* J. Pergel, A szamitdgépes csalds és egyéb szdmitogépes biincselekmények,

“Statisztikai Szemle” 2001, No. 9.

* Z.A. Nagy, Biincselekmények szamitogépes kirnyezetben, Budapest 2009.

* K. Mezei, A kiberbiinizés egyes biintetdjogi szabdlyozdsi kérdései, Pécs 2019,
p. 10; K. Sorbéan, Az informatikai biincselekmények elleni fellépés nemzetkozi
dimenziéi, “Themis” 2015, No. 6.
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the first one is “crimes against the information system”,
as this is the title of the corresponding chapter of the Crimi-
nal Code,

the second is a simple translation of the English word cyber-
crimes, which sounds like this in Hungarian: kiberbiincse-
lekmények.”

International and domestic literature on the concept of cyber-
crime could fill libraries. In this paper, I will briefly analyse the dif-
ferent conceptual and classificatory approaches and outline the one
I have chosen. Finally, as an overview, the paper provides an insight
into the Hungarian system of cyber-dependent crimes.

1.2. Single Definitions of Cybercrimes

A single definition means that the author tries to describe the phe-
nomenon in a longer or shorter sentence. Thus, according to Wall,
cybercrime is “the occurrence of a harmful behaviour that is some-
how related to a computer”® As interpreted by Gordon and Ford,
“any crime that is facilitated or committed using a computer, network,
or hardware device”’ From the Hungarian literature, it is worth
mentioning Imre Kunos’ definition, according to which computer
criminality is the totality of crimes in which information technol-
ogy tools and systems are used as a means of committing crimes.'®

Although their truth content is generally undisputed, single defi-
nitions formulated in one sentence are necessarily simplistic, their

usefulness is questionable, and they cannot provide a comprehensive

¢ M. Gellért, IOT és a kiberbiincselekmények szabdlyozdsa, “Biztonsigtudo-
manyi szemle” 2021, No. 1.

7 R. Gyaraki, A kiberbiincselekmények megjelenése és helyzete napainkban,
[in:] A biiniigyi tudomdnyok és az informatika, K. Mezei (ed.), Pécs 2019;
Z.A. Nagy, Kiberbiincselekmények, kiberhdbori, kiberterrorizmus — avagy ébreszté
Magyarorszdg!, “Magyar Jog” 2016, No. 1.

® D.S. Wall, Introduction: Cybercrime and the Internet, [in:] Crime and the Inter-
net, D. Wall (ed.), New York 2001, p. 3.

° S. Gordon, R. Ford, On the Definition and Classification of Cybercrime, “Jour-
nal of Computer Virology” 2006, Vol. 2, No. 1, p. 14.

1% 1. Kunos, A szdmitégépes biinizés, “Beliigyi Szemle” 1999, No. 11, p. 28.
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picture of the phenomenon.'" Moreover, the question arises as to
whether we can actually speak of new crimes that have emerged
as a result of technological development, or whether we are merely
witnessing the spread of traditional crimes into cyberspace?'?
Grabosky denies that the Internet represents anything new beyond
its technological background. All that has happened is that existing
crimes have been given a new space and new tools (“old wine, new
bottles”)."* More recently, however, it has been argued that the Inter-
net is a new medium that enables new forms of crime or deviance,
such as hacking into computer systems or spamming (“new wine,
new bottles”).!* The literature therefore tends to use definitions that
refer to different categories of relevant crimes.

1.3. The Definitions Refer to Different Categories
of Relevant Crimes

These definitions are characterised by using of the term “cybercrimes”
as a working definition, focusing on grouping the characteristics
of each group, and classifying the few relevant crimes. The litera-
ture distinguishes between a two-fold (dichotom) and a three-fold
(trichotom) classification of cybercrime.

' See K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt, S. Caneppele,
M.P. Aiken, Conceptualizing..., op. cit., p. 383.

1> A. Varga, Az informatikai biinézés fogalmi meghatdrozdsa, csoportositdsa,
“In medias res” 2019, No. 6, p. 150.

'* K. Parti, Az eladdk mdr rég hazamentek. A biintetéjog mint az online pornogrd-
fia szabdlyozdsdnak eszkoze, Pécs 2008, p. 33; P. Grabosky, Virtual criminality:
Old wine in new bottles?, “Social and Legal Studies” 2001, Vol. 10, Issue 2.

1 See K. Parti, Az eladék..., op. cit., p. 33; A. Varga, Az informatikai..., op. cit.,
p. 151. According to Parti, there is a third new form of crime that has emerged
as a result of the Internet, but which would have developed even without cyber-
space (new wine, no bottles). She indicates, based on Wall’s study, that such
a crime as the production and distribution of obscene or child pornography
content depicting fictional characters. See also: D.S. Wall, Cybercrimes: New wine,
no bottles?, [in:] Invisible Crimes: Their Victims and their Regulation, P. Davies,
P. Francis, V. Jupp (ed.), London 1999.
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1.3.1. DICHOTOMIES OF CYBERCRIMES

The system that distinguishes between crimes that exist exclusively
in cyberspace (cyber-dependent crimes) and traditional crimes that
can also be committed in cyberspace (cyber-enabled crime) is most
commonly used and adopted by international and Hungarian
researchers. The first group of crimes - “cybercrimes in a narrower
sense” — or so-called “real cybercrimes” — emerged with the advent
of information communications technology and do not exist out-
side the digital world."® Examples include hacking, ransomware

attacks and various forms of phishing. The second category - “cyber-
crimes in a broader sense” - includes traditional crimes that have

migrated'® into cyberspace, but can also be committed in the real
world. In this context, the information system may be the tool or
place where the offence is committed or may facilitate the commis-
sion of the offence. Crimes that can also be committed in cyberspace

include fraud, money laundering, drug trafficking, harassment, vari-
ous verbal crimes, etc.'”

1.3.2. TRICHOTOMIES OF CYBERCRIMES

The first type of the three-fold division is a definition that adds
a third group to the widely used two-class categorisation mentioned
above. In this system, there are:
computer-centred crime: criminal activity targeting com-
puter systems, networks, storage media, or other computer

> These crimes - the subject of which is the information system - can only be
committed with the help of computers, their networks or other ICT devices.

'¢ S.W. Brenner, Re-thinking crime control strategies, [in:] Crime Online, ]. Yvonne
(ed.), Cullompton 2007, pp. 12-28.

7 Based on the above distinction, Ambrus also makes a double division
in the domestic literature when he distinguishes between digital crimes in the nar-
rower and broader sense. I. Ambrus, Digitalizdcio és biintetdjog, Budapest 2021,
p. 290. I note that crimes that can be committed in cyberspace can also be
categorised according to the protected legal value, so that a distinction can be
made between crimes against property and crimes against the person.
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devices which can be considered as “new tools facilitating
a new class of crime”;

computer-assisted crime: use of computer systems as tools
to assist in a criminal activity that can be undertaken with
or without the use of a computer, which can be seen as “new
ways to commit conventional crimes”;

incidental computer crime: criminal activity in which the use
of a computer system is incidental to the activity itself, which
can be described as “new tools to replace conventional tools”"®

Another similar example is the trichotomy system, which uses
the terminology of the previously mentioned popular two-fold
classification to distinguish:

cyber-dependent crimes or true cybercrimes, where the com-
puter is the target and the crime could not happen without
a computer, e.g., hacking;

cyber-enabled crimes or hybrid crimes, where the computer
plays a significant role, but the crime could still be committed
without the involvement of the computer, e.g., fraud;
cyber-assisted crimes or the use of computers in traditional
crime, where the computer’s involvement is incidental to
a real-world crime and simply increases the opportunity for
traditional crimes, e.g., criminal communications. "’

There is no denying that there are differences between the second
and third categories, but I am not sure that a separate third category
is necessary.

The second type of the trichotomy is a definition that proposes
a new three-factor classification of cybercrimes based on the role
of technology. One of the best known is the divisions devised by
Wall, who distinguishes between:

1. “Crimes against the machine’, also known as computer integ-

rity crimes, e.g., hacking, cracking, or DoS attack,

18 E.Huebner, D. Bem, O. Bem, Computer Forensics - Past, Present and Future,
“Journal of Information Science and Technology” 2008, Vol. 5, Issue 3, p. 45.

> About Wall’s threefold system see K. Phillips, J.C. Davidson, R.R. Farr, C. Bur-

khardt, S. Caneppele, M.P. Aiken, Conceptualizing..., op. cit., p. 385.
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2. “Crimes using the machine”, also known as computer-assisted
crimes, e.g., piracy, robberies and scams,
3. “Crimes in the machine’, also known as computer content
crimes, e.g., online hate, harassment, child-pornography.*
Finally, I mentioned a third, very constructive classification pro-
posed by Sarre, Lau, and Chang. Since “artificial intelligence and
developments in robotics are quickly changing the technological
landscape’, they also use a three-factor spectrum system in which:
1. TypelIcybercrimes denotes crimes that are technical in nature
(e.g., hacking),
2. Type Il cybercrimes denotes crimes that involve human con-
tact (e.g., cyberbullying),
3. Type III cybercrimes denotes crimes that are committed by
Artificial Intelligence, robots or self-learning technology.*
In my view, a three-fold categorisation of cybercrimes based on
the role of advanced technologies®” is more forward-looking than
dichotomies because it better reflects the likely future of cyber-
criminality: In the future, most of these crimes will be facilitated
by particular technologies whose role in the commission of crimes
will certainly increase.

** D.S. Wall, The Transformation of Crime in the Information Age, Cambridge
2007.

*! R. Sarre, Y-C. Lau, L.Y.C. Chang, Responding to cybercrime: Current trends,
“Police Practice and Research” 2018, Vol. 19, Issue 6, p. 517. The authors’ position
is also quoted in K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt, S. Caneppele,
M.P. Aiken, Conceptualizing..., op. cit., p. 385.

*? From the domestic literature, it is worth highlighting Grund’s threefold
division, according to which cybercrime includes the following:

1) crimes in which the security of the computer or computer network is threat-
ened by criminal acts and which have developed in parallel with the emer-
gence of ICT (cybercrimes in the narrow sense),

2) traditional crimes in which the computer is used as a tool of the commis-
sion. These crimes existed before the introduction of ICT, but they have
been revived by the integration of cyberspace (computer-assisted crimes),

3) computer content-related crimes where the contents of the device can be
used as evidence of the crime (computer content-related crimes).

See B. Grund, A kibertér..., op. cit., p. 4.
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1.4. Definitions Based on the Systematisation
of Cybercrimes (Taxonomies of Cybercrimes)

Taxonomy is the process of identifying, grouping, and categoris-
ing cybercrimes into a complex system based on the similarities
and differences of the crimes. It is an intricate and, in many cases,
complicated system that attempts to comprehensively classify cyber-
crimes. Taxonomies of cybercrime have been developed by both
international legal institutions and representatives of the academic
literature.

An example of the first is the classification system of the Buda-
pest Convention®® (and its First Additional Protocol**) which con-
tains 13 different cybercrimes in five categories. The first category
is offences against the confidentiality, integrity and availability of com-
puter data and systems, including illegal access (Article 2), illegal
interception (Article 3), data interference (Article 4), system inter-
ference (Article 5) and misuse of devices (Article 6). The second
group is computer-related offences, which include computer-related
forgery (Article 7) and computer-related fraud (Article 8); the third
is content-related offences which in the Convention are offences
related to child pornography (Article 9); the fourth is offences
related to infringements of copyright and related rights (Article 10).
Finally, under the Additional Protocol, the fifth category covers
acts of a racist and xenophobic nature committed through computer
systems, which include the dissemination of racist and xenophobic
material through computer systems (Article 3), racist and xenopho-
bic motivated threat (Article 4), racist and xenophobic motivated
insult (Article 5), denial, gross minimisation, approval or justifica-
tion of genocide or crimes against humanity (Article 6).

An example of the second is the systematisation devised by
Wall, who proposed a system based on the distinction between

** The Council of Europe’s Convention on Cybercrime, Budapest, 23. XI. 2001.
** Additional Protocol to the Convention on Cybercrime, concerning the crimi-
nalisation of acts of a racist and xenophobic nature committed through computer
systems, Strasbourg, 28 I 2003.
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person-target and computer-target crimes, instead of an offence-
-based framework. Wall’s four-category taxonomy is as follows:

1. cyber-trespass, which is defined as the unauthorised cross-
ing of the boundaries of computer systems, e.g., hacking
and cracking,

2. cyber-deception/theft, which is defined as the use of ICT to
steal either information or valuable items. This is typically
achieved by cyber-trespass, and the applicable crimes are
digital piracy, credit card frauds and spam,

3. cyber-pornography and obscenity is the publication or trad-
ing sexually expressive materials within cyberspace. This cat-
egory includes paedophilia, child sexual abuse material, child
sexual exploitation, sex trade and sex trafficking,

4. cyber-violence means the violent impact of the cyber-activ-
ities of another upon an individual or a social or political
grouping. The relevant crimes are cyberstalking, hate-speech,
bomb-talk, online harassment, politically motivated hacking
and terrorism.>

There are developed taxonomies of cybercrimes that attempt

to provide an exhaustive list of crimes in each category and take
into account the latest developments in ICT and the newest forms
of cybercrime. In this paper, for reasons of novelty and originality,
the system of Philips and his co-authors®® is only outlined in a slightly
simplified table. The novelty of the approach is that it focuses not
only on cybercrimes, but also on unlawful or deviant acts that can
(also) be committed in cyberspace, but which are not or not yet
criminalised.

** D.S. Wall, Introduction..., op. cit., pp. 5-11. For an explanation and comple-
tion of the system of Wall see: K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt,
S. Caneppele, M.P. Aiken, Conceptualizing..., op. cit., p. 388, and E.C. Viano,
Cybercrime: Definition, Typology, and Criminalization, [in:] Cybercrime, Orga-
nized Crime, and Social Responses, E.C. Viano (ed.), Switzerland 2017, pp. 5-6.
?¢ K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt, S. Caneppele, M.P. Aiken,
Conceptualizing..., op. cit., p. 390.
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My comments on this system are the following: I fully agree with
the title and the elements of Category I, and I propose to rename
Category II “crimes against property rights and intellectual property
committed using a computer”, taking into account the protected
legal values of the offences. As regards Category IIL, I prefer the term

“crimes against the person committed using a computer’, as the infor-
mation system is also the tool or place of the offences in this category.
I would avoid the reference to “violence’, as in Hungarian criminal
law it means physical force, but it is not an element of the offences
covered by this category. The title of subcategory 5 is proposed to be

“verbal offences”, which would also include offences in the second
subcategory (8/b.) of Category VI. I agree with the name and ele-
ments of Category IV, in which I would also include organised crimes.

In my view, from a criminal substantive law perspective, Cate-
gory V needs to be ignored, as the acts in this group are deviant rather
than necessarily criminal. The creation of Category VI is the most
important innovation of the system and should be strongly supported.

1.5. Overview: Cyber-Dependent Crimes in Hungarian
Criminal Law

First, I note that the main influence on the current regulation
of cyber-dependent crimes has been the relevant international legal
instruments. As I mentioned earlier, the first cybercrime in Hungary
was computer fraud, but in 2001 - after Hungary signed the Council
of Europe’s Cybercrime Convention (the so-called Budapest Con-
vention) — the Hungarian legislator introduced two new offences
into the chapter of economic crimes of the old Criminal Code: crime
against computer systems and data, and crime of circumvention
of technical measures for the protection of computer systems.
This solution has been criticised because the protected value
of these offences is not the order of the economic management, but
the social interest of the proper functioning of information systems.
Taking this into account and in order to harmonise with the provi-
sions of the EU Framework Decision on attacks against informa-
tion systems (2005) and the draft EU Directive (later the European
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Union’s Directive 2013/40/EU), the Hungarian legislator inserted
the cyber-dependent crimes into a separate chapter (XLIII) of the new
Hungarian Criminal Code (HCC), titled “Illegal Access to Data and
Crimes Against the Information System” In this chapter, there are
two criminal offences which can be classified as cyber-dependent
crimes, and one is closely related to them:

breach of an information system or data,

circumvention of technical measures for the protection

of the information system,

illegal access to data.

And there is one more cyber-dependent crime among the crimes

against property:

fraud committed by means of using an information system.

1.5.1. ARTICLE 423 OF THE HCC — BREACH OF AN INFORMATION
SYSTEM OR DATA

This first Hungarian®’ cybercrime can be described as unauthorised
use of an information system. It can be committed in two ways:
by unauthorised entry to the information system or by remaining
inside the system while exceeding or violating the access rights.

An example of the first type is the perpetrator not having access
to the system (this is called “hacking”). There are different types
of unauthorised intrusion, e.g., by obtaining and using the pass-
word of another person who has access to the system, by exploit-
ing security weaknesses of the computer or the network, by using
a code-cracking programme, etc. The offence requires a specific
method of commission, namely it must be committed by breach-
ing or circumventing a technical measure that provides protection.
This means that the information system must be actively protected,
e.g., by a password, firewalls or other protective measures, in order

7 See Art. 423(1) of the HCC: “Any person who enters an information sys-
tem without authorization by violating or circumventing a technical measure
designed to protect the information system, or stays in the system in excess of or
in violation of his or her access authorization”
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for there to be the commission of a crime.”® The other illegal act,
staying in the system, can only be committed by a person authorised
to enter the system. The entry is legal, but later the perpetrator per-
forms operations that exceed his or her user authorisation.

This offence does not constitute a purpose, and therefore it is not
a condition of the crime that it be committed for gain, damage or
similar purposes. It is also not required that the perpetrator subse-
quently perform an operation on the data stored in the information
system or even interferes with the functioning of the system. There-
fore, unauthorised intrusion into the system is a criminal offence
in itself, it is the mere act of hacking.

The second category®® of the offence is the disruption of the func-
tioning of the information system. Examples of this category are
the so-called “malware attacks”

The effects of malware can be various. They can disrupt the opera-
tion of the IT system by slowing down or stopping the computer,
overwriting stored or transmitted data, and modifying programs;
Denial of Service (DoS) attack, where the perpetrator aims to make
a computer or other device unavailable to the intended users. DoS
attacks typically work by flooding a target computer with requests
until normal traffic can no longer be processed, resulting in denial
of service to additional users. In addition, defacement®*® (or web
defacement), i.e., an attack on a website in which the appearance or
content of the information is altered, also constitutes this category.

The third category’ of the crime is the various manipulations
of data in the information system. Data entry alone is not punishable,
but deletion or modification of even a single piece of data already

28 K. Mezei, A kiberbiincselekmények hazai szabdlyozdsdnak aktudlis kérdései,
“Magyar Jogaszegyleti Ertekezések” Budapest 2018, p. 160.

?* See Art. 423(2) a) of the HCC: “Any person who interferes with the opera-
tion of the information system without authorisation or in violation of his or
her access authorization.”

%% See in detail, e.g., Z.A. Nagy, A kiberbiincselekmények fogalma és csoportosi-
tdsa, [in:] Kibervédelem a bliniigyi tudomdnyokban, T. Kiss (ed.), Budapest 2020,
p- 41.

31 See Art. 423 (2) b) of the HCC: “Any person who alters, deletes or makes
inaccessible data in the information system without authorization or in violation
of the limits of his authorization.”
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constitutes a criminal offence.’* By way of example, I can mention
the IT specialist perpetrator who was an employee of a university
and altered data in the IT system about a student who failed an exam.
As a result of his act, the modified data indicates that the student
passed the exam.>

There are two aggravated sub-categories of the offence. The first
can be established if the above criminal acts involve a significant
number of information systems. The law does not define what
is meant by a significant number, but an example of this aggravated
sub-category is the so-called DDoS (distributed denial of service),
atype of DoS attack that originates from many distributed sources.**
In the second aggravated sub-category, the crime is directed against
a facility of public interest, such as public transport facilities, elec-
tronic communication networks, logistics, financial and IT hubs,
facilities for the production of war material, military goods or energy.

1.5.2. ARTICLE 424 OF THE HCC — CIRCUMVENTION
OF TECHNICAL MEASURES FOR THE PROTECTION
OF THE INFORMATION SYSTEM

Nowadays, cybercrime has become a service-based business model,
where tools and programs for carrying out various attacks are offered
as a service, or we can purchase these tools through the so-called
darknet online black markets. Cyberattacks have become easier due
to easy access to the knowledge and software needed to commit
crimes. Therefore, it is important to define and punish prepara-
tory acts linked to cybercrimes as a separate criminal offence,*®
which is not considered a true cyber-dependent crime. However,

2 See M. Gellért, IOT és..., op. cit., pp. 19-20.
** 1. Gula, Tiltott adatszerzés és az informdciés rendszer elleni biincselekmények,
[in:] Magyar biintetdjog kiilonos rész, 1. Gorgényi et al., Budapest 2020, p. 896.
** See K. Mezei, A kiberbiincselekmények..., op. cit., pp. 166-167.
5 See Art. 424 of the HCC: “Any person who, with intent to commit a cyber-
crime:

(a) creates, transmits, provides, receives, or disseminates a password or
computer program; or
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to effectively prevent cyber-criminality, it is necessary to punish
these behaviours.

1.5.3. ARTICLE 422 OF THE HCC — ILLEGAL ACCESS TO DATA

Illegal access to data is a category of crime®® that can be consid-
ered as cyber-dependent crime, since it can only be committed by
using an information system. This crime may occur, for example,
by the deployment of spyware. Spyware is one of the most common
threats to Internet users. Once installed, it monitors Internet activ-
ity, tracks login credentials and spies on sensitive information.*”
The primary goal of spyware is usually to obtain credit card numbers,

banking information and passwords.

1.5.4. ARTICLE 375 OF THE HCC — FRAUD COMMITTED BY
MEANS OF AN INFORMATION SYSTEM

The Hungarian legislator has included this offence in the crimes
against property, since the protected values are the property rights.
This type of fraud can be considered as a cyber-dependent crime,
as it covers fraudulent acts that result in property damage through
the direct use of an information system. Another important differ-
ence is that this crime does not involve deception of a natural person,
which is the essential element of traditional fraud.

(b) provides his or her economic, technical, or organizational knowledge
in connection with the creation of a password or computer program to another
person.”

%6 See Art. 422 of the HCC: “Any person who, with intent to obtain without
authorization personal data, private secrets, trade secrets or business secrets (...):
e) secretly monitors the data handled in the information system and records
them by technical means”

37 See: https://www.techtarget.com/searchsecurity/definition/spyware (accessed
on: 25.07.2023).
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This first type®® of the crime can be committed - like the first
previously mentioned cybercrime - by manipulating data, but with
the difference that the purpose and the result are also elements
of the crime. The purpose is unlawful gain, and the result is finan-
cial loss.

Examples of this case:

bank fraud, when the perpetrator obtains Internet banking

login data and uses them to cause damage through a transac-
tion in the information system (e.g., making a bank transfer),
card not present fraud (CNP), where the crime is committed

without the card being present, i.e., the card is not in the hands

of the perpetrator. The fraudsters obtain bank cards details

and purchase products on online shopping websites.

The second case® of the crime is the so-called “card present fraud”
where a bank card is physically present and is used by the perpetra-
tors. This crime includes the various forms of ATM fraud, where
the perpetrator steals the victim’s bank card and then takes money
from the ATM,*° or uses “skinners” to obtain credit card details
and create a clone card.

1.6. Closing Remarks

The main finding of the international and Hungarian literature
review is that there is no universally accepted definition of cyber-
crime. This fact has resulted in various definitions being put forth by
academics and international organisations. As noted above, single

% See Art. 375(1) of the HCC: “Any person who, for unlawful financial gain,
enters data into an information system, alters, deletes or makes inaccessible
the data handled in the information system, or interferes with the operation
of the information system by performing any other operation, and thereby
causing financial loss”

* See Art. 375(5) of the HCC: “Any person who causes damage by using
a counterfeit or forged, or unlawfully obtained electronic payment instrument,
or by accepting payment with such payment instrument.”

0" F Séntha, A vagyon elleni biincselekmények, [in:] Magyar biintetéjog kiilonds
rész, 1. Gorgényi et al., Budapest 2020, p. 708.
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definitions of cybercrimes are necessarily simplistic; their usefulness
is questionable, and they cannot provide a comprehensive picture
of the phenomenon. Consequently, it appears that the more popu-
lar of the definitions of cybercrime are those that refer to broader
categorisations of cybercrime, namely typologies and taxonomies.

The two-factor approach (which using the terms “cyber-depen-
dent” and “cyber-enabled”) is dominant in the academic literature.
This may be because this definition makes a simple but clear dis-
tinction between types of cybercrime.*' The three-category clas-
sification of cybercrimes, which is based on the role of technology,
are even more progressive because they reflect the likely future
of cyber-criminality: Most crimes in the future will be facilitated
by some form of technology, and the role of complex technologies
in the commission of crimes will increase. However, in my view,
the most advanced and progressive definitions of cybercrimes are
the taxonomies, namely definitions that attempt to classify and
categorise, and provide the most comprehensive list of the relevant
offences. I concede that there is no universal definition of cyber-
crimes. However, this does not mean that it would be a useless task
to create a system of relevant criminal offences which takes into
account technological developments and recent trends in cyber-
crime, is compatible with international legal instruments, and which
keeps pace with technological changes and challenges.
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Chapter 2. The Scope of Criminalisation
of Cybercrime in Poland

2.1. Introduction

Cybercrime is one of the most dynamic forms of crime, which
prompts a review of the scope of criminalisation of acts considered
to be cybercrimes in Poland. The perpetrators of cybercrimes are
characterised by a high level of adaptability - in order to achieve
their objective, they swiftly adjust both their methods, the tools used
and the socio-techniques associated with their attacks. They use
modern technological solutions to maintain anonymity and create
new identities or use other people’s data to conceal their identities.
Crimes are committed by them individually as well as within highly
specialised and organised criminal groups. The entry threshold
for more, less-technical criminals has been lowered by the use
of the Cybercrime-as-a-Service model.> Attacks on critical infra-
structure and the kinetic effects of cyber-crime attacks are becom-
ing an increasing concern, causing threats to the lives and health

! Cardinal Stefan Wyszynski University in Warsaw, Faculty of Law and
Administration, Department of Informatics Law, ORCID: 0000-0003-3004-
5253, a.gryszczynska@uksw.edu.pl.

> K. Huang, M. Siegel, S. Madnick, Cybercrime-as-a-Service: Identifying Con-
trol Points to Disrupt, “Cambridge Institute for Sustainability Leadership” 2017,
Vol. 1, No. 1.
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of many in the real world.”> Another breakthrough that is starting
to pose new challenges for law enforcement agencies is the use
of artificial intelligence and more broadly disruptive technologies
in attacks.

The aim of the chapter is to analyse the scope of criminalisa-
tion of cybercrime in Poland and to verify the hypothesis that
the scope of criminalisation needs to be extended in view of the con-
tinuous development of tactics, techniques and procedures used by
cybercriminals.

In Poland, there is no legal definition of cybercrime or a statutory
catalogue of acts deemed to be cybercrimes,” while the criminal con-
duct that may be deemed cybercrimes is dispersed and, in addition to
the Criminal Code, also includes public law acts. The analysis to be
carried out will therefore go beyond the regulation of the Criminal
Code® and will also take into account criminal liability for selected
behaviours, as defined in selected acts of administrative law. Due
to the lack of a definition of cybercrime, the scope of regulations
will be examined with reference to Directive 2013/40/EU on attacks
against information systems,” the Council of Europe Convention on

* S.D. Applegate, “The dawn of Kinetic Cyber”, 2013 5th International Confer-
ence on Cyber Conflict (CYCON 2013), Tallinn 2013, pp. 1-15.

4 Malicious Uses and Abuses of Artificial Intelligence, Europol, 2022, p. 52,
https://www.europol.europa.eu/cms/sites/default/files/documents/malicious_
uses_and_abuses_of_artificial_intelligence_europol.pdf (accessed on: 1.06.2024);
A. Gryszczynska, The impact of AI on cybercrime. Will it facilitate the actions
of perpetrators or enhance the effectiveness of law enforcement?, [in:] Hominum
causa omne ius constitutum sit. Collection of scientific papers of the Polish-Hun-
garian Research Platform. Volume I, M. Wielec, P. Sobczyk, B. Oreziak (eds.),
Warszawa 2024, pp. 69-96.

® A. Adamski, Prawo karne komputerowe, Warszawa 2000, p. 32 et seq.;
J. Kosinski, Cyberprzestgpczos¢ AD 2020 - stan aktualny i prognozy, [in:] Internet.
Cyberpandemia, G. Szpor, A. Gryszczynska (red.), Warszawa 2020, pp. 101-104.

¢ Act of 6 June 1997 — Criminal Code (consolidated text Journal of Laws
of 2024, item 17, as amended), hereinafter referred to as CC.

7 Directive 2013/40/EU of the European Parliament and of the Council
of 12 August 2013 on attacks against information systems and replacing Coun-
cil Framework Decision 2005/222/JHA, O] EU L 218, 14.8.2013, pp. 8-14.
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Cybercrime® and in light of the work of the Ad Hoc Committee to
Elaborate a Comprehensive International Convention on Counter-
ing the Use of Information and Communications Technologies for
Criminal Purposes.’

2.2. The Most Common Cyber Security Incidents
Occurring in Poland

Globally, there has been an increase in the number of internet users,
with internet users accounting for approximately 64.4% of the popu-
lation in January 2023, mobile phone users accounting for 68%
of the population, and social media users accounting for 59.4%.
In 2023, after a large increase during the pandemic, the amount
of time spent online fell slightly, which among internet users aged

16 to 64 years at the beginning of 2022 was 6 h 58 m per day'® and

in January 2023 was 6 h 37 minutes per day.'! Global trends also

point to an increasing number of people shopping online, so it

should come as no surprise that criminals are also becoming more

active online. Analysis of cyber-security reports indicates a steady
increase in the number of incidents both in Poland and globally,
as aresult of the global increase in the number of Internet users, time

spent online and changes in the modus operandi of perpetrators

committing crimes against property. Remote working, education or
carrying out public tasks online enforced during the pandemic, have

become an opportunity for cybercriminals to increase the effective-
ness of attacks. In 2020 and 2021, scenarios linked to the pandemic

dominated, which in 2022 were replaced by scenarios linked to an

attack by the Russian Federation on the Republic of Ukraine.

# The Budapest Convention (ETS No. 185) and its Protocols, in Poland ratified
pursuant to Dz. U. 2015, item 728.

° https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/home
(accessed on: 1.06.2024).

1 DataReportal, Digital 2022, https://datareportal.com/reports/digital-2022-
global-overview-report (accessed on: 1.06.2024).

"' DataReportal, Digital 2023, https://datareportal.com/reports/digital-2023-
global-overview-report (accessed on: 1.06.2024).
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In 2022, CERT Polska'? observed an increase of more than
34% in the number of recorded incidents compared to the previ-
ous year. The significant increase in the number of incidents han-
dled continues (Figure 1). In 2023, CERT Polska recorded a total
of 80,267 unique incidents, an increase of 100% compared to 2022.
At this point, however, it is necessary to note that the UKSC"?
has introduced the obligation to report certain incidents to the rel-
evant CSIRT, and has also led to the popularisation of the incident
reporting procedure where it is optional.**

However, the categories of main threats do not change signifi-
cantly. In the light of reports by CERT Polska (CSIRT NASK),"
computer fraud, and among them phishing, is definitely dominant.
In 2021, there were 22,575 incidents classified as phishing, which
accounted for as much as 76.6% of all incidents handled,'® its share

> CERT Polska is historically the first incident response team in Poland.
The CERT Polska team operates within the structures of NASK - Panstwowy
Instytut Badawczy (NASK National Research Institute) and performs part
of the tasks of the CSIRT NASK team in accordance with the Act on the National
Cyber Security System. Incidents in Poland are also handled by CSIRT GOV and
CSIRT MON teams. Due to the broad scope of CSIRT NASK’s responsibilities,
only quantitative data on incidents from CERT Polska reports were analysed.

* Actof 5 July 2018 on the National Cyber Security System (i.e., Journal of Laws
2022, item 1863, as amended), hereinafter referred to as UKSC.

* Read more: The security landscape of the Polish Internet. Annualreport on the activ-
ities of CERT Polska 2018, https://www.cert.pl/wp-content/uploads/2019/05/
Raport_CP_2018.pdf (accessed on: 1.06.2024); The security landscape of the Pol-
ish Internet. Annual report on the activities of CERT Polska 2019, https://www.cert.
pl/wp-content/uploads/2020/07/Raport_CP_2019.pdf (accessed on: 1.06.2024);
The security landscape of the Polish Internet. Annual report on the activities
of CERT Polska 2020, https://www.nask.pl/pl/raporty/raporty/4289,RAPORT-
CERT-2020.html (accessed on: 1.06.2024); The security landscape of the Pol-
ish Internet. Annual report on the activities of CERT Polska 2021, https://cert.
pl/uploads/docs/Raport_CP_2021.pdf (accessed on: 1.06.2024); The security
landscape of the Polish Internet. Annual report on the activities of CERT Polska
2022, https://cert.pl/uploads/docs/Raport_CP_2022.pdf (accessed on: 1.06.2024).

* CSIRT NASK - Computer Security Incident Response Team operating at
the national level, run by the Research and Academic Computer Network —
National Research Institute.

'8 The security landscape of the Polish Internet. Annual report on the activities
of CERT Polska 2021, pp. 20-24, https://cert.pl/uploads/docs/Raport_CP_2021.
pdf (accessed on: 1.06.2024).
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in 2022 dropping to 64.6% (25,625 incidents) and 51.61% (41,423)
of all incidents in 2023 registered by CERT Polska were classified
as phishing.

Figure 1. Number of incidents handled by CERT Polska in 1996-2023
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Source: Own compilation based on CERT Polska reports.

In 2021, the most popular phishing attack according to CERT
Polska reports was impersonation of a Facebook login page. In 2022,
the most common perpetrators impersonated InPost (5,119 inci-
dents), Facebook (4,370 incidents) and Vinted (2,926 incidents).
In 2023 the attackers most frequently impersonated Allegro
(11,161 incidents), Facebook (5,308 incidents) and OLX (4,753 inci-
dents).

Phishing was most often carried out through a page imitat-
ing a login panel to a trusted service (email, social networking or
e-banking). Links to phishing sites for log-in credentials to various
services were sent both by email and in SMS messages (smishing).
In recent years, it has become increasingly common for phishing to
take place during a telephone call (vishing), during which perpe-
trators impersonate the phone number of a trusted entity (Calling
Line Identification spoofing). The main purpose of impersonation
is to increase the effectiveness of the attack. Messages are designed
to appear authentic, so the perpetrators most often use spoofing
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of e-mail addresses or telephone numbers or send messages from
e-mail addresses that are confusingly similar to those of the imper-
sonated entities. In order to effectively counter the new threats posed
by the growth of phishing, smishing, and CLI spoofing, the Law
on Combating Abuse in Electronic Communications was adopted
in Poland in 2023.

Another common type of incident was malware. In 2022, the inci-
dents recorded in this category numbered 3,409, of which as many
as 2,607 were related to a malware called “Flubot”. In 2023, incidents
in the malware category numbered 1,650, half as many as in 2022.
Classified incidents included both ransomware infections and cam-
paigns distributing malware known as “Remcos” and “Agent Tesla”

By comparison, in 2021, CSIRT GOV recorded 26,899 incidents
out of more than 760,000 notifications, an increase of approximately
15% compared to the previous year.'” The largest number incidents -
24,171 — were classified under the VIRUS category, which is related
to alerts from the ARAKIS GOV web-based threat early warning
system.'® In 2022, a total of 21,563 events were classified as secu-
rity incidents by CSIRT GOV. The majority of these were incidents
recognised by ARAKIS."

Some reports point to a noticeable increase in the Distributed
Denial of Service attacks (hereinafter DDoS), which experts indi-
cate are geopolitically motivated and are one of the instruments
used in the war in Ukraine. They target not only the parties to
the conflict, but also countries providing support to Ukraine, includ-
ing Poland in particular. DDoS attacks are facilitated not only by

7" Report on the state of Poland’s cybersecurity in 2021, CSIRT GOV, 2022,
p. 9, https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/977,Raport-o-
stanie-bezpieczenstwa-cyberprzestrzeni-RP-w-2021-roku.html (accessed on:
1.06.2024).

*  ARAKIS GOV distributed early warning system for ICT threats occurring
at the interface between the internal network and the Internet.

' Report on the state of Poland’s cybersecurity in 2022, CSIRT GOV, 2023, p. 120,
https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/979,Raport-o-stanie-
bezpieczenstwa-cyberprzestrzeni-RP-w-2022-roku.html (accessed on: 1.6.2024).


https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/977,Raport-o-stanie-bezpieczenstwa-cyberprzestrzeni-RP-w-2021-roku.html
https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/977,Raport-o-stanie-bezpieczenstwa-cyberprzestrzeni-RP-w-2021-roku.html
https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/979,Raport-o-stanie-bezpieczenstwa-cyberprzestrzeni-RP-w-2022-roku.html
https://csirt.gov.pl/cer/publikacje/raporty-o-stanie-bezpi/979,Raport-o-stanie-bezpieczenstwa-cyberprzestrzeni-RP-w-2022-roku.html
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the development of botnets, but also by the availability of services
in the DDoS-as-a-Service model.*

Before moving on to the analysis of the elements of offences
classified as cybercrime and the scope of criminalisation, attention
should be drawn to the problems of mapping incidents classified
by CSIRT/CERT teams to specific articles of the Criminal Code.
Table 1 presents the types of incidents handled by CERT Polska
in 2018-2023.

Table 1. Types of incidents handled by CERT Polska in 2018-2023

. Number Number Number Number Number
Incident of incidents of incidents of incidents of incidents of incidents

Classification
2018 2018 2019 2019 2020 2020 2021 2021 2022 2022

Abusive a1 1153 812 1252 m 356 3 105 308 078
Content

::'em"s 82 2305 %9 149444787 746 7.6 2807 966 3409 859
'"f‘"'“,atm" 101 270 95 147 60 058 27 0,09 31 0,08
Gathering

Tpe 153 409 7 118753856 174 167 127 043 1 03
Attempts

Intrusious 125 334 160 247 317 304 247 084 354 0,89
Availability 49 131 57 087908698 121 116 148 05 175 044
Information

Content 4% 123 4 063 68 065 55 019 39 01
Security

Fraud 1878 50,23 4085 63016655 8310 79,75 25472 86,40 35009 88,22
Vulnerable 69 185 102 157310302 211 202 216 073 188 047
Other 2% 067 85 131091919 Y] 04 3 011 49 012
Total 3739 100 6484 100 10420 100 29483 100 39683 100

Source: Own compilation based on CERT Polska reports®'.

% C.H. Beck Publishers Report - Legal Tech 2023, https://legalis.pl/legaltech-raport-
2023/ (accessed on: 1.06.2024).

1 The security landscape of the Polish Internet. Annual report on the activi-
ties of CERT Polska 2018, https://www.cert.pl/wp-content/uploads/2019/05/
Raport_CP_2018.pdf (accessed on: 1.06.2024); The security landscape of the Pol-
ish Internet. Annual report on the activities of CERT Polska 2019, https://www.cert.
pl/wp-content/uploads/2020/07/Raport_CP_2019.pdf (accessed on: 1.06.2024);
The security landscape of the Polish Internet. Annual report on the activities
of CERT Polska 2020, https://www.nask.pl/pl/raporty/raporty/4289,RAPORT-
CERT-2020.html (accessed on: 1.06.2024); The security landscape of the Pol-
ish Internet. Annual report on the activities of CERT Polska 2021, https://cert.
pl/uploads/docs/Raport_CP_2021.pdf (accessed on: 1.06.2024); The security
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https://legalis.pl/legaltech-raport-2023/
https://legalis.pl/legaltech-raport-2023/
https://www.cert.pl/wp-content/uploads/2019/05/Raport_CP_2018.pdf
https://www.cert.pl/wp-content/uploads/2019/05/Raport_CP_2018.pdf
https://www.cert.pl/wp-content/uploads/2020/07/Raport_CP_2019.pdf
https://www.cert.pl/wp-content/uploads/2020/07/Raport_CP_2019.pdf
https://www.nask.pl/pl/raporty/raporty/4289,RAPORT-CERT-2020.html
https://www.nask.pl/pl/raporty/raporty/4289,RAPORT-CERT-2020.html
https://cert.pl/uploads/docs/Raport_CP_2021.pdf
https://cert.pl/uploads/docs/Raport_CP_2021.pdf
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The largest number of incidents in each of the surveyed reports
were classified as “computer fraud”. However, according to eCSIRT.net
2012’s Incident Classification/Incident Taxonomy which is the basis for
categorisation in CERT Polska reports, there is no category (class)*

“computer fraud”. The classification includes the category “fraud”,
which should be understood as “deception” This category includes
the following subcategories (types of incidents):
- “unauthorised use of resources’, including for financial gain,*
- “copyright’, i.e., infringement of copyright,**
- “masquerade’, i.e., impersonation of another entity* and
- “phishing?, i.e., impersonation of another entity in order to
induce the user to disclose private credentials (e.g., login and
password).>®

The category of “fraud” will therefore include both classic fraud
within the meaning of Article 286 § 1 CC (e.g., running a fake
online shop, BEC, “Nigerian fraud”), as well as computer fraud
within the meaning of Article 287 § 1 CC, identity theft (Article 190a

landscape of the Polish Internet. Annual report on the activities of CERT Polska
2022, https://cert.pl/uploads/docs/Raport_CP_2022.pdf (accessed on: 1.06.2024);
The security landscape of the Polish Internet. Annual report on the activities 2023,
https://cert.pl/uploads/docs/Raport_CP_2023.pdf (accessed on: 1.06.2024);
Incident Classification/Incident Taxonomy according to eCSIRT.net, Interna-
tional Version Don Stikvoort, 11 January-19 December 2012 (version mkVI
of 31 March 2015), https://www.trusted-introducer.org/Incident-Classification-
Taxonomy.pdf (accessed on: 1.06.2024).

?> The Incident Classification/Incident Taxonomy according to eCSIRT.net uses
the concepts of category and subcategory, in the Common Taxonomy for Law
Enforcement and The National Network of CSIRTs they correspond to the con-
cepts of class and type of incident (Common Taxonomy for Law Enforcement
and The National Network of CSIRTS, v. 1.3, Europol, 2017, https://www.europol.
europa.eu/publications-documents/common-taxonomy-for-law-enforcement-
and-csirts (accessed on: 1.06.2024).

** Unauthorised use of resources — using resources for unauthorised purposes
including profit-making ventures (e.g., the use of e-mail to participate in illegal
profit chain letters or pyramid schemes).

** Copyright - offering or Installing copies of unlicensed commercial software
or other copyright protected materials (Warez).

** Masquerade — type of attacks in which one entity illegitimately assumes
the identity of another in order to benefit from it.

*$ Phishing — masquerading as another entity in order to persuade the user to
reveal a private credential.


http://eCSIRT.net
https://cert.pl/uploads/docs/Raport_CP_2022.pdf
https://cert.pl/uploads/docs/Raport_CP_2023.pdf
http://eCSIRT.net
https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf
https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf
http://eCSIRT.net
https://www.europol.europa.eu/publications-documents/common-taxonomy-for-law-enforcement-and-csirts
https://www.europol.europa.eu/publications-documents/common-taxonomy-for-law-enforcement-and-csirts
https://www.europol.europa.eu/publications-documents/common-taxonomy-for-law-enforcement-and-csirts
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§ 2 CC), unauthorised acquisition of computer passwords or other
access data (Article 269b § 1 CC), hacking (Article 267 § 1 CC),
copyright infringement as defined in the Act on Copyright and
Related Rights.?”

Lack of consistency in incident classification between CSIRTs
renders quantitative research and categorisation of the most seri-
ous threats in Poland. The lack of a uniform and acceptable clas-
sification also hinders the cross-border exchange of information
between CSIRT teams and law enforcement authorities, as well
as the research and analysis of the most serious threats. CSIRT
reports’ incident categories also do not correspond to normative
descriptions of criminal acts. In order to increase knowledge on
current threats, reliable data from multiple entities is necessary.*®

2.3. The Substantive Basis for the Criminalisation
of Cybercrime in Poland

2.3.1. INTRODUCTORY REMARKS

The vast majority of incidents reported to CSIRT/CERT teams con-
stitute criminal acts that can be considered cybercrimes. The Polish
Criminal Code lacks a legal definition of such concepts as: “cyber-
crime’, “computer crime” or “internet crime”. In Poland, cybercrime
is discussed from the perspective of both substantive and proce-
dural criminal law provisions. Cybercrimes from the perspective
of substantive criminal law provisions may be understood narrowly,
as crimes encompassing any illegal behaviour aimed at the secu-
rity of computer systems and the data processed therein, or broadly,

as crimes encompassing any illegal behaviour committed by means

7 Act of 4 February 1994 on Copyright and Related Rights (consolidated text
Journal of Laws 2022, item 2509).

*® Criticisms relating to the lack of consistency in incident classification between
the NASK CSIRT teams, the GOV CSIRT and the law enforcement agencies are
made in: A. Gryszczynska, Fraud and computer scams-global and local players,
[in:] Internet. Global Games, G. Szpor, A. Gryszczynska, W.R. Wiewiorowski
(red.), Warszawa 2021, pp. 194-213.
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of or in relation to a computer system or network. Vertical and
horizontal depictions of cybercrime are proposed.* There are also

“cyber-dependent crimes” (corresponding to a narrow or vertical

view of cybercrime), “cyber-enabled crimes” and “cyber-related
crimes” (corresponding to a broader, horizontal view), and some-
times as a special category, “online child sexual exploitation and
abuse”?® From the perspective of criminal procedural law, cyber-
crimes include all acts prohibited by criminal law, the prosecution
of which requires the judicial authorities to gain access to informa-
tion processed in computer or information systems.>! An extensive
analysis of the definition and systematisation of cybercrimes is con-
tained in Chapter 1 - Definition and systematisation of cybercrimes.

There is no single legal regulation in Polish law containing all
the provisions on liability for abuse of information technology.
Norms of this kind are contained in several legal acts, in the Criminal
Code, in particular in Chapter XXXIIT and XXXV, the Act of 28 July
2023 on Combating Abuse of Electronic Communication,* the Act
of 5 September 2016 on Trust Services and Electronic Identification,*
the Act of 18 July 2002 on Provision of Services by Electronic
Means,’* the Act of 10 May 2018 on the Protection of Personal

2% Read more: High Tech Crimes Within The EU: Old Crimes New Tools, New
Crimes New Tools. Threat Assessment 2007, File Number: #247781, p. 10, https://
www.enisa.europa.eu/topics/csirts-in-europe/files/event-files/ENISA_Europol_
threat_assessment_2007_Dileone.pdf (accessed on: 1.06.2024).

%% See: https://www.unodc.org/unodc/en/cybercrime/global-programme-
cybercrime.html (accessed on: 1.06.2024), INTERPOL National Cybercrime
Strategy. Guidebook, 2021, https://www.interpol.int/content/download/16455/
file/National%20Cybercrime%2o0Strategy%20Guidebook.pdf (accessed on:
1.06.2024), cf. also the types of cybercrimes of interest to the EC3 and discussed
in IOCTA reports, https://www.europol.europa.eu/ (accessed on: 1.06.2024).

* A. Adamski, Prawo karne..., op. cit., pp. 30 et seq.

2 Act of 28 July 2023 on Combating Abuse in Electronic Communications,
Journal of Laws 2023, item 170.

3 Act of 5 September 2016 on Trust Services and Electronic Identification
(consolidated text Journal of Laws 2024, item 422).

% Act of 18 July 2002 on the Provision of Services by Electronic Means (con-
solidated text Journal of Laws of 2020, item 344).


https://www.enisa.europa.eu/topics/csirts-in-europe/files/event-files/ENISA_Europol_threat_assessment_2007_Dileone.pdf
https://www.enisa.europa.eu/topics/csirts-in-europe/files/event-files/ENISA_Europol_threat_assessment_2007_Dileone.pdf
https://www.enisa.europa.eu/topics/csirts-in-europe/files/event-files/ENISA_Europol_threat_assessment_2007_Dileone.pdf
https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html
https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html
https://www.interpol.int/content/download/16455/file/National%20Cybercrime%20Strategy%20Guidebook.pdf
https://www.interpol.int/content/download/16455/file/National%20Cybercrime%20Strategy%20Guidebook.pdf
https://www.europol.europa.eu/
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Data,*® Act of 14 December 2018 on the Protection of Personal Data
Processed in Connection with Preventing and Fighting Crime,*°
the Act of 4.02.1994 on Copyright and Related Rights,*’and the Act
of 30.06.2000 - Industrial Property Law.*®

Criminal proceedings conducted in connection with the occur-
rence of acts of cybercrime are initiated with the adoption of various
legal qualifications of the act - as classic offences against prop-
erty (Article 286 § 1 CC - fraud, Article 279 § 1 CC - burglary),
Article 287 § 1 CC - computer fraud or offences against protection
of information (Article 267 § 1 CC - hacking). Analyses of cyber-
crime in Poland, usually focus on acts against the protection
of information, without covering all categories of cases that can be
considered cyber-enabled crimes and all legal qualifications that
are the basis for initiating proceedings or instituting charges against
the suspects. This makes these analyses not comprehensive and
the conclusions reached on their basis too superficial. For example,
in 2020, 12,321 proceedings were initiated for the act of Article 267
§ 1—4 CC (so-called hacking), and in 2023 there were 1,790 such pro-
ceedings. The number of proceedings concerning computer fraud
almost doubled from 10,960 in 2020 to 21,576 cases in 2021. Cyber-
crime classically does not include the act under Article 224a CC,
which consists in notifying of an event that poses a threat to the life
or health of many persons or to property of a significant size, or
creates a situation intended to arouse the conviction of the exis-
tence of such a threat, by which an action of a public utility institu-
tion or an authority for the protection of security, public order or
health is induced in order to avert the threat. Due to the specific
nature of the perpetrators’ actions — sending cascading emails with

5 Act of 10 May 2018 on the Protection of Personal Data (consolidated text
Journal of Laws 2019, item 1781).

36 Act of 14 December 2018 on the Protection of Personal Data Processed
in Connection with the Prevention and Combating of Crime (consolidated text
Journal of Laws 2023, item 1206).

37 Act of 4 February 1994 on Copyright and Related Rights (consolidated text
Journal of Laws 2022, item 2509).

% Act of 30 June 2000 Industrial Property Law (consolidated text Journal
of Laws 2023, item 1170).
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information about a non-existent threat (usually the planting of an
explosive) or the use of CLI spoofing - proceedings in this area are
conducted by the cybercrime divisions. It is also worth noting that
the number of prosecutions for cascading bomb alarms doubled
from 3,220 cases initiated in 2020 to 6,504 cases initiated in 2021,
putting a significant burden on law enforcement.

As Figure 2 shows, more cases were registered on the basis of Arti-
cle 190a § 2 CC (identity theft) or Article 224a CC than on the
basis of Article 268a CC, Article 269a CC or Article 269a CC, which
are considered to be classic cyber-dependent crimes. The number
of proceedings initiated on the basis of what are considered cyber-
dependent offences is also much lower than the number of pro-
ceedings initiated on the basis of Article 286 § 1 of the CC (fraud).
An analysis of the modi operandi of perpetrators of fraud shows that
alarge proportion of fraud is committed online and that these cases
could be classified as cybercrime.

Figure 2. Number of proceedings registered in the prosecutor’s offices for

selected legal qualifications
Em ‘||

J— -l —_
Art. 267G1-4CC Art.287G1CC  Art. 268a (C Art. 269 CC Art.269a(C  Art.269bG1CC  Art.224a(C  Art.190a§2CC Art. 286 G 1CC
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Source: Own analysis based on data from the PROK-SYS system.



CHAPTER 2. THE SCOPE OF CRIMINALISATION OF CYBERCRIME IN POLAND

In order to better analyse the phenomenon of cybercrime in Poland,
the coordination category “cybercrime” was introduced in the pros-
ecution IT system PROK-SYS on 1 July 2024. Any case can be marked
as a cybercrime, regardless of the legal qualification of the registration.
From 1 to 6 July 2024, 437 registered cases were flagged with this coor-
dination, of which 354 cases (75%) were registered under Article 286
§ 1 CC (fraud). These data should be analysed in further statistical
periods, as they may help to understand the structure of cybercrime
in Poland and provide better guidance for law enforcement agencies.

From a procedural perspective, computer crimes in the literature
include those acts whose prosecution requires law enforcement and
justice authorities to gain access to information processed in com-
puter or information systems.** With such a view, the vast major-
ity of offences would have to be regarded as cybercrimes, due to
the widespread preservation of data and its carriers (e.g., records
of surveillance footage, telecommunication data, logs of various
services, data of social network users, extraction of data from mobile
phones) to various categories of acts.

2.3.2. CYBER-DEPENDENT CRIMES
IN THE POLISH CRIMINAL LAW

In Poland, the basic provisions constituting the grounds for crimi-
nal liability for acts that are considered cyber-dependent crimes
in the Budapest Convention are contained in Chapter XXXIII
ofthe Criminal Code titled “Offences Against the Protection of Infor-
mation”. Cyber-dependent crimes are specifically referred to in Arti-
cle 267 CC, Article 268 § 2 CC, Article 268a CC, Article 269 CC,
Article 269a CC, Article 269b CC.

Cyber-dependent crimes regulated outside of the Criminal
Code may include the offence under Article 40 of the Trust and
Electronic Identification Services Act, which involves the creation
of a qualified electronic signature or an advanced electronic signa-
ture using electronic signature creation data assigned to another

* A. Adamski, Prawo karne..., op. cit., pp. 30 et seq.
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person. Although the Council of Europe Convention on Cybercrime

classifies the offence of computer forgery as a cyber-enabled crime,
the scope of computer forgery is different from the offence set out

in Article 40 of the Trust and Electronic Identification Services Act.
This actis an offence, violating the attributes of information security,
of the confidentiality - in terms of the data used to create a signature,
which can only be used by the person for whom the private and public

key indicated in the certificate was generated, as well as authenticity -
the origin — of the document from an authorised person indicated

in the electronic signature certificate. Moreover, this offence cannot

be committed otherwise than with the use of computer data.

Cyber-dependent crimes should not include misuse of electronic
communications such as smishing or spoofing, as these involve
impersonating a user or an element of the telecommunications
network infrastructure and should therefore be included in cyber-
enabled crimes. The Polish literature also does not include among
cybercrimes the act under Article 285 § 1 CC, which consists in con-
necting to a telecommunications device and activating telephone
impulses on someone else’s account.

Cybercrime in the colloquial sense is most often identified
with hacking. In the legal literature, the term “hacking” occurs
in a broad or narrow sense. It distinguishes “hacking sensu stricto” -
the behaviour of gaining unauthorised access to an information
system or computer data — from “hacking sensu largo” as any attack
on the security of information systems and data, including, for
example, the disruption of the operation of an information system,
the modification or destruction of computer data.*

The Convention on Cybercrime*! imposes an obligation on state
parties in Article 2 to adopt such legislative and other measures
as may be necessary to establish as criminal offences under its domes-
tic law, when committed intentionally, the access to the whole or any

" F Radoniewicz, Odpowiedzialnos¢ karna za hacking i inne przestgpstwa
przeciwko danym komputerowym i systemom informatycznym, Warszawa 2016.
According to the quoted author, hacking is, in the colloquial sense, “a collective
term for virtually all crimes committed online (except, for example, the distribu-
tion of pornography or copyright infringement)”.

*! Council of Europe Convention of 23.11.2001 on Cybercrime (CETS No. 185).
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part of a computer system without right. A state party may require
that the offence be committed by infringing security measures, with
the intent of obtaining computer data or other dishonest intent, or
in relation to a computer system that is connected to another com-
puter system. Ratification of the Convention first required individual
states to ensure that their domestic law complied with its norms.

Defining cybercrime and, more narrowly, hacking may also
be influenced by the ongoing work of the Ad Hoc Committee to
Elaborate a Comprehensive International Convention on Coun-
tering the Use of Information and Communications Technologies
for Criminal Purposes, established by Resolution 74/247 (2019)
of the General Assembly. Regardless of the final consensus on
the material scope of the convention, the regulation should cover
the conduct defined in Article 2 of the Convention on Cybercrime
and in Article 267 of the Polish Criminal Code.

The Polish Criminal Code (CC) criminalises illegal access to
information in Article 267, according to which shall be liable to
a fine, the penalty of limitation of liberty or the penalty of depriva-
tion of liberty for up to 2 years anyone who:

gains access to information not intended for him by opening
a sealed letter, plugging into a telecommunications network,
or by breaching or bypassing an electronic, magnetic, com-
puter or other special protection of such information (§ 1),
gains access to an entire computer system or any part
thereof without authorisation (§ 2),
with the purpose of gaining unauthorised access to informa-
tion, installs or employs a wire-tapping or visual device, or
other device or software (§ 3), or

- discloses to another person information obtained in the man-
ner referred toin § 1-3 ($§ 4).

The prosecution of this offence, referred to in the legal doc-
trine as the crime of hacking is carried out at the aggrieved party’s
motion (§ 5).

The regulation of hacking in Poland is criticised because
of the low upper limit of the criminal threat and the motion-based
nature. It is proposed to raise the upper sentencing limit and to
distinguish a minor case.

61



62

AGNIESZKA GRYSZCZYNSKA

When investigating the phenomenon of hacking, it is also nec-
essary to assess the impact of the perpetrators’ actions on the real
and virtual space - in particular, taking into account the intertwin-
ing of these two dimensions and the kinetic effect of attacks initi-
ated in cyberspace. In view of the status of the pandemic as well
as the significant risks to patients’ lives and well-being, the cyberat-
tack on Brno University Hospital was considered an attack on criti-
cal infrastructure,** whereas due to a patient’s death in connection
with a ransomware attack, German authorities are investigating
the perpetrators on suspicion of negligent manslaughter. In view
of the above, the legal grounds for initiating criminal proceedings
or charges for suspects may be based on a cumulative qualification
involving the concurrence of cybercrime provisions with provisions
protecting life and health.

The offence of hacking may also be in cumulative concurrence
with offences against property. The Supreme Court, in its judg-
ment of 22 March 2017,*® held that breaking the electronic bar-
rier in a bank’s non-cash payment system and taking property
in the form of monetary values stored in the bank’s IT system can
be qualified as an offence under Article 279 § 1 CC (burglary). Due
to the fact that the perpetrators, by providing the login and pass-
word to electronic banking, break through or bypass the security
of electronic banking and gain unauthorised access to information
not intended for them, Article 267 § 1 CC will remain in cumulative
concurrence with Article 279 § 1 CC. Due to the fact that the per-
petrators, acting with the aim of gaining a financial benefit without
authorisation, affect the automatic processing of computer data
by introducing a new computer data record on the account of an
e-banking customer, Article 287 § 1 CC is also indicated among
the coinciding provisions in court rulings.

2 Pandemic profiteering: how criminals exploit the COVID-19 crisis, Europol,
https://www.europol.europa.eu/publications-documents/pandemic-profiteering-
how-criminals-exploit-covid-19-crisis (accessed on: 1.06.2024).

* Judgment of the Supreme Court of 22 March 2017, IIl KK 349/16.
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The acquisition of computer passwords (in scenarios where
the perpetrators first create a fake website impersonating a bank
in order to obtain login credentials) will constitute a separate offence
under Article 269b § 1 CC.

2.3.3. CYBER-ENABLED CRIMES IN THE POLISH CRIMINAL LAW
2.3.3.1. Computer Fraud - Article 287 CC

Pursuant to Article 287 § 1 of the CC, described as computer fraud
in Poland, unauthorised affecting automatic processing, collecting
or transmitting of computer data, altering or deleting computer data
record or entering a new computer data record with the purpose
of gaining material benefit or inflicting damage upon another person
is penalised. In the basic type, the offence is punishable by impris-
onment for a term of between 3 months and 5 years. In a minor
case specified in § 2, the perpetrator is subject to a fine, limitation
of liberty or imprisonment of up to one year. The principal object
of protection of the offence specified in Article 287 CC is property,
however, the construction of the statutory elements of the act under
Article 287 § 1 CC does not require the occurrence of an effect con-
sisting in the disposition of property, which is the equivalent of dis-
posing of property under Article 286 §1 CC. The elements of the act
under Article 287 § 1 CC do not include the effective damage, as well
as the intention to misappropriate, which is necessary under Arti-
cle 279 § 1 CC.** As a collateral good, the integrity and availability
of computer data and the inviolability of its automatic processing,
collection or transmission are protected. The commission of com-
puter fraud occurs already at the moment when the perpetrator
manipulates the data. If the interference is preceded by breaking or
bypassing specific safeguards and thus gaining unauthorised access to
data (violation of data confidentiality), the perpetrator also commits

** Judgment of the Appellate Court of Szczecin of 14.10.2008, II AKa 120/08,
Legalis.
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an act under Article 267 § 1 CC, which, as commentators point out,
will remain in cumulative concurrence with Article 287 § 1 CC.*°

The literature also indicates that the act under Article 287 § 1-2
CC s rather “manipulation of IT data in the field of property rights”*°
Although the legislator used the term “fraud” in Article 287 § 3 CC,
the elements of the act under Article 287 § 1 CC differ from the ele-
ments of the act under Article 286 § 1 CC. Unlike Article 286 § 1 CC,
the object of the perpetrator’s act is not a person, but the device or
medium on which computer data is recorded, as the perpetrator
does not affect the decision-making process of another person, but
the automatically occurring data processing processes.*’

Computer fraud is a common, intentional offence belonging
to the category of so-called directional offences. The perpetrator’s
behaviour is intended to be directed towards a specific purpose,
which is either to achieve a pecuniary benefit or to cause damage
to another person, and therefore this offence can only be commit-
ted with direct intent.

Article 287 CCrefers to Article 8 of the Council of Europe Conven-
tion on Cybercrime, which defines computer fraud as the intentional,
unlawful causing of loss of property to another person by: (1) enter-
ing, altering, deleting or deleting computer data, (2) any interference
with the functioning of a computer system with the intent to defraud
or with the fraudulent intent to obtain an economic advantage for
oneself or another person. However, unlike the act set out in Article 8
of the Council of Europe Convention on Cybercrime, the statutory
elements of the act set out in Article 287 CC do not include causing
the effect ofloss of property to another person by manipulating data
or interfering with the functioning of a computer system for the pur-
pose of gaining economic advantage or causing damage.

5 B. Michalski, Przestgpstwa przeciwko mieniu. Rozdziat XXXV Kodeksu Karnego.
Komentarz, Warszawa 1999, p. 224. See also M. Galazka, [in:] A. Grzeskowiak,
K. Wiak (red.), Kodeks karny. Komentarz, Warszawa 2021, Article 287, where
it is indicated that Article 267 § 1 of the PCC may be regarded as a prior co-
convicted act or a fragment of a continuous act.

6 M. Galgzka, [in:] A. Grzeskowiak, K. Wiak (red.), op. cit., Art. 287.

47 A. Adamski, Computer..., op. cit., pp. 115-122.
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2.3.3.2. Fraud - Article 286 CC

An analysis of the descriptions of cases, acts or charges in proceed-
ings conducted in Poland indicates that acts that can be considered
cybercrimes account for approximately 40% of offences classified
under Article 286 § 1 CC as fraud (e.g., fake online shops, invest-
ments fraud, BEC, CEO fraud, “Nigerian fraud”, fraud on online
marketplaces). Offences qualified under Article 286 PCC are not
traditionally recognised as cybercrime or included in statistics
in this area. Given that this qualification extremely often appears
in the basis for criminal proceedings or charges, it cannot be omit-
ted from the analysis.

Fraud is a prohibited act, as defined in Article 286 § 1 CC, con-
sisting in leading another person to a disadvantageous disposition
of one’s own or another person’s property by means of misrepresen-
tation or exploitation of a mistake or incapacity to grasp the intended
action, in order to obtain a pecuniary benefit. As the Supreme Court
points out, the element that distinguishes fraud from other offences
against property is the voluntary disposition of property in favour
of the perpetrator, and the interference of the criminal law is justi-
fied by the fact that the disposition is the result of a misjudgement
of the facts by the person making it, which the perpetrator at least
consciously exploits.*®

The elements defining the criminal activity are: introducing a mis-
take, exploiting a mistake, or exploiting the incapacity of a person to
grasp the action taken*’ As indicated by the Supreme Court, misrep-
resentation means that the perpetrator, by means of deceitful actions,
leads another person to a false idea of the actual state of affairs,
while the exploitation of a mistake consists in the perpetrator taking
advantage of the already existing opinions or ideas of the person
harmed.*® The exploitation of the incapacity of a person to properly

*8 Decision of the Supreme Court of 6.5.2014, IV KK 12/14, Legalis; post. SN
of 25.5.2006, IV KK 403/05, Legalis.

* Judgement of the Supreme Court of 2.12.2002, IV KKN 135/00, Legalis;
Judgment of the Supreme Court of 18.6.2019, V KK 246/18, Legalis.

*® Judgement of the Supreme Court of 27.10.1986, Il KR 134/86, Legalis.
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comprehend the action taken is connected with specific features
of the person making the property disposal and consists in leading
to a disadvantageous property disposal of a person who does not
have the capacity to correctly assess the actions taken.®! This offence
is a substantive offence (as indicated by the functional signifier
“leads to”), and its effect is the unfavourable disposal of on€e’s own
or someone else’s property, i.e., reduction of the victim’s prop-
erty, covering both the actual damage to the victim’s property and
the expected, but lost benefits, as well as deterioration of the vic-
tim’s financial situation. The act under Article 286 § 1 CC is also
an intentional offence, included in the so-called intentional variety
of directional offences. It can only be committed with direct intent.

With respect to classic frauds (Article 286 § 1 CC), proceedings
are conducted in Poland concerning fraud on online marketplaces,
running fake online shops, fictitious collections for the purposes
related to support of ill persons and their families, the so-called
“Nigerian fraud” - regardless of the social engineering scenario
used (also in the scope of the so-called “Love Scam”), investment
fraud, BEC (Business Email Compromise) or CEO fraud. Fraudu-
lent acts will also include acts consisting in leading the victim to
a disadvantageous disposition of property by misleading him or her
as to the need to pay an invoice or acts consisting in sending an
invoice with a modified bank account number by an entity imper-
sonating a contractor.’> However, a different legal qualification
of the act should be adopted if the aim of the perpetrator was to
infect the victim with malicious software.>

! Judgment of the Appellate Court in Wroctaw of 18.12.2015, IT AKa 307/15,
Legalis.

2 CP Report 2020, p. 82.

>3 CSIRT GOV Report for 2020, pp. 26-28.
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2.3.3.3. Identity Theft - Article 190a § 2 CC

Impersonation is typical of cybercrime perpetrators. Identity theft
can therefore be both the perpetrators’ main objective and a means
to achieve another goal (concealing one’s identity or enhancing
the effectiveness of a socio-technical-based attack).

The offence of identity theft was introduced into the Crimi-
nal Code by the Act of 25.2.2011 amending the Criminal Code.>*
The aim of the regulation was to create an instrument of legal protec-
tion in response to persistent harassment (stalking), the manifesta-
tions of which also include impersonating the victim by, for example,
creating personal accounts on social networks without the victim’s
knowledge and consent. This type of behaviour would not always
fall within the framework of the multi-factor behaviour constitut-
ing persistent harassment, which is why the legislator decided to
criminalise such a phenomenon separately.*

The original elements of the offence of identity theft were reg-
ulated narrowly. Furthermore, the act could only be committed
with the direct intent (dolus directus coloratus) to cause harm to
the person whose data was used. Such a state of affairs was criticised
in the literature.*® In the face of criticism of the regulation, which
did not reflect current models of impersonation, legislative action
was instituted. According to the amendment®” of 1 October 2023,
Article 190a § 2 CC has been amended as follows: “the same punish-
ment shall be imposed on anyone who, by impersonating another

** Act of 25 February 2011 amending the Act - Criminal Code, Journal of Laws
2011 No. 72, item 381.

*> Government Bill to amend the Act - Criminal Code, print No. 3553, 27.10.2010,
http://orka.sejm.gov.pl/Druki6ka.nsf/wgdruku/3553 (accessed on: 1.06.2024).

*¢ A. Gryszczyniska, Kradzieze tozsamosci w sprawach z zakresu cyberprzestgpczo-
Sci, [in:] Rocznik Bezpieczeristwa Morskiego. Przestgpczos¢ Teleinformatyczna 2019,
J. Kosinski, G. Krasnodebski (red.), Gdynia 2020, p. 223; M. Mozgawa, Opinion
on the bill on amendments to the Act - Criminal Code (Sejm print no. 3553), p. 8,
http://orka.sejm.gov.pl/rexdomké.nsf/Opdodr?OpenPage&nr=3553 (accessed
on: 1.06.2024); A. Lach, Karnoprawna reakcja na zjawisko kradziezy tozsamosci,
2015, LEX/el.

%7 Act of 7 July 2022 amending the Act - Criminal Code and certain other acts
(Journal of Laws, item 2600, as amended).
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person, uses his/her image, other personal data or other data by
means of which he/she is publicly identified, thereby causing him/
her financial or personal damage”

With the amendment, dolus directus coloratus is no longer
required, however, the offence has become an effect offence and will
be committed if the person impersonated incurs damage. Consider-
ing the modus operandi of the perpetrators and the purposes for
which they impersonate, this provision should be amended again.
The offence is committed when the person impersonated as well
as another person (e.g., the victim of a fraud facilitated by the imper-
sonation of a trustworthy person) incurs damage.

2.4. The New Regulation Concerning Abuse
of Electronic Communications

New challenges and the exploration of new loopholes and attack
scenarios are also prompting legislative action. Attacks based on
the impersonation of telephone numbers of public officials, police
units and banks (CLI spoofing) have led to the initiation of a leg-
islative process to combat the abuse of electronic communications.
On 28 July 2023, the law on combating abuse in electronic commu-
nication was enacted, which introduces not only new types of crimi-
nal acts and criminal sanctions for sending messages impersonating
another entity, but also a regulation of an administrative nature
relating to the blocking of short text messages (SMS) containing
content included in the pattern of messages deemed to be abusive.
This law is intended to provide a basis not only for combating smish-
ing, vishing and CLI spoofing but also for blocking domain names
impersonating other entities.*®

The Act on Combating Abuse in Electronic Communications
introduces an open catalogue of electronic communication abuse,
with the draft defining four basic forms of electronic communica-
tion abuse, which are:

*% https://orka.sejm.gov.pl/opinieg.nsf/nazwa/3069_u/sfile/3069_u.pdf
(accessed on: 1.06.2024).
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1. generating artificial traffic - i.e., sending or receiving mes-
sages or voice calls on the telecommunications network using
telecommunications equipment or programs, the purpose
of which is not to make use of a telecommunications service
but to register them at the point of connection of telecom-
munications networks or by billing systems;

2. smishing - the sending of a short text message (SMS) in which
the sender impersonates another entity in order to induce
the recipient of the message to perform a specific action,
in particular to provide personal data, disadvantage property,
open a website, initiate a voice call or install software;

3. CLI spoofing - the unauthorised use or exploitation by a user
or telecommunications undertaking making a voice call
of address information identifying a natural person, a legal
person or an unincorporated entity other than that user or
telecommunications undertaking, for the purpose of imper-
sonating another entity, in particular to create fear or a feeling
of insecurity or to induce the recipient of that call to perform
a specificaction, in particular to communicate personal data,
to disadvantage property or to install software;

4. unauthorised modification of address information - this is
the unauthorised modification of information about the num-
ber or identifier of the user sending the communication (iden-
tifiers can be, e.g., electronic addresses, names, codes or IP
addresses) making it impossible or significantly hindering
the determination, by authorised entities or telecommunica-
tions undertakings involved in the delivery of the communi-
cation, of the telephone number or identifier used to send an
electronic communication.

The criminal provisions criminalising the aforementioned abuses

in electronic communication are contained in Articles 29-32.
Article 30, which introduces criminal liability for smishing,
in addition to liability for sending an SMS message, also criminal-
ises the sending of a message by means of other interpersonal com-
munication services, in which the offender impersonates another
entity in order to induce the recipient of the message to transfer
personal data, to make a disadvantageous disposition of property,
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to open a website, to initiate a voice connection, to install soft-
ware, to transfer computer passwords, access codes or other data
allowing unauthorised access to information stored in a computer
system, data communication system or data communication net-
work. This will enhance the fight against groups involved in send-
ing e-mails or instant messaging messages (WhatsApp, Telegram,
etc.). This is because the offence under Article 30 will already have
been committed at the moment the phishing message is sent, not
only when the victim provides login data to the phishing website
(Article 269b § 1 CC) or when the perpetrators gain unauthorised
access to the victim’s data using passwords obtained on the phishing
website (Article 267 § 1 CC).

2.5. The Scope of Criminalisation of Cybercrime
in Poland in Comparison to International Regulations

Fight against cybercrime was the subject of analysis and legislative
actions as early as at the turn of the 1980s and 1990s. These actions
were taken in particular by the Council of Europe and resulted
in the adoption, on 23 November 2001 in Budapest, of the Conven-
tion on Cybercrime of the Council of Europe, which subsequently
became the basis for international cooperation in this respect.

In the European Union, the issue of cybersecurity and combating
cybercrime has long been addressed only in systemic instruments
and fragmentary regulations. In recent years, important legal instru-
ments in this area have included Directive 2013/40/EU on attacks
against information systems and replacing Council Framework
Decision 2005/222/JHA.

A summary mapping the offences set out in the Cybercrime
Convention and Directive 2013/40/EU to Polish criminal law is pre-
sented in Table 2.

At this point, it should be pointed out that the conformity
of some of the criminal provisions indicated in the table with
the requirements of the Convention and the Directive continues to
raise concerns, despite several attempts at adjustment. In particular,
the definition of document, affecting the scope of criminalisation
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of the offence of computer forgery, has been criticised. Critical
remarks are also made about Article 269b § 1, Article 268a and
the construction of computer fraud (Article 287 § 1 CC).*®

Table 2. The scope of criminalisation of cybercrime in Poland in compar-
ison Cybercrime Convention and Directive 2013/40/EU

Cybercrime Convention

Article 2 - Illegal access

Article 3 - Illegal interception

Article 4 - Data interference

Article 5 - System interference

Article 6 - Misuse of devices

Article 7 - Computer-related forgery

Article 8 - Computer-related fraud

Article 9 - Offences related to child
pornography

Article 10 - Offences related to
infringements of copyright and
related rights

Source: Own elaboration.

Directive 2013/40/EU

Article 3 - Illegal access to infor-
mation systems

Article 6 - Illegal interception

Article 5 - Illegal data interference

Article 4 - lllegal system
interference

Article 7 - Tools used for commit-
ting offences

Polish Criminal Code
Article 267 § 1-2 CC

Article 267 ) 2 CC, Article 267
§3CC

Article 268 { 2 CC, Article 268a CC,
Article 269 CC

Article 269a CC
Article 269b CC

Article 270 § 1 CC (including
the definition of a document
Article 115 § 14 CC)

Article 287 1 CC
Article 202 G 3, § 4, § 4a CC

Article 115-119, Act of 4 February
1994 on Copyright and Related
Rights

The scope of criminalisation of cybercrime in Poland, may also
be influenced by the ongoing work of the UN Ad Hoc Commit-
tee to Elaborate a Comprehensive International Convention on
Countering the Use of Information and Communications Tech-
nologies for Criminal Purposes, established by General Assembly

** A. Adamski, Konwencja Rady Europy o cyberprzestgpczosci i kwestia jej raty-
fikacji przez Polske, [in:] Internet. Ochrona wolnosci, wlasnosci i bezpieczeristwa,
G. Szpor (red.), Warszawa 2021, pp. 345-356.
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Resolution 74/247 (2019).%° In the work on the new UN Conven-
tion, the most contentious issue is to determine the material scope

of the new instrument. It is not disputed that the Convention should

cover cyber-dependent crimes, i.e., crimes against the confiden-
tiality, integrity and availability of computer systems, networks

and data as well as the misuse of such systems, networks and data.
Certain state parties indicate that the Convention should also cover
narrowly defined cyber-enabled crimes (as defined in the Conven-
tion on Cybercrime including offences related to child pornography).
A number of states parties, however, have a much broader approach,
seeking to extend the new Convention to cover all crimes committed

using information and communications technologies.

2.6. Summary and Conclusions

The omnipresence of information and communication technolo-
gies in both social and economic life has created new avenues for
the infringement of legally protected goods. Attacks on new legal
goods related to the essence of the information society (confiden-
tiality, accessibility, integrity of data and information systems) have
emerged, as have the methods of infringing traditionally protected
goods (property, freedom, dignity). This necessitates the amendment
of the substantive criminal law to protect against the new threats.
Given the cross-border nature of cybercrime, the work
of the Council of Europe and the European Union has had a signifi-
cant impact on the shape of criminal regulation in Poland in this area.
The 2021 Council of Europe Convention and Directive 2013/40/EU
on attacks against information systems define the minimum scope
of criminalisation of cybercrime. Despite comments made over
the years that Polish legislation does not ensure compliance with
the Convention standards, the key provisions relating to cybercrime

%0 Resolution 74/247. 2019. Resolution adopted by the General Assembly
on 27 December 2019, A/RES/74/247, https://documents-dds-ny.un.org/doc/
UNDOC/GEN/N19/440/28/PDF/N1944028.pdf?OpenElement (accessed on:
1.06.2024).
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in Poland have not been amended in the directions indicated by
representatives of criminal law doctrine.

The criticised slowness of changes to criminal code provisions
relating to cybercrime®' contrasts with the speed of extra-code
provisions, resulting from ad hoc measures related to the increase
in specific attacks or the exploration of gaps and vulnerabilities (e.g.,
the introduction of criminal liability for CLI spoofing and smishing).
Over the past few years, the provisions regulating liability for cyber-
dependent crimes in the Criminal Code have been encapsulated
by extra-code regulations stemming from administrative law acts.
They supplement the Code regulation, but significant doubts are
raised by legal practitioners as to their relation to the provisions
of the Criminal Code. Moreover, some of the non-Code provisions
are hardly known even by legal practitioners. For the sake of regula-
tory consistency, it is advisable to limit the placement of criminal
law provisions outside the Criminal Code.

At the same time, statistical analyses of cybercrime cases indicate
that the basis of the criminal liability of the perpetrators is mainly
established by provisions protecting traditional legal assets (mainly
property), in particular Article 286 § 1 CC. Following the amend-
ment to the definition of movable item and the recognition of funds
deposited in account as a movable item (Article 115 § 9 CC),
the breaking of the security features of an online bank account com-
bined with the taking for the purpose of appropriation of the funds
deposited therein is qualified as an act under Article 279 § 1 CC
(burglary). On the one hand, this is related to the modus operandi
and purpose of the perpetrators, on the other hand to the dispro-
portion of the upper limit of the criminal threat (the crime of fraud
is punishable by up to 8 years of imprisonment, burglary - by up
to 10 years of imprisonment and the crime of hacking - by up to
2 years of imprisonment).

Following the introduction of criminal liability for smishing
and spoofing, as well as the amendments to Article 190a § 2 CC

' A. Adamski, Europejskie standardy prawnokarnej ochrony sieci i informacji
oraz ich implementacja do ustawodawstwa polskiego, [in:] Internet. Strategie
bezpieczenistwa, G. Szpor, A. Gryszczynska (red.), Warszawa 2017, pp. 23-45.
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(identity theft), the main demands for extending the penalisation
of cybercrime have been fulfilled in Poland. The wording of indi-
vidual provisions still raises some concerns (scope of Article 269b
§ 1 CC, definition of document (Article 115 § 14) affecting the scope
of the offence of computer forgery). Definitely greater deficien-
cies are diagnosed in the procedural provisions, due to the lack
of provisions referring to remote search or extended search, as well
as the controversy related to the possibility of applying an under-
cover surveillance as a result of the use of RAT-type software.

In conclusion, it may be said that the development of cybercrime,
however, leads to the need for constant evaluation and improvement
of the existing legal regulations, as changes in the threat landscape
must be followed by changes in substantive and procedural law.
Undoubtedly, another trigger for change will be the need to take
into account criminal liability related to the use or abuse of artificial
intelligence technology.
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Chapter 3. New Developments and Challenges
in the Fight Against Money Laundering
by Means of Cybercrime — Methods and Risks

3.1. Introduction

The chapter aims to analyse the development tendencies of money
laundering from the 1980s to nowadays, with particular empha-
sis on the links between money laundering and cyber-criminality.
The globalisation, digitalisation and the new technological devel-
opments poses serious risks in the fight against money laundering,
since criminal offenders are able to use the new and unregulated
methods extremely quickly and effectively. The spread of cybercrime
was also affected by the COVID-19 pandemic.' Therefore, new
technologies create new methods for the commission of money
laundering, which requires legislators and law enforcement bodies
to create and use new measures.

The use of information technologies has become part of our every-
day human life. The technological advancements in the 21°¢ century
continue to influence society, but its positive elements can also
be used for negative purposes.” Technology companies are enter-
ing the market to provide financial services over the internet by

' A. Gryszczyniska, The impact of the COVID-19 pandemic on cybercrime, “Bul-
letin of the Polish Academy of Technical Sciences” 2021, Vol. 69, No. 4, €137933,
pp- 1-9.

> C. Wronka, “Cyber-laundering”™ the change of money laundering in the digital
age, “Journal of Money Laundering Control” 2021, Vol. 25, No. 2, pp. 330-344,
DOI: 10.1108/JMLC-04-2021-0035.
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introducing new technologies.” However, these services can also
be exploited by criminals.

It should be stressed that money laundering is a constantly
changing phenomenon.* Hence, the fight against money laundering
is a continuously developing area, which can be seen in international,
EU, and domestic regulation. The hypothesis is that the current
measures in the European Union are neither adequate nor effective
in the fight against cyber-laundering, and that the rules need to be
changed. To address this issue, it is necessary to briefly examine
the historical development and regulation of money laundering from
the beginning, i.e., in the 1980s. The second part of the study will
examine the methods and stages of money laundering in the cyber
stage and the relation between money laundering and cybercrime.
It is necessary to understand the phenomenon of cyber-laundering
and crypto-laundering in order to find an effective tool against
money laundering in the virtual world.

New technologies facilitate money laundering. The anonymity
in the digital world can easily be used to commit crimes, especially
money laundering.’ Money launderers benefit from the decentrali-
sation of blockchain technologies as it lacks a central authority for
payment authorisation and control, enabling suspicious transactions
to go unnoticed and unreported. Additionally, the pseudonymous
nature of the blockchain allows for easy use of tokens in money laun-
dering, as public keys are not linked to real identities, and the use
of tumblers or privacy tokens can enjoy near-complete anonymity.
Furthermore, the cross-border transferability of crypto asset makes
it simple to disguise the illicit origin of assets, enabling the trans-
fer of wealth in the form of cryptocurrency without the need for
border controls or physical meetings between money launderers,

* See Z.Nagy, A digitalizdcié hatdsa a pénziigyi piac szabdlyozdsdra, “Miskolci
Jogi Szemle” 2020, No. 1, pp. 24-25.

* 1. Ambrus, K. Mezei, The new Hungarian legislation on money laundering
and the current challenges of cryptocurrencies, “Danube: Law and Economics
Review” 2022, Vol. 13, Issue 4, p. 257.

* Y. Nizovtsev, O. Parfylo, O. Barabash., S.G. Kyrenko, N. Smetanina, Mecha-
nisms of money laundering obtained from cybercrime: the legal aspect, “Journal
of Money Laundering Control” 2022, Vol. 25, No. 2, pp. 297-305.
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intermediaries, and recipients.® In short, cryptocurrencies/crypto
assets have the same three characteristics: decentralisation, ano-
nymity and globality.”

3.2. Anti-Money Laundering Regulation (AML) -
Historical Overview and International Legal
Framework

After a brief historical overview, this chapter presents international
instruments that have an impact on national action against money
laundering. Hungary’s and Poland’s obligations in the fight against
money laundering and terrorist financing are primarily determined
by international conventions, the European Union’s anti-money
laundering directives, and the 40 recommendations of the Financial
Action Task Force (FATF).

3.2.1. SOURCE AND FIRST REGULATION OF MONEY LAUNDERING

The term “money laundering” was first used in the 20t century.
The regulation of money laundering as a federal crime and anti-
money laundering enforcement can be traced back to the United
States,® where the first Money Laundering Control Act (MLCA)
was passed by the United States Congress in 1986. Since then, money

¢ Ph. Maume, L. Haftke, Kapitel 4 Compliance und Datenschutz § 15 Geldwd-
sche-Compliance, [in:] P. Mauma, L. Maute, M. Fromberger, Rechtshandbuch
Kryptowerte. Blockchain, Tokenisierung, Initial Coin Offerings, Miinchen 2020,
p. 420.

7 R.Brandl, J. Biilte, Kryptowdhrungen/-assets — Geldwdsche und Terrorismus-
bekdmpfung - Perspektive Sorgfaltsverpflichtete, [in:] R. Leitner, R. Brandl (eds.),
Finanzstrafrecht 2022 Virtuelle Wihrungen und Kryptoassets im Steuer(straf)recht
und Strafrecht, Vienna 2023, pp. 106-107.

8 1. Jacso, A pénzmosds elleni nemzetkozi fellépés eszkozei, “Magyar Jog” 2000,
No. 9, p. 545; L.L. Gal, A pénzmosds szabdlyozdsdnak régi és 1ij irdnyai a nemzetkozi
jogban és az EU-jogban, “Eurépai Jog” 2007, No. 1, p. 12.
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laundering has been punishable in the USA.” However, the Bank
Secrecy Act (BSA) was established in 1970, even before the above-
mentioned legislation. The BSA enacted the requirements for report-
ing by banks and other financial institutions and private individuals
to help identify the source of currency and other monetary instru-
ments transported or transmitted into or out of the USA or depos-
ited in financial institutions (introduced an automatic reporting
obligation for banks over $10,000).'® The BSA requires financial
institutions to have adequate anti-money laundering (AML) pro-
grams, and instructs financial institutions to file suspicious activ-
ity reports (SARs). Cyber-enabled crime are illegal activities (e.g.,
fraud, identity theft) carried out or facilitated by electronic systems
and devices, such as networks and computers. One of the most
important institutions in the Anti-Money Laundering Framework
in the USA is the Financial Crimes Enforcement Network (FinCEN)
established by the U.S. Department of the Treasury in 1990 in order
to provide a government-wide multisource financial intelligence
and analysis network.!'

The fight against money laundering has moved from the USA
to Europe and has a three-decade history. The criminals’ aim is to
prevent the funds from being tracked by law enforcement authorities
and to make them appear legal. A significant proportion of funds
of criminal origin enter the legal economy through financial institu-
tions and other economic actors. The most important international
framework is briefly presented below.

® US. Code § 1956 Laundering of monetary instruments and § 1957 Engaging
in monetary transactions in property derived from specified unlawful activity.

1% https://www.fincen.gov/history-anti-money-laundering-laws (accessed on:
4.05.2023); S. Jettner, Money laundering, “American Criminal Law Review” 2023,
Vol. 60, No. 3, p. 1072.

' https://www.fincen.gov/ (accessed on: 4.05.2023).
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3.2.2. INTERNATIONAL LEGAL FRAMEWORK
3.2.2.1. United Nations Legal Framework

On the international level, the first important step was the United
Nations (UN) Vienna Convention'? in 1988. This convention
was significant because it was the first international document which
defined money laundering. It has been described in Article 3.1 as:

the conversion or transfer of property, knowing that such
property is derived from any offense(s), for the purpose
of concealing or disguising the illicit origin of the prop-
erty or of assisting any person who is involved in such
offense(s) to evade the legal consequences of his actions.

It must be emphasised that the convention defines a broad means
of property: it means “assets of every kind, whether corporeal or
incorporeal, movable or immovable, tangible or intangible, and legal
documents or instruments evidencing title to, or interest in, such
assets”."” The Vienna Convention contains provisions on the confis-
cation, which was the first step at the international level to promote
the confiscation of criminal proceeds.

The UN Palermo Convention'* against transnational organised
crime is also very important. Based on the Vienna Convention,
the scope of predicate offences only covered drug crimes, which
was significantly expanded by the Palermo Convention. Hungary
and Poland have ratified each convention. An added value of these
conventions is the creation of a “uniform vocabulary and a shared
sense of terms in the field of both national criminalisation and inter-
national cooperation”'® In accordance with the Palermo Convention,

2 UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances adopted in Vienna in 1988 (Vienna Convention).

' Art. 1 letter q Vienna Convention.

* UN Convention against Transnational Organized Crime adopted in Palermo
in 2000 (Palermo Convention).

15 A. Péceli, The legal framework and the difficulties of combating money laun-
dering, [in:] G. Virag (ed.), Combating Cybercrime, Corruption and Money

83



84

JUDIT JACSO

the member states shall consider the establishment of a financial intel-
ligence unit to serve as a national centre for the collection, analysis and
dissemination of information regarding potential money laundering.*

3.2.2.2. Relevant Conventions of the Council of Europe (Strasbourg
Convention and Warsaw Convention)

The Council of Europe already dealt with the phenomenon
of the money laundering in 1980, and adopted the first interna-
tional instrument, a recommendation against money laundering.
However, this act was not binding."” The Council of Europe adopted
a convention on money laundering, search, seizure and confisca-
tion of the proceeds from crime in 1990 (Strasbourg Convention'®).
The description of money laundering'® was based on the Vienna
Convention. However, the Convention extended the criminal lia-
bility to negligent money laundering as punishable, even though
it is only an optional provision.*® The object of the money laun-
dering is “property’, that “includes property of any description,
whether corporeal or incorporeal, movable or immovable, and legal

documents or instruments evidencing title to, or interest in such
»21

property .

Laundering, “Training for Judicial Academies of Visegrad 4 Countries. Studies
on Criminology” 2022, Vol. 59, Special issue 2, p. 221.

16 Art. 7 pt 1(b) Palermo Convention.

7 Recommendation No. R (80)10 on measures against the transfer and the safe-
keeping of funds of criminal origin. See more: J. Jacsd, Bekdmpfung der Geld-
wiischerei in Europa unter besonderer Beriicksichtigung des Geldwdschestrafrechts
von Osterreich, der Schweiz und Ungarn. Neuer Wissenschaftlicher Verlag, Ber-
lin-Wien-Ziirich 2007, p. 40.

'*  Council of Europe Convention on Laundering, Search, Seizure and Confisca-
tion of the Proceeds from Crime, European Treaty Series-No. 141, Strasbourg,
8.11.1990.

' Art. 6 Strasbourg Convention.

20 A. Péceli, The legal framework..., op. cit., p. 224.

> Art. 1 letter b Strasbourg Convention. Other relevant terms: “proceeds”
means any economic advantage from criminal offences; “instrumentalities”
means any property used or intended to be used, in any manner wholly or
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The scope of predicate offences was just as significantly expanded,
but did not include a catalogue of crimes.?” It also contained
important provisions from the point of view of proving the money
laundering: knowledge, intent or purpose required as an element
of an offence set forth may be inferred from objective, factual cir-
cumstances, and it shall not matter whether the predicate offence
was subject to the criminal jurisdiction of the given state.”> How-
ever, it must be underlined that it did not prescribe the criminal
responsibility of the perpetrator of the predicate offense for money
laundering (self-laundering). It should also be emphasised that
the Strasbourg Convention takes into account the cross-border
characteristics of money laundering for the first time,** so it defines
the principles of international cooperation.? For the effective coop-
eration it is essential to approximate the national regulation of sub-
stantive criminal law on money laundering.

A significant milestone at the level of the Council of Europe
was the adoption of the Warsaw Convention.*® It provides a com-
prehensive legal framework to prevent, investigate, and prosecute
money laundering and terrorism financing offenses. It sets out clear
and stringent obligations for states to take appropriate measures to
combat these crimes. According to the convention, the signatures
countries:

shall adopt such legislative and other measures as may be
necessary to institute a comprehensive domestic regula-
tory and supervisory or monitoring regime to prevent
money laundering and shall take due account of applicable

in part, to commit a criminal offence or criminal offences. Art. 1 letters a, c
Strasbourg Convention.

> See]. Grzywot, Virtuelle Kryptowdihrungen und Geldwiische, [in:] Internetrecht
und Digitale Gesellschaft, Vol. 15, Berlin 2019, pp. 62-63.

»* Art. 6(2) letter c Strasbourg Convention.

* 7. Jacs6, Bekdmpfung..., op. cit., p. 40.

** Chapter III Strasbourg Convention.

?¢ Council of Europe Convention on Laundering, Search, Seizure and Confis-
cation of the Proceeds from Crime and on the Financing of Terrorism, Council
of Europe Treaty Series-No. 198, 16.5.2005. (Warsaw Convention).
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international standards, including in particular the recom-
mendations adopted by the Financial Action Task Force
on Money Laundering (FATF).”’

The convention also contains regulations on the introduction
of corporate liability.>®* However, not only does it require the domes-
tic legislators to take into account the FATF Recommendation, it
can also be observed in its provisions. For example, among the mea-
sures to prevent money laundering, it uses a risk-based approach
in accordance with the FATF Recommendations.?® Legislative or
other measures shall be adopted as may be necessary to detect
the significant physical cross border transportation of cash and
appropriate bearer-negotiable instruments.

It facilitates the exchange of information and mutual legal assis-
tance to investigate and prosecute cases effectively across borders.
The convention promotes the identification, seizure, and confisca-
tion of proceeds from crime and assets linked to terrorist financing.
Effective asset recovery mechanisms are vital to disrupting criminal
networks and deterring such activities. It must be emphasised that
the Warsaw Convention encourages the establishment and efficient
functioning of national financial intelligence units (FIUs). The FIU
plays a crucial role in analysing financial information to identify sus-
picious transactions and potential money laundering or terrorism
financing activities. The most important added value of the Warsaw
Convention is that it takes the first step in separating the launder-
ing offence from the predicate offence, thus making it possible to
establish criminal liability for money laundering without precisely
identifying the predicate offence.’® Both countries Hungary and
Poland ratified the conventions.>

It must be highlighted that the majority of cases in money laun-
dering involve cross-border money-mule operations, where both

Art. 13 - Measures to prevent money laundering, Warsaw Convention.
Art. 10 Warsaw Convention.

Art. 13 — Measures to prevent money laundering, Warsaw Convention.

A. Péceli, The legal framework..., op. cit., p. 224.

See about the ratification: https://www.coe.int/en/web/conventions/full-
listmodule=treaty-detail&treatynum=198 (accessed on: 4.05.2023).


https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=198
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=198

CHAPTER 3. NEW DEVELOPMENTS AND CHALLENGES IN THE FIGHT...

the predicate offence and the transfer of proceeds occur in distant
jurisdictions. International cooperation is crucial for these cases,
but finding a legal basis for reaching countries on the other side
of the globe can be challenging. This is where the multilateral con-
ventions of the United Nations and the Council of Europe play
a very important role by providing a legal framework for dialogue
and mutual assistance in global money laundering cases. Addm
Péceli draws attention in his study to the conventions that form
the basis of international cooperation.*”

3.2.2.3. Universal Anti-Money Standards (FATF)

The Financial Action Task Force (FATF?®) is an independent
inter-governmental body established in 1989.>* The FATF cur-
rently has 39 members, and the European Commission is a mem-
ber. This organisation develops and promotes policies to protect
the global financial system against money laundering, terrorist
financing,’® and the financing of the proliferation of weapons of mass
destruction. The 40 recommendations of FATF are regulatory and
operational measures that define a comprehensive framework pro-
vided for the basics of each country’s AML/CFT system (preventive
and repressive measures).*®

2 A. Péceli, The legal framework..., op. cit., p. 224.

%3 See more about the FATF Standard in the chapter about “Preventive means
against cyber-laundering in the European Union”

34 A. Pursiainen, The FATF and Evolution of Counterterrorism Asset Freeze
Laws in the Nordic Countries: We Fought the Soft Law and the Soft Law Won,
[in:] K. Karjalainen, I. Tornberg, A. Pursiainen (eds.), International Actors and
the Formation of Laws, Springer Cham 2022, p. 135.

%5 The mandate of FATF was in 2001 expanded to include the prevention
of terrorism financing.

% L.A. Baratki, A FATF standard és nemzeti szintii végrehajtdsa, “BiintetSjogi
Szemle” 2021, No. 2, pp. 3-11; B. Udvarhelyi, Az FATF szerepe a pénzmosds elleni
kiizdelemben, [in:] L. Stipta (ed.), Miskolci Egyetem Doktoranduszok Féruma. Mis-
kolc, 2012. november 8. Allam- és Jogtudomdnyi Kar szekcidkiadvanya, Miskolci
Egyetem Tudomdnyszervezési és Nemzetkozi Osztaly, Miskolc 2013, pp. 193-198.
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It is important to emphasise that the FATF Recommendations
have a “soft law” nature, without a legally binding effect for members
and other countries, and FATF does not have direct legal enforce-
ment power. Despite this fact, countries implement the international
standard in order to combat money laundering and terrorist financ-
ing. The mechanism can be influential in encouraging countries
to comply with its standards. This is achieved by the FATF using
special mechanisms: the FATF regularly conducts mutual evalua-
tions (this means not only the technical but also the efficiency test
compliance) of its member countries’ anti-money laundering and
counter-terrorist financing efforts, and the results are published
in publicly available reports. Countries that fail to meet the FATF’s
standards risk being placed on a “grey list” or “blacklist’,’” which
can have reputational and economic consequences.*®

3.2.2.4. Legal Framework of the European Union

Money laundering poses significant problems at the Union level
of the European Union as well, because it damages the integrity, sta-
bility and reputation of the financial sector and threatens the internal
market and the internal security of the Union. The lack of EU action
against money laundering could lead Member States to adopt mea-
sures to protect their financial systems that could be inconsistent
with the single market.> See the detailed analysis in the next chapter.

%7 https://www.fatf-gafi.org/en/countries/black-and-grey-lists.html (accessed
on: 6.07.2023)

%% See: https://www.fatf-gafi.org/en/topics/mutual-evaluations.html (accessed
on: 6.07.2023). See about the global influence of FATF: A. Pursiainen, The FATE...,
op. cit., pp. 135-172.

0 See: J. Jacsd, A pénzmosds elleni fellépés az Eurdpai Uniéban a vonatkozo
irdnyelvek tiikrében, [in:] M. Lévay (ed.), Az Eurdpai Unidhoz valé csatlakozds
kihatdsai a biinbzés és mds deviancidk elleni fellépés teriiletén, Bibor Kiado, Mis-
kolc 2004, pp. 143-144; J. Jacso, Legtijabb fejlemények a pénzmosds szabdlyozds
terén az Eurdpai Unidban, [in:] LL. Gél (ed.), A pénzmosds elleni kiizdelem
aktudlis kérdései, Pécs 2005, p. 99; B. Udvarhelyi, Pénzmosds elleni kiizdelem az
Eurépai Unidban, [in:] 1. Stipta (ed.), Studia Iurisprudentiae Doctorandorum
Miskolciensium, Tomus 12, Miskolc 2013, p. 458.
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3.3. Methods and Stages of Money Laundering
in Cyberspace

Cyberspace is the “virtual” world, denotes the environment created
by links between computers and the infrastructure of the Internet.
As opposed to the Internet itself, however, cyberspace is the place
produced by these links.*® The development of new technologies
fosters financial and economic crime in general, and money launder-
ers in particular use the Internet for the transfer of assets derived
from crime.*' However, the World Wide Web not only facilitated
and accelerated communication between people and the sharing
of information, but also enabled cross-border crime.*? The virtual
methods used to launder proceeds of criminal activities and finance
illicit activities are constantly evolving.** Offenders increasingly use
innovative technologies to launder criminal assets.

The FATF, the global standard-setting organisation in the fight
against money laundering and terrorist financing, regularly pub-
lishes thematic reports on its website, in which the organisation
presents the relevant methods.

3.3.1. STAGES OF MONEY LAUNDERING IN CYBERSPACE

There are in general three phases of money laundering: placement,
layering (distancing) and integration. Together, these three stages
constitute the process of legalising illicit property in order to conceal
and disguise the connection between the predicate offence and its

% https://www.britannica.com/topic/cyberspace (accessed on: 4.07.2023).

*1 K. Kadziotka, Analysis of the crime rate in Poland in spatial and temporal
term, “Central and Eastern European Journal of Management and Economics”
2016, Vol. 4, No. 1, p. 84.

*2 K. Mezei, A kiberbiinozés aktudlis kihivdsai a biintet6jogban, Budapest 2020,
pp- 23-24.

** https://www.fatf-gafi.org/en/publications/Methodsandtrends.html (accessed
on: 4.05.2023).
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benefits. It must be underlined that not all of them are necessarily
present in all cyber laundering cases.**

1.

Placement stage: “Placement” is the process of moving
dirty money into the legal economy through the financial
system or virtual financial system and away from the ille-
gal source. This stage allows criminals to deposit the pro-
ceed from the crimes directly typically into bank accounts,
after that the criminals use the global payment system and
financial institutions. In this stage, the perpetrators can
take advantage from the benefits of the new technologies,
especially the Internet-based financial systems. This step
carries the greatest risk for the criminal. However, it must
be underlined that from the point of view of investigation,
this is where the opportunity for effective combat a crime
is greatest. Most anti-money laundering measures focus on
this stage (e.g., obligations of financial and economic actors:
the rules of “know your customer”, or reporting obligations).
Layering stage: Layering is the second most-important stage
of money laundering. The aim is to make it hard for authori-
ties to detect the money. The goal of the criminals is to get
the criminal property as far away from the source, as far
from the predicate offence, as possible. This can be done
by mixing the dirty money with clean money.** Converting
fiat currency to crypto currency or foreign currency is also
a common method. The offenders prefer to use online bank-
ing services and to move money around the world.

Integration stage: In this final stage of money laundering,
the so-called “cleaned” money is successfully reintroduced
into the economy. The danger is that the integrated cash can

* L. Dornfeld, Money laundering in the cyberspace, [in:] A. Farkas, G. Dan-
necker, J. Jacs6, Criminal law aspects of the protection of the financial interest
of the EU: with particular emphasis on the national legislation on tax fraud, cor-
ruption, money laundering and criminal compliance with reference to cybercrime,
Budapest 2019, p. 458; D.A. Leslie, Legal Principles for Combatting Cyber launder-
ing, New York 2014, pp. 14-16.

* D.A. Leslie, Legal..., op. cit., p. 16.
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also be used to future criminal activity. By this stage, it is most
difficult to trace the criminal assets back to their illegal origin.

The most common methods for the process of money laundering
include online banking and payment, use of virtual currency, online

casinos, video games, and e-commerce.*

The FATF has looked specifically at issues relating to so-called
“professional money laundering” (PML). This term is used to refer
to money launderers who specialise “in enabling criminals to evade
anti-money laundering and counter terrorist financing safeguards
and sanctions in order to enjoy the profits from illegal activities”*’

3.3.2. CASH COURIERS AND THE MONEY MULE PHENOMENON

The intensive use of cash is one of the simplest ways to launder
money (cash couriers). The physical movement of cash across inter-
national borders is indeed one of the traditional and most basic

methods of laundering money, as it helps criminals conceal the ori-
gin of their illicit assets and break the audit trail in the bank system.*®
The technological advancements have made digital financial transac-
tions more prevalent and convenient, but the importance of cash

couriers has not changed. Cyber-criminals need money laundering

to legalise criminal assets, too. The use of electronic transactions

in committing a crime can leave digital footprints that can be traced,
so criminals may resort to cash withdrawals to break the audit trail.
Laundering traditional and virtual assets is one of a wide range

of crimes committed by cybercriminals.*’

6 See details by L. Dornfeld, Money..., op. cit., pp. 459-462.

7 FATF Report Professional Money Laundering, July 2018, Paris, www.fatf-gafi.
org/publications/methodandtrends/documents/professional-money-laundering.
html (accessed on: 10.04.2023), p. 6.

8 FATF Report Money Laundering Through the Physical Transportation
of Cash October 2015.

* https://www.europol.europa.eu/crime-areas-and-statistics/crime-areas/
cybercrime (accessed on: 4.05.2023).
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One of the most common methods of money laundering
is the so-called “money mule”, which involves acts the use of money
“couriers”*® In the broadest sense, a money mule is someone “who
transfers or moves illegally acquired money on behalf of someone
else” according to the definition given it by FBL.>* A money mule
is a person who “receives money from a third party in their bank
account and transfers it to another one or takes it out in cash and gives
it to someone else, obtaining a commission for it.”*> Money mules
can move funds in various ways, among which are the following:
bank accounts, cashier’s checks, virtual currency, prepaid debit cards,
and money service businesses.”> Money mules can move online not
only through traditional ways, e.g., via bank accounts, and through
virtual assets as well. It is important to underline, through the Euro-
pean Money Mule Actions (EMMA®*) more than 90% of money
mule transactions identified are linked to cybercrime.>
Based on an investigation carried out by the General Prosecutor’s
Office in 2020, this method is typical in Hungary: “The 86% major-
ity of the cases were laundering crimes of money mule figures
committed by third parties, legalising the proceeds of fraud or IT

%0 K. Phillips, J.C. Davidson, R.R. Farr, C. Burkhardt, S. Caneppele, M.P. Aiken,
Conceptualizing Cybercrime: Definitions, Typologies and Taxonomies, “Forensic
Sciences” 2022, Vol. 2, Issue 2, p. 382; K. Mezei, Pénzmosds a gyakorlatban,
kiilonos tekintettel a sajat pénzmosdsra és az un “money mule” jelenségre, “Krimi-
noldgiai Kozlemények” 2019, No. 79, p. 166.

1 https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-
safety/common-scams-and-crimes/money-mules (accessed on: 3.08.2023).

*2 https://www.europol.europa.eu/operations-services-and-innovation/public-
awareness-and-prevention-guides/money-muling (accessed on: 3.08.2023).

> https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-
safety/common-scams-and-crimes/money-mules (accessed on: 3.08.2023).

% EMMA is an anti-money mule operation, an international action coordinated
by Europol in cooperation with countries, Eurojust, Interpol, the European
Banking Federation (EBF) and the Fintech FinCrime Exchange, https://www.
europol.europa.eu/media-press/newsroom/news/european-money-mule-action-
leads-to-1-803-arrests (accessed on: 3.08.2023).

* See: https://www.europol.europa.eu/operations-services-and-innovation/
public-awareness-and-prevention-guides/money-muling (accessed on: 5.08.2023)


https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/money-mules
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/money-mules
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/money-mules
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/money-mules
https://www.europol.europa.eu/media-press/newsroom/news/european-money-mule-action-leads-to-1-803-arrests
https://www.europol.europa.eu/media-press/newsroom/news/european-money-mule-action-leads-to-1-803-arrests
https://www.europol.europa.eu/media-press/newsroom/news/european-money-mule-action-leads-to-1-803-arrests
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling

CHAPTER 3. NEW DEVELOPMENTS AND CHALLENGES IN THE FIGHT...

fraud committed in foreign jurisdictions”, points out Péceli.*® From
the point of view of legal practice, it is a problem that money mules
often do not know that they are participating in the commission
of a crime. In the Hungarian practice, he was initially held respon-
sible for negligent money laundering.”” By the case of money mule
it is very important to examine the knowledge of the money mule,
because it will be the basis for the classification of the crime (e.g.
the amount of money in the bank account, the relationship between
the accused and his principal). They are typically responsible for
money laundering committed with dolus eventualis negligence can
only be established in a very narrow circle. The Money Evaluation
Report (Fifth Evaluation Round, 2016)%® indicated that the intent
of the perpetrator can be inferred from external circumstances.>
The Decision of the Curia from 2021 in Hungary notes the follow-
ing: Without any real intention, the perpetrator opens an account
to receive future funds of unclear origin and specifically to be con-
cealed, with the obligation to withdraw the funds in cash and to hand
them over to the unknown payer. In such circumstances, the opening
of the account is itself a means of concealing the origin of the money
received and of preserving the anonymity of the person who
is the principal; and that the purpose of the act was precisely that.®

56 A. Péceli, Hungary’s experiences in combating money laundering, [in:] G. Virag
(ed.), Combating Cybercrime, Corruption and Money Laundering, “Training for
Judicial Academies of Visegrad 4 Countries. Studies on Criminology” 2022,
Vol. 59, Special issue 2, p. 255.

%7 See on classification as negligent money laundering: K. Mezei: Pénzmosds...,
op. cit., pp. 161-167; G. Karman, A. Mészaros, K. Tilki, Pénzmosds a gyakorlatban,

“Ugyészségi Szemle” 2016, No. 3, pp. 87-89.

*® https://rm.coe.int/anti-money-laundering-and-counterterrorist-financing-
measures-hungary/16807161b4 (accessed on: 3.06.2023).

% A. Péceli, Hungary’s experiences..., op. cit., p. 251.

% See Court Decision: BH 2021.278. Details by: K. Mezei, A pénzmosds egyes
esetei a birdi gyakorlat tiikrében, kiilonos tekintettel a sajdt és a gondatlan pénz-
mosdsra, “Kuariai Dontések” 2023, No. 3, p. 529.
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3.4. Connection Between Money Laundering
and Cybercrime

3.4.1. BASIC REMARKS ABOUT CYBERCRIME

Cybercrime can be seen as a product of the 21° century. But first
of all, we must answer the question: What does this term mean?
The terms “cyber” and “cyberspace” means the virtual world.*!
The term “cybercrime” primarily denotes crime being committed
in virtual space. The spread of cybercrime is related to the fact that
with the creation of the World Wide Web in the 1990s, an increas-
ing proportion of the world’s population has become internet users,
according to the figures of the Internet World Statistic almost 70%
in June 2022.°> We must also take into account that a user cannot
only connect to digital networks with only one computer device.*’

Cybercrime can also be understood as a specially form of organ-
ised crime (organised cybercrime).®* One of its characteristics
is the borderless nature of cybercrime, which poses a threat to
many areas of social and economic life as well as the financial sphere.
As McGuire and Dowling pointed out many ‘organised’ cyber-
criminals do not operate in the traditional way, they work as loose
online networks of organised cyber criminals as part of global online
marketplaces. These online groups typically function with a more
flexible and decentralised structure,®® which makes it difficult to
fight against them and increases the need to use the anti-money
laundering institutional system.

In 1994, the United Nations published its study on IT crime under
the title UN Manual on the Prevention and Control of Computer-
Related Crime, which defined the possible forms of computer-related

! E. Huber, Cybercrime Eine Einfiihrung, Wiesbaden 2019, p. 16.

2 https://www.internetworldstats.com/stats.htm (accessed on: 15.07.2023).

1. Lajtdr, A kiberbtinozésrél, “Ugyészek Lapja” 2019, No. 1, p. 47.

% M. McGuire, S. Dowling, Cybercrime: A review of the evidence Research Report
75 Summary of key findings and implications, “Home Office Research Report”
2013, No. 75, October, https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/246749/horry5-summary.pdf
(accessed on: 4.05.2023); E. Huber, Cybercrime..., op. cit., p. 41.

% M. McGuire, S. Dowling, Cyber..., op. cit., pp. 13-14.
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crime and emphasised the importance of international cooperation
in the fight against the new type of crime.*

The Convention on Cybercrime (Budapest Convention)
was adopted by the Council of Europe®” in 2001, and entered into
force in 2004. It was the first international treaty seeking to react to
Internet and computer crime (cybercrime) by harmonising national
laws, improving investigative techniques, and increasing coopera-
tion among national and international authority.

It must be underlined that there is no uniform definition of cyber-
crime. There is currently no uniform definition for and distinction
between the terms “online crime”, “cybercrime” and “internet crime”
Basically, cybercrime is understood to mean all crimes that are com-
mitted using information and communication technology (ICT) or
against it.°® The term cybercrime is widely used today, particularly
in international literature, but also, for example, in the Convention
on Cybercrime.®” Cybercrime can be considered a collective term,
which has two main categories: (a) crimes that can only be commit-
ted with information systems (cybercrimes in the narrower sense)
and (b) crimes that can also be committed using an information
system (cybercrime in a broader sense).

David S. Wall called the process of the development of cyber-
crime the evolution of computer crime and accordingly distin-
guishes between three generations of cybercrimes:

a) first generation: crimes committed with the use of computers
to assist traditional offending,

b) second generation: crimes committed using a network (pri-
marily the Internet), and

c) third generation: true cybercrimes wholly mediated by tech-
nology.”

»

%6 A.A. Lakatos, Az informatikai biincselekmények és a bitcoin, “Beliigyi Szemle
2017, Vol. 65(1), p. 24.

%7 See the website of the Council of Europe about cybercrime: https://www.coe.
int/en/web/cybercrime/home (accessed on: 2.08.2023).

8 E. Huber, Cybercrime..., op. cit., p. 15.

K. Mezei, A kiberbtindzés szabdlyozdsi kihivdsai a biintetjogban, “Ugyészek
Lapja” 2019, Issue 4-5, http://ugyeszeklapja.hu/?p=2592 (accessed on: 4.05.2023).
7® L. Dornfeld, Money..., op. cit., p. 457.
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We could ask: To which generation of cybercrime does money
laundering belong? In this classification, money laundering
is a crime which belongs to the first two generations.

The latest literature distinguishes between two form of cyber-
crime: a) traditional crimes committed in the new space and
b) crimes related to the IT system and space’’; or cybercrimes
in a narrower and in a broader sense.”” Among the former cat-
egory of delicts, we can find those which are committed exclusively
in the virtual space or in electronic form, and they can be committed
in connection with conceptually existing objects and tools, such
as information system, cash-substitute payment instruments or
data related torts. Cybercrime in the broader sense include crimes
that can be committed also in a non-cyber environment but are
realised in the digital world, which are increasingly common these
days. Money laundering falls into the broader category (another
example is child pornography).

As it was already mentioned, money laundering is an accessory
crime, therefore, criminal offences that can be classified as cyber-
crimes may also appear as predicate offences, if they are of a financial
gain-generating nature. Two more scenarios are conceivable here:
(a) the basic offense is a cyber-crime, but money laundering is commit-
ted with the use of non-computer technology and (b) both the predi-
cate offence and the money laundering take place in the cyberspace.
The greatest danger is related to the latter case, since the detection
of the crime can be made more difficult if it is committed online.

3.4.2. THE MEANING OF CYBER-LAUNDERING
Parallel with the spread of Internet use and the exponential growth

of new payment technologies (electronic payment system), part
of the money laundering process has moved into the virtual space,

71 Z.Nagy, A kiberbiincselekmények fogalma és csoportositdsa, [in:] T. Kiss (ed.),
Kibervédelem a biiniigyi tudomdnyokban, Budapest 2020, pp. 33-34.
72 1. Ambrus, Digitalizdcié és biintetdjog, Budapest 2021, p. 290.
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which has presented a new challenge to law enforcement authori-
ties.”® The concept of cyber-laundering began to be used to describe

this new phenomenon. In the literature several definitions were used

at the beginning: e-laundering, electronic money laundering, digital

money laundering. This is related to the fact that cyber-laundering

is based on the concept of e-payments, or virtual money launder-
ing.”* However, “cyber-laundering” has become the most commonly
used term.”® According to Wronka’s approach “the criminal practice

of money laundering in cyberspace through online transactions

has been termed cyber-laundering””® There is a literature approach,
according to which cyber-laundering belongs to the group of “com-
binational cybercrime offences”, this include “acts that combine

a number of different offences in sole acts”””

Cyber-laundering is a term that combines cybercrime and money
laundering, representing the convergence of these two illicit activi-
ties, which is why the fight against it is a special challenge. However,
the purpose of cyber-laundering is no different from the traditional
form of money laundering, i.e., to make it impossible to identify
the origin of illegally acquired money;, i.e., money gained by means
of crime.

According to the definition of Leslie, cyber-laundering “is the use
of a computer to form a transaction or a relationship involving
property or benefit, whether tangible or intangible, which is derived

7* C.Wronka, “Cyber-laundering”..., op. cit., p. 330; E. Ilbiz, Ch. Kaunert, Shar-
ing Economy for Tackling Crypto-Laundering: The Europol Associated ‘Global
Conference on Criminal Finances and Cryptocurrencies’, “Sustainability” 2022,
Vol. 14, Issue 11, p. 6.

7* R. Stokes, Virtual money laundering: the case of Bitcoin and the Linden dol-
lar, “Information and Communications Technology Law” 2012, Vol. 21, Issue 3,
pp- 221-236.

7> K. Phillips et al., Conceptualizing..., op. cit, p. 387; C. Wronka, “Cyber-laun-
dering”..., op. cit., p. 330.

76 C. Wronka, “Cyber-laundering’..., op. cit., pp. 330-344.

77 According to the systematization there are 5 groups of cybercrimes, see:
K. Phillips et al., Conceptualizing..., op. cit., p. 387; G. Tsakalidis, K. Vergidis,
A systematic approach toward description and classification of cybercrime incidents,
“IEEE Transactions on Systems, Man, and Cybernetics: Systems” 2017, Vol. 49,

p. 716.
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from criminal activity”.”® Leslie also points out that the classification
of cyber-laundering encompasses three main standpoints:

a) the first opinion considers it a subset of cybercrime, focusing
primarily on its technical aspects,

b) the second perspective views it as an innovative method for
money laundering,

c) the third viewpoint treats cyber laundering as a distinct phe-
nomenon, blending elements from both cybercrime and
traditional money laundering. In must be underlined, that
cyber-laundering is not a crime separate from that of money
laundering.”

In broadest sense cyber-laundering can be defined as a new form
of money laundering in the digital age, where the criminals use
digital platforms for the transfer of the illegally obtained assets from
the predicate offences and making them appear to be of a legitimate
origin. Cyber-laundering is usually linked to organised crime and
terrorism.

In recent years the rapid expansion in the types of crypto-assets
and the purposes for which has been observed.*® When cryptocur-
rencies are used in the money laundering process, we can speak
about crypto-laundering.®' The use of cryptocurrencies is associated
with a high risk of money laundering and terrorist financing.** Cryp-
tocurrencies have become a new tool for crime groups to use this for
illicit activities, for launder illegally obtained assets, which aim
is to avoid law enforcement agency (LEA) investigations. However,
it is essential that cryptocurrencies themselves are not inherently
tools for crime; it is the misuse and exploitation of these technolo-
gies by individuals or groups that lead to such issues.

’® D.A. Leslie, Legal..., op. cit., p. 56.

7> D.A. Leslie, Legal..., op. cit., p. 61; L. Dornfeld, Money..., op. cit., p. 457;
K. Mezei, A kiberbiinozés egyes biintetbjogi szabdlyozdsi kérdései, PhD disserta-
tion, Pécs 2019, p. 138.

8 L. Stafller, Business Criminal Law A primer for Management and Economics,
Wiesbaden 2022, p. 245.

81 E.Ilbiz, C. Kaunert, Sharing..., op. cit., p. 6.

8 K. Mezei, A kiberbiinozés aktudlis kihivdsai a biintetdjogban, Budapest 2020,
p. 201.
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It can be determined in summary that cyber-laundering (espe-
cially with crypto laundering) is a growing phenomenon which by
the lack of implementation of anti-money laundering measures
(e.g., identification verifications or other know-your-customer
procedures or unregulated trading platform, insufficient security)
is promoted on the Internet.® In this field, it must be underlined that
Eurojust’s casework shows that crypto-currencies are increasingly
misused by criminals to launder their criminal profits.** The ques-
tion about money laundering with crypto-currencies will be details
analysed in the next point.

3.4.3. AML POTENTIAL RISK OF VIRTUAL CURRENCIES
AND CRYPTO ASSETS

3.4.3.1. Conceptual Clarification of Definitions

For conceptual definitions, we rely primarily on the FATF standards
for virtual currency. In accordance with the definition of FATE,
virtual currency is a digital representation of value which can be
digitally traded and functions as a medium of exchange and/or
a unit of account and/or a store of value, but does not have legal
tender status in any jurisdiction.®® Virtual currency is one kind
of internet-based payment system. Virtual currency is distinguished
from fiat currency (real money) and from e-money, which is a digi-
tal representation of fiat currency used to electronically transfer
value denominated in fiat currency. Digital currency is an umbrella

8 B.Horten, M. Graber, Cyberkriminalitit Ubersicht zu aktuellen und kiinftigen
Erscheinungsformen, “Forensische Psychiatrie, Psychologie, Kriminologie” 2020,
Vol. 14, p. 236; I. Ambrus, K. Mezei, The new Hungarian legislation on money
laundering and the current challenges of cryptocurrencies, “Danube: Law and
Economics Review” 2022, Vol. 13, Issue 4, p. 257.

8 https://www.eurojust.europa.eu/publication/eurojust-report-money-laun-
dering (accessed on: 3.07.2023).

8 FATF Report Virtual Currencies - Key Definitions and Potential Anti-money
Laundering and Counter-terrorist Financing Risks, June 2014, https://www.fatf-
gafi.org/en/publications/Methodsandtrends/Virtual-currency-definitions-aml-
cft-risk.html (accessed on: 2.08.2023), p. 4.
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term and is used in the broader sense that virtual currency can
mean a digital representation of either virtual currency (non-fiat) or
e-money (fiat) and thus is often used interchangeably with the term
“virtual currency”.®® Several groups of currencies can be distin-
guished. Convertible (open) virtual currency can be exchanged for
real money or other virtual currencies, while non-convertible cur-
rency cannot be exchanged for fiat currency.®” The FATF report also
contains provision in connection with cryptocurrency, that “refers
to a math-based, decentralised convertible virtual currency that
is protected by cryptography, i.e., it incorporates principles of cryp-
tography to implement a distributed, decentralised, secure informa-
tion economy. Cryptocurrency relies on public and private keys to
transfer value from one person (individual or entity) to another,
and must be cryptographically signed each time it is transferred”.*®
In accordance with the definition of the FATF Recommendation
(adopted version February 2023), a virtual asset is:

a digital representation of value that can be digitally traded,
or transferred, and can be used for payment or investment
purposes. Virtual assets do not include digital represen-
tations of fiat currencies, securities and other financial
assets that are already covered elsewhere in the FATF
Recommendations.

Virtual asset service provider:

means any natural or legal person who is not covered
elsewhere under the Recommendations, and, as a busi-
ness, conducts one or more of the following activities or
operations for or on behalf of another natural or legal per-
son: i. exchange between virtual assets and fiat currencies;

8¢ FATF Report Virtual Currencies..., op. cit., p. 4.

% Tt is officially transferrable only within a specific virtual environment and
is not convertible, however, this rule can be abused. Other group is: centralised
and non-centralised virtual currency. See FATF Report Virtual Currencies...,
op. cit., p. 4.

88 FATF Report Virtual Currencies, op. cit., p. 5.
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ii. exchange between one or more forms of virtual assets;
iii. transfer of virtual assets; iv. safekeeping and/or admin-
istration of virtual assets or instruments enabling control
over virtual assets; and v. participation in and provision
of financial services related to an issuer’s offer and/or sale

of a virtual asset.®’

The idea of crypto-currencies is to create an alternative to book
money and fiat money, which can be used as a central-bank-inde-
pendent, digital means of payment for goods or services.”® Criminals
always find unregulated areas, therefore crypto-assets, especially
crypto-currencies, were increasingly used in the process of legal-
ising criminal assets. Crypto assets were outside the scope of EU
legislation and have been unregulated for a long time. The crypto
assets are neither issued nor guaranteed by a central bank or a public
authority. It is important to highlight that we should use the term
crypto asset instead of the term crypto currency or crypto money,
because these may only be used to designate what is issued by a cen-
tral bank as a unit specified in payment transactions. Crypto curren-
cies such as Bitcoin do not meet these requirements.”" They create
a risk for financial stability and also for financial crime. Bitcoin used
as alternative currency for drug dealing and money laundering
as a result of its high degree of anonymity. At the beginning the new
digital “money” represented a challenge for public authorities, given
the legal uncertainty, and they are used by criminals, fraudsters and
money launderers to perform illegal activities.”

% FATF International Standards on combating money laundering and
the financing of terrorism & proliferation FATF Recommendation. (Adopted
on 16 February 2012 and regularly updated since. Last updated in February
2023), https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Fatf-
recommendations.html (accessed on: 4.05.2023).

% A. Izzo-Wagner, L.M. Siering, Kryptowdihrungen und geldwdscherechtliche
Regulierung, Wiesbaden 2020, p. 2.

°! Ibidem, p. 4.

2 European Central Bank: Virtual currencies schemes October 2012, p. 6;
www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes2o1210en.pdf
(accessed on: 07.07.2023).
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According to the European Bank Authority, a virtual currency
is “a form of unregulated digital money that is not issued or guar-
anteed by a central bank and that can act as means of payment””?
Virtual currencies come in many forms, beginning as currencies
within online computer gaming environments and social net-
works, and developing into means of payment accepted “offline” or
in “real life”. It is now increasingly possible to use virtual currencies
as a means to pay for goods and services with retailers, restaurants
and entertainment venues. These transactions often do not incur any
fees or charges, and do not involve a bank. More recently, the vir-
tual currency ‘Bitcoin” has set the standard for a new generation
of decentralised, peer-to-peer virtual currencies - often also referred
to as crypto currencies. Following the currency’s recent growth,
dozens of other virtual currencies have arrived in Bitcoin’s wake.

Crypto assets are often associated with Bitcoin. Based on block-
chain technology to record a transaction, it is the first digital cur-
rency in the world as well as the most well-known and widely used
cryptocurrency. The development began with the launch of the Bit-
coin network and the so-called “Bitcoin white paper”®* in 2008.°®

It is important to underline that Bitcoin cannot be considered
as electronic money in the general sense, because no organisation
has oversight over it and there is no asset backing it up, as Dornfeld
emphasises.”®

There are several types of services that can be used with crypto
currencies:”’

a) the exchange of money (both between traditional [fiat] money
and crypto-assets and between different crypto-assets);

b) financing transactions (in particular P2P transactions, loans
in crypto assets, transactions using crypto assets as collateral):

> EBA/WRG/2013/01 12 December 2013 Warning to consumers on virtual
currencies.

°* The term was used by S. Nakamoto: Bitcoin: A Peer-to-Peer Electronic Cash
System, bitcoin.pdf (accessed on: 4.05.2023).

5 A.Izzo-Wagner, L.M. Siering, Kryptowdhrungen..., op. cit., p. 2.

°¢ L. Dornfeld, Money..., op. cit., p. 458.

°7 Z.Halasz, Kihivdsok a pénziigyi fogyasztovédelem szabdlyozdsdban: kriptoesz-
kozok és iigyfélvédelem, “Iustum Aequum Salutare” 2022, Vol. 1, p. 75.
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— trading in crypto assets (operation of crypto exchanges),

— investment transactions and services involving crypto assets
rather than traditional financial assets (in particular, custody
services, portfolio management).

3.4.3.2. Potential Risks Associated with Cryptocurrency

There are several reasons why cryptocurrencies are attractive for
criminals.”® At international level it must be emphasised that the first
FATF Report about virtual currencies in 2014 identified some reasons
in relation to convertible virtual currencies, which are potentially
vulnerable for using for purposes of money laundering (terrorist
financing):

First, they may allow greater anonymity than traditional
non-cash payment methods. Virtual currency systems can
be traded on the Internet, are generally characterised by
non-face-to-face customer relationships, and may permit
anonymous funding (cash funding or third-party funding
through virtual exchangers that do not properly iden-
tify the funding source). They may also permit anony-
mous transfers, if sender and recipient are not adequately
identified.”

At the level of the European Union, the European Bank Authority
drew attention to risks of the crypto-currency in generally in 2014.'%°

8 See V. Haldsz, The new challenges in Cyberspace for following illicit money

flows, [in:] A. Farkas, G. Dannecker, J. Jacs6, Criminal law aspects of the protec-
tion of the financial interest of the EU: with particular emphasis on the national
legislation on tax fraud, corruption, money laundering and criminal compliance
with reference to cybercrime, Budapest 2019, pp. 440-443.
> FATF Report Virtual Currencies..., op. cit., p. 9.
190 EBA Opinion “virtual currencies” EBA/Op/2014, July 2014, https://www.eba.
europa.eu/sites/default/documents/files/documents/10180/657547/81409b94-
4222-45d7-bazb-7debs863abs7/EBA-Op-2014-08%200pinion%200n%20Vir-
tual%20Currencies.pdf?retry=1 (accessed on: 4.05.2023), p. 6.
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The EBA recommends that EU legislators consider declaring mar-
ket participants at the direct interface between conventional and
virtual currencies, such as virtual currency exchanges as “obliged
entities” under the EU Anti Money Laundering Directive and thus
subject to its anti-money laundering and counter terrorist financ-
ing requirements.

As Brandl and Biilte point out, cryptocurrencies are perceived
as a specific risk, an instrument of illegality in the practice of law
enforcement and security authorities in Germany.'** Traditionally,
money has been the object of this crime, but today the offence
is often committed to the crypto-currencies.

3.5. Conclusion and Proposals

The development of the digital technologies had opened the door to
the new types and methods of criminal activities, including money
laundering as well. It is the reason that cybercrime and money laun-
dering are two of the biggest challenges of our time.

The COVID-19 epidemic and the expansion of the new payment
technologies and innovative payment system has given new impe-
tus to the spread of cybercrime and to money laundering. Crypto
(currency) assets have expanded into practically every country and
sector in the last decades. The unique characteristics of blockchain-

-based technologies offer an unprecedented opportunity to inves-
tigate organised crime and money laundering networks and to
recover the illicit asset.

It was explained in the previous chapters that the international
anti-money laundering institutions and the countries also waited
a long time to find out how they could fight against crypto-crimes
and cyber-laundering, especially crypto-laundering. The estab-
lished institutional and framework system against money laun-
dering since the 1990s could also be used to remove the financial
base of cybercrime as a predicate offence of money laundering.
The fight against money laundering was initially closely linked

1o R. Brandl, J. Biilte, Kryptowdhrungen..., op. cit., p. 112.
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to the fight against organised crime (including drug trafficking).
But today the so-called ‘all-crime approach’ has become signifi-
cant, which means that all criminal activity could be a predicate
offence of money laundering. This means that the crimes in the field
of cybercrime can also be predicate offence of money laundering, if
they result in financial advantage or assets.

Finally, I would like to highlight the new approach established
by the Basel Institute on Governance and the Europol. Five rec-
ommendations were formed in order to help the public and pri-
vate actors to prevent the abuse for money laundering purposes.
There are following: The first and most important recommenda-
tion is the first one which required to break down silos between
“traditional” and “crypto”, which means the crypto-assets related
crime and money laundering should not be separated. Crypto-assets
has to be treated like any other asset for the purposes of AML/CFT
supervision and enforcement, it is important to include the crypto
assets (and service providers) into the existing AML/CFT frame-
works, such laws should be broad enough to cover crypto assets
and capable to anticipate future evolutions in the crypto industry
Secondly, it is required to regulate broadly and make full use of exist-
ing law). A new approach was established that the blockchain does
offer promising opportunities to investigate and disrupt organised
crime networks and to recover illicit assets. The third recommen-
dation is to take advantage of the blockchain to disrupt organised
crime. In addition, the need for training, adequate communica-
tion and the increase cooperation between public and private actor
of the AML regime was also stated.'®?

192 Basel Institute on Governance - Europol, Seizing the opportunity: five recom-
mendations for crypto assets-related crime and money laundering. 2022 Recom-
mendations of the joint working group on criminal finances and cryptocurrencies,
p. 1; https://www.europol.europa.eu/publications-events/publications/seizing-
opportunity-five-recommendations-for-crypto-assets-related-crime-and-
money-laundering (accessed on: 2.08.2023).
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Chapter 4. Preventive Means Against
Cyber-Laundering in the European Union

4.1. Introduction

The dynamic change in money laundering methods requires regu-
latory authorities including those in the European Union (EU)
to constantly modify their regulations to effectively combat these
illicit activities. The chapter deals with the preventive measures
of the European Union against money laundering, with regard to
cyber-laundering. It is difficult to estimate the scale of money laun-
dering, given the high latency rate for legalised amounts." The same
can be established with regard to cyber-laundering.” In accordance
with the Europol-report, between 0.7-1.28% of annual EU GDP
is identified as being involved in suspect financial activity.®

! The estimated amount of money laundered globally in one year is 2-5%.
According to the study of Bussmann and Vockrodt, this amount could be over
EUR 100 billion a year in Germany (K.D. Bussmann, M. Vockrodt, Geldwiische-
Compliance im Nicht-Finanzsektor: Ergebnisse aus einer Dunkelfeldstudie, “Com-
pliance Berater” 2016, No. 5, p. 139).

> D.A. Leslie, Legal Principles for Combatting Cyberlaundering, New York 2014,
pp- 4-5.

* Europol Financial Intelligence Group, From suspicion to action converting
financial intelligence into greater operational impact 2017, p. 5, https://www.
europol.europa.eu/publications-events/publications/suspicion-to-action-con-
verting-financial-intelligence-greater-operational-impact#downloads (accessed
on: 06.06.2023).
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Since 1991, the European Union has been trying to create an
effective and coherent framework against money laundering, which
includes five anti-money laundering directives, requiring Mem-
ber States to prescribe service providers with many obligations,
the most important of which are the identification of their custom-
ers (Know Your Customer (KYC) and the Suspicious Transaction
Reports (STRs)).

Itis important to emphasise that the European Union regulation
has been taken into account the international standards, especially
the Forty Recommendations of the Financial Action Task Force
(FATF) and international conventions of the United Nations and
the Council of Europe* when formulating the obligations from
the beginning. Several reports of international organisations and sci-
entific studies pointed to the danger that the Anti-Money Launder-
ing (AML) regime, which was created against the traditional forms
of money laundering, was not adequate against money laundering
using virtual methods, which in turn made it necessary to modify
them and extend their scope to virtual assets (VAs) and virtual
assets providers (VASPs).> At the 4t Global Conference on Cryp-
tocurrencies and Criminal Finances conference held in November
2020, it was stated that VASPs should be regulated in the same way
as other financial services and should also contribute to the fight
against global money laundering.® An important and necessary first
step in the action against virtual assets (cryptocurrency) laundering
was the creation of a regulatory framework.”

* See the chapter about “New developments and challenges of the fight against
money laundering by the cybercrime - methods and risks”

* Z.Zéman, M. Hegedlis, Pénzmosds mint negativ gazdasdgi tényezd az Eurdpai
Uniéban, “Beliigyi Szemle” 2023, No. 5, p. 885.

¢ See the 5 Recommendation of the Conference which was organised by Inter-
pol, Basel Institute of Governance and Europol, https://baselgovernance.org/sites/
default/files/2020-11/Crypto%20Conference%202020%20Recommendations.
pdf (accessed on: 05.06.2023).

7 See Ch. Riickert, Phinomenologie, [in:] Ph. Mauma, L. Maute, M. Fromberger,
Rechtshandbuch Kryptowerte. Blockchain, Tokenisierung, Initial Coin Offerings,
Miinchen 2020, pp. 527-536; B. Brandl, J. Biilte, Kryptowdhrungen/-assets - Geld-
wische und Terrorismusbekdmpfung - Perspektive Sorgfaltsverpflichtete, [in:] R. Leit-
ner, R. Brandl (eds.), Finanzstrafrecht 2022 Virtuelle Wihrungen und Kryptoassets
im Steuer(straf)recht und Strafrecht, Vienna 2023, pp. 105-122.
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In the first part of the study, we briefly summarise the develop-
ment at international level with particular regard to the FATF Rec-
ommendations, according to which the European Union preventive
regulations have also constantly been changed. Among the wide
range of preventive instruments against money laundering (cyber
laundering), the focus is on the risk-based approach, which is fun-
damentally of a basic nature, the reporting obligation and the role
of the Financial Intelligence Unit (FIU). After this, the latest devel-
opments in the EU will be examined and the resulting proposals will
also be covered. When outlining development trends, the focus is on
the examination of the effectiveness of action against new forms
of money laundering, with particular attention to VAs and VASPs.

4.2. Global Standard (FATF Recommendations)
in Connection to VAs and VASPs

4.2.1. REGULATORY DEVELOPMENT

The FATF’s 40 Recommendations® were first published in 1990.
FATF has modified and revised the reccommendations several times.
The FATF Recommendation provides countries with a compre-
hensive framework to combat illicit financial flows. The document
contains the following 7 parts:
1. AML/CFT policies and coordination,
2. money laundering and confiscation,
3. terrorist financing and the financing of proliferation,
4. preventive measures,
5. transparency and beneficial ownership of legal persons and
arrangements,
6. power and responsibilities of competent authorities and other
institutional measures,
7. international cooperation.

# The FATF Recommendations International Standards on Combating Money
Laundering and Terrorism & Proliferation, updated February 2023. See: https://
www.fatf-gafi.org/en/publications/Fatfrecommendations/Fatf-recommendations.
html (accessed on: 3.06.2023).

113


https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Fatf-recommendations.html
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Fatf-recommendations.html
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Fatf-recommendations.html

114

JUDIT JACSO

It should be highlighted that the Recommendations use the risk-
-based approach (RBA), which means:

countries should identify, assess, and understand
the money laundering and terrorist financing risks for
the country, and should take action, including designating
an authority or mechanism to coordinate actions to assess
risks, and apply resources, aimed at ensuring the risks are
mitigated effectively.’

Countries must distinguish between high and low risk and adapt
the necessary measures accordingly. This basic concept encourages
a more eflicient allocation of resources.

The FATF recognised that new and innovative payment products
and services are developed which have the potential of being used
for money laundering or terrorist financing.'® The FATF has devel-
oped guidance for countries and the private sector on how to apply
arisk-based approach to implementing AML/CFT measures. With
the development of digitalisation, the risk of money laundering
increased. Recognising this, the New Payment Products and Ser-
vices Guidance'! was published as a first step in 2013. This guidance
examines how these payment products and services work, and how
to regulate and supervise this activity. It deals with the risks of pre-
paid cards, mobile payments and internet-based payment. However,
the FATF Guidance was not addressed to virtual currencies. It only
notes that whereas “some alternative currencies, such as decentral-
ised digital currencies, may fall outside the scope of this guidance,
the guidance remains relevant where such currencies are exchanged

or redeemed”*?

° See FATF Recommendation 1.

1 See J. Grzywot, Virtuelle Kryptowdhrungen und Geldwiische, Internetrecht
und Digitale Gesellschaft, Band 15, Berlin 2019, p. 90.

"' Guidance for a risk-based approach - prepaid-cards, mobile payments and
internet-based payment services, June 2013, https://www.fatf-gafi.org/en/pub-
lications/Fatfrecommendations/Rba-npps-2013.html (accessed on: 03.07.2023).

!> Guidance for a risk-based approach - prepaid-cards, mobile payments and
internet-based payment services, June 2013, p. 3.
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Recognising that virtual currencies would spread in the coming
years, and that national policy responses vary considerably, the FATF
issued a first report about virtual currencies in 2014."* The impor-
tance of the report is further enhanced by the fact that it examines
the risks associated with crypto-currencies, provides a common
definitional vocabulary (virtual currency, digital currency) and
classifies the types of virtual currency (convertible/open and non-
convertible/closed virtual currency, centralised and non-centralised
virtual currency, etc.).'*

The next step was in June 2015, with the establishment of the “Guid-
ance for a Risk-Based Approach to Virtual Currencies”*® In Octo-
ber 2018, the FATF Plenary discussed and adopted amendments
to the FATF Standards to respond to the increasing use of virtual
assets for money laundering and terrorist financing. In 2019, FATF
extended the AML/CFT measures to VAs and VASPs to prevent
criminal and terrorist misuse of the sector. In 2019, the “Guidance
for a Risk-Based Approach to Virtual Assets and Virtual Asset Ser-
vice Providers (VASPs)” was adopted, in order to help the national
authorities, supervisory, private sector entities understand their
AML/CFT actions and obligations. The VASPs have the same obliga-
tions as financial institution (especially KYC).'® The money launder-
ing offence should extend:

'* FATF Report Virtual Currencies - Key Definitions and Potential Anti-money
Laundering and Counter-terrorist Financing Risks, June 2014, https://www.
fatf-gafi.org/en/publications/Methodsandtrends/Virtual-currency-definitions-
aml-cft-risk.html (accessed on: 02.08.2023).

* See more about the definition in the chapter “New developments and chal-
lenges of the fight against money laundering by the cybercrime — methods and
risks”

> FATF Guidance for a risk-based approach Virtual currencies, June 2015,
https://www.fatf-gafi.org/en/publications/fatfgeneral/documents/guidance-rba-
virtual-currencies.html (accessed on: 06.06.2023).

16 R.Brandl, J. Biilte, Kryptowdhrungen/-assets - Geldwdsche und Terrorismus-
bekdampfung - Perspektive Sorgfaltsverpflichtete, [in:] R. Leitner, R. Brandl (eds.),
Finanzstrafrecht 2022 Virtuelle Wihrungen und Kryptoassets im Steuer(straf)recht
und Strafrecht, Linde Verlag, Vienna 2023, pp. 113-114.
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to any type of property, regardless of its value, that directly
represents the proceeds of crime, including in the con-
text of VAs. When proving that property is the proceeds
of crime, it should not be necessary that a person be
convicted of a predicate offence, including in the case
of VA-related proceeds. Countries should therefore extend
their applicable ML offence measures to proceeds of crime
involving VAs.

The same comprehensive approach is applied by the confiscation
and provisional measures.

In July 2021, the FATF adopted the report “Opportunities and
Challenges of New Technologies for AML/CFT”."” In October 2021,
the “Guidance for a Risk-Based Approach — Virtual Assets and
Virtual Asset Providers” was updated. In June 2023, the “Targeted
Update on Implementation of the FATF Standards on Virtual Assets/
VASPs” was adopted.'® Based on this, we present the following
relevant recommendations.

4.2.2. FATF RECOMMENDATION NO. 15
AND FATF RECOMMENDATION NO. 16 (TRAVEL RULE)

The Recommendation No. 15 (Jurisdictions’ Implementation
of FATF Standards on VAs/VASPs) recognise the dangers associ-
ated with new technologies and states that:

countries and financial institutions should identify
and assess the money laundering or terrorist financing
risks that may arise in relation to (a) the development
of new products and new business practices, including

7" FATF Opportunities and Challenges of new technologies for AML/CFT, July
2021, https://www.fatf-gafi.org/en/publications/Digitaltransformation/Opportu-
nities-challenges-new-technologies-for-aml-cft.html (accessed on: 06.06.2023).

'® https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommenda-
tions/targeted-update-virtualassets-vasps-2023.html (accessed on: 03.08.2023).


https://www.fatf-gafi.org/en/publications/Digitaltransformation/Opportunities-challenges-new-technologies-for-aml-cft.html
https://www.fatf-gafi.org/en/publications/Digitaltransformation/Opportunities-challenges-new-technologies-for-aml-cft.html
https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommendations/targeted-update-virtualassets-vasps-2023.html
https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommendations/targeted-update-virtualassets-vasps-2023.html

CHAPTER 4. PREVENTIVE MEANS AGAINST CYBER-LAUNDERING...

new delivery mechanisms, and (b) the use of new or devel-
oping technologies for both new and pre-existing products.

They should take appropriate measures to manage and mitigate
those risks in order:

to manage and mitigate the risks emerging from virtual
assets, countries should ensure that virtual asset service
providers are regulated for AML/CFT purposes, and
licensed or registered and subject to effective systems for
monitoring and ensuring compliance with the relevant
measures called for in the FATF Recommendations.*’

The so-called “travel rule” is one of the key AML/CFT measures
to combat cyber-laundering. In accordance with the wire transfer
requirements, “Countries should ensure that financial institutions
include required and accurate originator information, and required
beneficiary information, on wire transfers and related messages,
and that the information remains with the wire transfer or related
message throughout the payment chain”?° The travel rule applies
in the VA context. The travel rule requires VASPs and financial
institutions to obtain, hold, and transmit specific originator and
beneficiary information immediately and securely when trans-
ferring VAs. Law enforcement authorities regard the travel rule
as very important for the detection, investigation and prosecution
of tmoney laundering, and helpful for financial intelligence units
to analyse reports of suspected money laundering.*'

In accordance with the latest report of the FATF in June 2023,
the global implementation of Recommendation No. 15 is relatively
poor; 75% of jurisdictions assessed against the revised standards
are only partially or non-compliant with FATF’s requirements

' FATF Recommendation No. 15

** FATF Recommendation No. 16

! FATE, Targeted Update on Implementation of the FATF Standards on Virtual
Assets/VASPs, Paris 2023, p. 16, https://www.fatf-gafi.org/content/fatf-gafi/en/
publications/Fatfrecommendations/targeted-update-virtualassets-vasps-2023.
html (accessed on: 03.08.2023).
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in this matter.>* However, the European Union legislator took an
important step to protect this sector, and a regulatory framework
for VASPs and the travel rule was established.

In summary, it can be concluded that the FATF has responded
to the challenges posed by new technologies with phased approach.
We can see that it took decisive steps against cyber-laundering with
the framework of the preventive measures and laid down global
standards in this area as well. In the next point we will research
development and regulatory framework of the European Union,
which is in line with the FATF’s expectations.

4.3. Development of the AML Regulation
in the European Union

Money laundering is a major threat to the global financial system
and to economies generally, but it is a significant problem at the EU
level too, because it damages the integrity, stability and reputa-
tion of the financial sector and the internal market and the inter-
nal security of the Union.*’ The legislator of the European Union
is strongly committed to the fight against money laundering and
terrorist financing.

4.3.1. MAIN CHARACTERISTICS OF THE AML REGULATION
FRAMEWORK IN THE EU

The most important EU legal acts in connection with the money
laundering are found in directive-level rules, which the mem-
ber states must implement into their own national legal systems.
The European Union’s anti-money laundering policy can be said to

22 https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-
rba-virtual-assets.html (accessed on: 06.06.2023); FATE, Targeted Update on
Implementation of the FATF Standards on Virtual Assets/VASPs, Paris 2023,
https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommenda-
tions/targeted-update-virtualassets-vasps-2023.html (accessed on: 03.08.2023).
23 Preamble 8 Art. 1 Directive (EU) 2015/849.
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be based on two pillars: non-criminal (preventive/administrative)
and criminal measures. Measures relating to money laundering
compliance can essentially be included among the preventive instru-
ments. The initial sectoral regulation, which imposed obligations
only on financial and credit institutions, has now been replaced
by a comprehensive concept that entails obligations for almost all
economic operators.

There are five AML Directives which regulate the preventive

instruments against money laundering:

Council Directive 91/308/EEC of 10 June 1991 on prevention
of the use of the financial system for the purpose of money
laundering® (I. AML Directive);

Directive 2001/97/EC of the European Parliament and
of the Council of 4 December 2001 amending Council Direc-
tive 91/308/EEC on prevention of the use of the financial
system for the purpose of money laundering - Commission
Declaration® (II. AML Directive);

Directive 2005/60/EC of the European Parliament and
of the Council of 26 October 2005 on the prevention of the use
of the financial system for the purpose of money laundering
and terrorist financing®® (III. AML Directive);

Directive (EU) 2015/849 of the European Parliament
and of the Council of 20 May 2015 on the prevention
of the use of the financial system for the purposes of money
laundering or terrorist financing, amending Regulation (EU)
No 648/2012 of the European Parliament and of the Coun-
cil, and repealing Directive 2005/60/EC of the European
Parliament and of the Council and Commission Direc-
tive 2006/70/EC?*” (IV. AML Directive);

Directive (EU) 2018/843 of the European Parliament and
of the Council of 30 May 2018 amending Directive (EU)
2015/849 on the prevention of the use of the financial system

** OJ EU L 166, 28.6.1991, pp. 77-82.

25

26

27

OJ EU L 344, 28.12.2001, pp. 76-82.
OJ EU L 309, 25.11.2005, pp. 15-36.
OJ EU L 141, 5.6.2015, pp. 73-117.
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for the purposes of money laundering or terrorist financing,
and amending Directives 2009/138/EC and 2013/36/EU>®
(V. AML Directive).

Their primary objective is to prevent the financial sector from
being used for purposes of money laundering by requiring customer
due diligence obligation and reporting obligation.? It is important
to underline that the EU legislator took into account the FATF’s
Recommendations for all directives.

In addition, it is also necessary to mention the “Regulation on
Transfers of Funds™*® which serves to comply with the mentioned
above FATF Recommendations No. 16. The regulation establishes
requirements for financial institutions (banks, payment service
providers, e-money issuers, etc.) to include specific information
along with electronic money transfers or wire transfers, in order
to help prevent, detect and investigate money laundering and ter-
rorist financing.

In line with the FATF’s Recommendation, the European Union’s
regulation uses a risk-based approach, which is implemented on
the basis of multi-level regulations. This approach was described
by the III. AML Directive, based on the provision of:

Member States require that institutions and persons cov-
ered by this policy shall establish appropriate policies and
procedures for customer due diligence, reporting, registra-
tion, internal control, risk assessment, risk management,

* OJEU L 156, 19.6.2018, pp. 4374

** See in detail: B. Udvarhelyi, Pénzmosds elleni kiizdelem az Eurdpai Unidban.
[in:] I. Stipta (ed.), Studia Iurisprudentiae Doctorandorum Miskolciensium -
Miskolci Doktoranduszok Jogtudomdnyi Tanulmdnyai, Tomus 12., Miskolc 2013,
PP- 456-464, 467-469; A. Met-Domestici, The Reform of the Fight against Money
Laundering in the EU, “Bucrim” 2013, No. 3, pp. 170-179; D. Langlois, The Revi-
sion of the EU Framework on the Prevention of Money Laundering, “Eucrim”
2013, No. 3, pp. 96-98; A. Met-Domestici, The Fight against Money Laundering
in the EU - The Framework Set by the Fourth Directive and its Proposed Enhance-
ments, “Eucrim” 2016, No. 4, pp. 170-179.

3% Regulation (EU) 2015/847 of the European Parliament and of the Council
of 20 May 2015 on information accompanying transfers of funds and repealing
Regulation (EC) No. 1781/2006 (O] EU L 141, 5.6.2015), pp. 1-18.
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compliance management and communication to pre-
vent operations related to money laundering or terrorist
financing.*'

Detecting relevant risks, especially in relation to cyber security
and criminal activities, can be quite a challenge for the private sector
burdened with the obligation.*? There are supranational and national
risk assessment, sector-specific guidelines for supervisory bodies,
and the internal rules of the service provider concerned, including
risk-based internal procedures.’® The implement of the suprana-
tional approach to risk identification is the task of the European
Union in accordance with the IV. AML Directive.** The first Supra-
national Risk Assessment (SNRA) was adopted in 2017.>* The aim
of the report is to identify, analyse and evaluate the ML and TF risks
at Union level. At this time the Commission set up the FinTech®®
Working Group to investigate the dangers of technological devel-
opment, technology-enabled services and business models (e.g.,
digital currencies) in order to asset the dangers associated with
them. In 2022, the European Commission adopted the third “Supra-
national Risk Assessment Report” of the risk of money laundering
and terrorist financing affecting the internal market and in rela-
tion to cross-border activities.*” The national legal framework will
always depend on the development and ecosystem of the country

31 Art. 35(1) III. AML Directive.

%2 B. Vogel, Potentials and Limits of Public-Private Partnerships against Money
Laundering and Terrorism Financing, “Eucrim” 2022, No. 1, pp. 52-60.

3 Zs. Papp (ed.), Magyardzat a pénzmosds és terrorizmus finanszirozdsa
megel6zésérdl és megakaddlyozdsdrol, Budapest 2019, pp. 134-147.

3 Art. 6(1) IV. AML Directive.

35 COM (2017) 340 final.

% FinTech refers to technology-enabled and technology-supported financial
services. Technology has the potential to facilitate access to financial services and
to make the financial system more efficient “Reg Tech” is about adopting new
technologies to facilitate the delivery of regulatory requirements’ See the defini-
tion in the first SNRA in 2017, COM (2017) 340 final, p. 9.

37" Report from the Commission to the European Parliament and the Council
on the assessment of the risk of money laundering and terrorist financing affect-
ing the internal market and relating to cross-border activities, COM (2022) 554
final, Brussels, 27 October 2022.

121



122

JUDIT JACSO

concerned. Therefore, countries have to take different approaches
in the national risk assessment (NRA), a “one size fits all” solution
to assessing money laundering - including cyber-laundering risks -
is not feasible.>®

4.3.2. REQUIREMENT TO REPORT SUSPICIOUS TRANSACTIONS
AND THE ROLE OF THE FINANCIAL INTELLIGENCE UNIT (FIU)

The “risk-based approach” to combat money laundering was intro-
duced with the 3¢ AML Directive to replace the rules-based
approach.” In accordance with the new approach, the current
trends and typologies of money laundering must be taken into
account.

Of central importance among the obligations imposed on
actors in the financial and economic spheres is the reporting obli-
gation with which service providers bring valuable information
to the attention of the authority operating as a financial intelli-
gence unit (Financial Intelligence Unit, FIU*°). The reporting
obligations means the information of the FIU, including the filing
of a report on their own initiative, where the obliged entity knows,
suspects or has reasonable grounds to suspect that funds, regard-
less of the amount involved, are the proceeds of criminal activity
or are related to terrorist financing, and by promptly responding
to requests by the FIU for additional information in such cases;

%% See World Bank Group: National Money Laundering and Terrorist Financing
Risk Assessment Toolkit, 2022, https://www.worldbank.org/en/topic/financial-
marketintegrity/brief/national-money-laundering-and-terrorist-financing-risk-
assessment-toolkit-disclaimer-and-terms-of-use (accessed on: 13.07.2023). See
the FATF National ML/TF risk assessment: https://www.fatf-gafi.org/en/publica-
tions/Methodsandtrends/Nationalmoneylaunderingandterroristfinancingriskas-
sessment.html (accessed on: 13.07.2023).

* 1. Grzywot, Virtuelle..., op. cit., p. 93.

*® In Hungary is the FIU a department of the National Tax and Customs
Administration of Hungary (NTCA), delegated by the relevant legislation. See:
https://pei.nav.gov.hu/ (accessed on: 2.08.2023). See: G. Simonka, A magyar FIU
és a pénzmosds elleni intézményrendszer a nemzetkozi egyiittmiikodés tiikrében,
Budapest 2015.
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https://www.worldbank.org/en/topic/financialmarketintegrity/brief/national-money-laundering-and-terrorist-financing-risk-assessment-toolkit-disclaimer-and-terms-of-use
https://www.worldbank.org/en/topic/financialmarketintegrity/brief/national-money-laundering-and-terrorist-financing-risk-assessment-toolkit-disclaimer-and-terms-of-use
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Nationalmoneylaunderingandterroristfinancingriskassessment.html
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and providing the FIU, directly or indirectly, at its request, with all
necessary information, in accordance with the procedures estab-
lished by the applicable law.*" It is important to underlined that all
suspicious transactions, including attempted transactions, shall be
reported, regardless of the amount.

The main role of national FIU in the preventive combatting
of money laundering must be highlighted. The 1* AML Directive
in 1991 only required that credit and financial institutions should
cooperate with “the authorities responsible for combating money
laundering”. This term was used as a generic term, but the Directive
didn’t contain detailed rules for financial information units. Under
an explicit provision of the III. AML Directive in 2005, each Mem-
ber State is required to establish an FIU in order to combat money
laundering and terrorist financing effectively.*” In accordance with
the IV. AML Directive from 2015, each Member State shall establish
an FIU in order to prevent, detect and effectively combat money
laundering and terrorist financing.** The FIU shall be a central
national unit that shall be responsible for receiving and analysing
suspicious transaction reports and other information relevant to
money laundering, associated predicate offences or terrorist financ-
ing. Each FIU shall be operationally independent and autonomous.
It shall be able to obtain additional information from obliged enti-
ties. The competent authorities have to provide feedback to the FIU
about the use made of the information provided. The Member States
shall ensure that their FIUs have access to the financial, adminis-
trative and law enforcement information that they require to fulfil
their tasks properly. Where there is a suspicion that a transaction
is related to money laundering or terrorist financing, the FIU has to

41 Art. 33 IV. AML Directive.

42 Art. 21 III. AML Directive.

* Art. 32 IV. AML Directive. There are three basic types of financial informa-
tion units: administrative, investigative or judicial. The FIU could be a hybrid
institution too if the characteristics of the three basic types of FIU appear
in a somewhat mixed way. See about more: G.A. Simonka: A pénziigyi informdciés
egység, [in:] Zs. Papp (ed.), Magyardzat a pénzmosds és terrorizmus finanszirozdsa
megelGzésérdl és megakaddlyozdsdrdl, Kozigazgatasi és Jogi Kiadvanyok, Budapest
2019, p. 175.
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be empowered to take urgent action to suspend or withhold consent
to a transaction in order to analyse the transaction and disseminate
the results of the analysis to the competent authorities. The FIU can
take such action, at the request of an FIU from another Member
State. The very important legal background in accordance with
the cooperation between the authorities is Directive (EU) 2019/1153
laying down rules facilitating the use of financial and other infor-
mation for the prevention, detection, investigation or prosecution
of certain criminal offences.

4.3.3. THE FIGHT AGAINST MONEY LAUNDERING
BY CRIMINAL LAW

As mentioned above the AML measures of the European Union
can be divided into two main categories, The other instrument
system concerns criminal law. Nowadays, the penal codes of all EU
member states regulate the crime of money laundering. It was codi-
fied from the beginning of the 1990s, although the EU regulations
only required the prohibition of money laundering. The reason for
this was the lack of criminal law competence of the European Com-
munities (European Union).** The criminalisation obligation came
into force only with the issuance of the 6 AML Directive.** The pro-
visions of 6** AML Directive complement and reinforce the existing
preventive measures. The aim is to enable more efficient and swifter
cross-border cooperation between competent authorities.*® It must
be mentioned that the EU legislator recognised the importance

* See B. Udvarhelyi, Az Eurdpai Unid anyagi biintetdjog a Lisszaboni Szerzédés
utdn, Budapest 2019, pp. 97-133; B. Udvarhelyi, Kézikonyv az Eurdpai Unié
pénziigyi érdekeinek védelmérdl, Budapest 2022, p. 63; B. Udvarhelyi, Criminal
law competences of the European Union before and after the Treaty of Lisbon,
“European Integration Studies” 2015, Vol. 11, No. 1, pp. 46-59.

* Directive (EU) 2018/1673 of the European Parliament and of the Council
of 23 October 2018 on combating money laundering by criminal law (O] EU
L 284, 12.11.2018), pp. 22-30.

6 Preamble 1, VI. AML Directive.
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of action against cybercrime and therefore identified cybercrime
among the list of predicate offences.*’

The 6" AML Directive contains the repressive measures for com-
bating money laundering and lays down minimum standards for
criminal offenses and sanctions.*® The Directive, which establishes
minimum rules for the member states regarding the crime and
the legal consequences of money laundering, was a milestone of out-
standing importance on the EU scene of the fight against money
laundering. This legislative act aims to combat money laundering
through criminal law and to facilitate cross-border cooperation
between competent authorities and complement the preventive mea-
sures regulated in IV. AML/CTF Directive (EU) 2015/849 in force.*’

4.4. New Developments in the European Union

4.4.1. ACTION PLAN OF THE EUROPEAN COMMISSION 2020
AND LEGISLATIVE PACKAGE 2021

It must be highlighted that the EU’s anti-money laundering frame-
work began to develop dynamically following the adoption in 2020
of the “Action Plan for a comprehensive Union policy on preventing

47 Cybercrime including any offence set out in Directive 2013/40/EU
of the European Parliament and of the Council. See the definition of “criminal
activity”: Art. 2(1) VI AML Directive. It must be mentioned that it was the only
crime which is not listed in the categories of offences in the 40 Recommenda-
tions of the FATF and the Warsaw Convention of the Council of Europe.

48 Art. 1(1) VI. AML Directive.

* See:]. Jacsd, Gondolatok az Eurdpai Unié pénzmosds elleni biintetdpolitikdjdrol
a hatodik Pénzmosds elleni unids irdnyelv tiikrében, [in:] P. Bard, A. Borbiro,
K. Go6nczdl (eds.), Kriminolégia és krimindlpolitika a jogdllam szolgdlatdban.
Tanulmdnyok Lévay Miklos tiszteletére, Budapest 2019, pp. 401-411; J. Jacso,
B. Udvarhelyi, The fight against money laundering in Hungary, [in:] A. Farkas,
G. Dannecker, J. Jacso (ed.), Criminal law aspects of the protection of the financial
interest of the EU: with particular emphasis on the national legislation on tax
fraud, corruption, money laundering and criminal compliance with reference to
cybercrime, Budapest 2019, pp. 295-309.
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money laundering and terrorism financing”>° The action plan builds
on six pillars, which primarily cover preventive measures, but also
affect criminal law.

On 20 July 2021, the Commission presented a package consist-
ing of four legislative proposals to strengthen the EU AML/CFT
provisions, as follow:

AMLA Regulation: Proposal for a Regulation of the European
Parliament and of the Council establishing the Authority
for Anti-Money Laundering and Countering the Financing
of Terrorism;>*

New Regulation on AML/CFT: Proposal for a Regulation
of the European Parliament and of the Council on the pre-
vention of the use of the financial system for the purposes
of money laundering or terrorist financing;

New Directive on AML/CFT: Proposal for a Directive
of the European Parliament and of the Council on the mecha-
nisms to be put in place by the Member States for the pre-
vention of the use of the financial system for the purposes
of money laundering or terrorist financing.>® It is important

*® Communication from the Commission on an Action Plan for a compre-
hensive Union policy on preventing money laundering and terrorist financing
2020/C 164/06, C/2020/2800 (O] C 164, 13.5.2020), pp. 21-33.

! Proposal for a Regulation of the European Parliament and of the Coun-
cil establishing the Authority for Anti-Money Laundering and Countering
the Financing of Terrorism and amending Regulations (EU) No. 1093/2010,
(EU) 1094/2010, (EU) 1095/2010, COM (2021) 421 final, Brussels, 20 July 2021.
See more about the AMLA: J. Jacs6, New developments in the fight against money
laundering, in particular the Commissions 2021 proposal with special regard to
the Anti-money laundering Authority (AMLA), [in:] A. Farkas, G. Dannecker,
J. Jacs6 (ed.), External, internal and criminal investigations of criminal offences
affecting the financial interests of the European Union, Budapest 2022, pp. 467-481.
*2 Proposal for a Regulation of the European Parliament and of the Council
on the prevention of the use of the financial system for the purposes of money
laundering or terrorist financing, COM (2021) 420 final, Brussels, 20 July 2021.
** Proposal for a Directive of the European Parliament and of the Council
on the mechanisms to be put in place by the Member States for the prevention
of the use of the financial system for the purposes of money laundering or ter-
rorist financing and repealing Directive (EU) 2015/849, COM (2021) 423 final,
Brussels, 20 July 2021.
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to emphasise that the Directive will replace the 4 AML
Directive 2015/849/EU. The new Directive will contain a pro-
vision that requires national implementation contrary to
the rules in the new Regulation on AML/CFT (for example,
rules on national supervisions and Financial Intelligence
Units of the Member State);

Reform of the Regulation on Transfers of Funds (Regula-
tion 2015/847):** Proposal for a Regulation of the European
Parliament and of the Council on information accompany-
ing transfers of funds and certain crypto assets (recast).>
This proposal was the first to be adopted by the EU legislator
in 2023.

4.4.2. AMENDMENTS OF THE IV. AML DIRECTIVE TO PREVENT
CYBER-LAUNDERING

The EU legislator recognised that it is important to ensure that
Union legislative acts on financial services comply with the digital
age. The first definition of virtual currency on the level of the EU
was established by the 5' AML Directive in 2018. Before the amend-
ment of the 4* AML Directive, providers engaged in exchange
services between virtual currencies and fiat currencies as well as cus-
todian wallet providers, which didn't fall under the Union’s obliga-
tion to identify suspicious activity. Therefore, criminals were able
to transfer money into the Union financial system or within virtual
currency networks by concealing transfers or by benefiting from
a certain degree of anonymity on those platforms. Therefore, it
became necessary to extend the scope of the 4" AML Directive
so as to include providers engaged in exchange services between
virtual currencies and fiat currencies as well as custodian wallet

% IV. AML Directive.

** Proposal for a Regulation of the European Parliament and of the Council on
information accompanying transfers of funds and certain crypto-assets (recast)
COM (2021) 422 final, Brussels, 20 July 2021.
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providers.”® However, the EU legislator was also aware that “a large
part of the virtual currency environment will remain anonymous
because users can also transact without such providers”*>” “Virtual
currencies” means a digital representation of value that is not issued
or guaranteed by a central bank or a public authority, is not neces-
sarily attached to a legally established currency and does not possess
a legal status of currency or money, but is accepted by natural or legal
persons as a means of exchange and which can be transferred, stored
and traded electronically. We can see that the EU legislator refrained
from using the term “crypto” and used the term “virtual currency”
The latest development in the recent past was the amendment
of the IV. AML Directive by the Regulation Transfer of Funds
(TFR®®), which extended the scope of the directive to crypto-asset
service providers. With this amendment, the EU legislator complies
with the FATF Travel Rule (Recommendation No. 15). In addition,
in 2023, the European Union adopted for the first time a harmon-
ised regulatory framework for the crypto-asset market (Regulation
(EU) 2023/1114 on Markets in Crypto-Assets, (MiCA®®). The aim
of MiCA is the establishment of uniform rules for issuers of crypto-
assets that have not been regulated before by other European Union
financial services acts®® and for providers of services in relation to
such crypto-assets (crypto-asset service providers).®* These service

3¢ Preamble 8, V. AML Directive.

%7 Preamble 9, V. AML Directive.

*% Regulation (EU) 2023/1113 of the European Parliament and of the Coun-
cil of 31 May 2023 on information accompanying transfers of funds and cer-
tain crypto-assets and amending Directive (EU) 2015/849, OJEU L 150, 9.6.2023,
pp. 1-39. (TRF Regulation).

% Regulation (EU) 2023/1114 of the European Parliament and of the Council
of 31 May 2023 on markets in crypto-assets, and amending Regulations (EU)
No. 1093/2010 and (EU) No. 1095/2010 and Directives 2013/36/EU and (EU)
2019/1937 (OJ EU L 150, 9.6.2023), pp. 40-205 (hereinafter: MiCA Regulation).

0 One group of crypto assets was classified as a financial institution and
was regulated before, see: Directive 2014/65/EU of the European Parliament and
of the Council of 15 May 2014 on markets in financial instruments and amend-
ing Directive 2002/92/EC and Directive 2011/61/EU (O] 173, 12.6.2014), p. 349.

¢! See: summarised about the main regulations of MiCA, https://eur-lex.europa.
eu/EN/legal-content/summary/european-crypto-assets-regulation-mica.html
(accessed on: 03.06.2023).
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providers must comply with a number of obligations. The scope
of MiCA “applies to natural and legal persons and certain other
undertakings that are engaged in the issuance, offer to the public,
and admission to trading of crypto-assets or that provide services
related to crypto-assets in the Union.”®® Crypto-assets are one
of the main applications of distributed ledger technology (DLT).
In accordance with the provision of MiCA, “crypto-asset” means
a “digital representation of a value or of a right that is able to be trans-
ferred and stored electronically using distributed ledger technology
or similar technology”.®® It must be underlined that the MiCA regu-
lation applies to any new player in the crypto-ecosystem involved
in the issuance.®*

4.5. Summary and Conclusion

The scope of legal framework of the EU became wider and wider,
the latest legal documents even cover the crypto asset service pro-
viders and crypto assets. The EU legislator used the term crypto
whereas the FATF recommends the term “virtual’, but they are
synonymous. With the new EU legal framework, every crypto-
currency-related business has to adhere to the same AML/CFT
rules as other financial service providers. The traditional strategy
to “follow the money” could be changed in the digital age to “fol-
low the virtual asset”, which could be a rule of thumb in the effort
to combat the new form of money laundering - cyber-laundering.

The cross-border nature of money laundering and cyber-laun-
dering is a significant factor that makes it difficult to combat these
crimes and to identify the perpetrators. In the fight against money
laundering, the cooperation of several institutions is very impor-
tant at the national as well as the international level. The proper

2 Art. 2(1) MiCA Regulation.

¢ Art. 3(1) pt 5 Regulation (EU) 2023/1114.

% See: https://www.cssf.lu/en/2023/07/regulation-on-markets-in-crypto-
assets-mica-and-regulation-on-information-accompanying-transfers-of-fund-
and-certain-crypto-assets/ (accessed on: 03.08.2023).
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application of preventive measures in practice can make a major
contribution to the investigation and prosecution of money launder-
ing cases. It requires the use of diverse tools of international coopera-
tion and tools to secure and transfer data without delay. The fight
against money laundering is characterised by the so-called multi-
institutional approach, which could be employed in the fight against
cybercrime generally. It is very important to point out that preventive
measures are of particular importance in the fight against cyber-laun-
dering, and crypto assets providers could as well play a decisive role.

This proposal package of the European Commission has been an
important step in the field of harmonisation of anti-money launder-
ing framework in the EU. With the adoption of the new AML/CFT
rulebook, the EU regulatory and enforcement framework will be
more uniform. The legal framework of harmonised and compre-
hensive anti-cyber laundering measures are an indispensable tool
for combating cybercrime, in which preventive tools are of decisive
importance. However, it is crucial that all actors in the fight against
cyber-laundering have sufficient expertise, for which appropriate
training is essential.®®
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Chapter 5. Problems of Jurisdiction
in Cybercrimes Cases

5.1. Introduction

Until the mid-20t! century, crime was largely a local matter. The prin-
ciples governing the exercise of criminal jurisdiction were based
on the axiom that a crime was a phenomenon tied to a specific
geographic area.! Consequently, the dominant principle among
the grounds of jurisdiction was the application of the territorial
principle, since it was obvious that jurisdiction should be exercised
by the State in whose territory the offence was committed. However,
even before the appearance of cybercrimes, there was an increasing
number of criminal offences which, due to the place of commission,
the nationality of the perpetrator or the nature of the act, violated
or threatened the legal order of two or more states at the same
time.” Cybercrime has multiplied this trend and has fundamentally
changed the nature of crime, making it transnational and border-
less.’ The development of cyberspace and info-communication is an
important dimension of the dynamic changes of the 21°t century.*
In this context, cyberspace almost epitomises the phenomenon

' D. Toth, Zs. Gaspar, Nemzetkizi biiniigyi egyiittmiikidéssel dsszefiiggd nehéz-
ségek a kiberbiinozés terén, “Beliigyi Szemle” 2020, No. 2, p. 140.

> PM. Nyitrai, Nemzetkozi és eurdpai biintetdjog, Budapest 2006, p. 207.

* D. Téth, Zs. Gaspar, Nemzetkizi..., op. cit., p. 140.

* AFarkas, A kibertér miiveleti képességek kialakitdsdnak és fejlesztésének egyes
szabdlyozdsi és dllamszervezési alapjai, “Jog-Allam-Politika” 2019, No. 2, p. 63.
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of deterritorialisation, as it allows for the rapid transfer of digital
data between users and devices around the world.” Deterritorialisa-
tion, as the globalisation of social processes and the move away from
individual and isolated locations, is a major challenge for the current
jurisdictional system, which is still based on the primacy of the ter-
ritorial principle.® The communication space of the web operates on
the principle of non-locality. The communication universe is a lin-
guistic, social and political space to which the jurisdiction and
sovereignty of individual states cannot easily be extended. States,
however, do not want to accept the restriction or even the erosion
of their territorial jurisdiction and sovereignty in cyberspace, and
therefore try to prevent it in various ways.” Since the countries
exercising criminal jurisdiction coexist, the permeability of borders,
which is also a feature of criminality, raises jurisdictional problems.®
In this paper, I define the concept of jurisdiction and then
analyse the principles underlying criminal jurisdiction in the first
and in the second chapter. In doing so, I draw on the legal litera-
ture, the rules of the Budapest Convention,” and the provisions
of the Hungarian Criminal Code (HCC) and Polish Criminal Code
(PCC) on jurisdiction. The latter aspect is also important because
one of the questions to be answered is: In which cases do the HCC
and the PCC apply to the commission of a cybercrime? The third
chapter is devoted to jurisdictional conflicts, and finally I outline
three hypothetical practical cases in which jurisdictional problems
and institutions of international cooperation in criminal matters

® C.Ryngaert, Extraterritorial Enforcement Jurisdiction in Cyberspace: Norma-
tive Shifts, “German Law Journal” 2023, Vol. 24, Issue 4, p. 537.

¢ D.B.Jakab, Teriiletiség és deterritorializdcid. A teriilet mint a tdrsadalomelmélet
vezérfonala, “Replika” 2009, No. 5, p. 164.

7 L. Fekete, Szabadsdg, jog és szabdlyozds a kibertérben, “Replika” 2001, No. 9,
p. 219. Clough also notes that “early scholarship postulated cyberspace as a dis-
tinct place, beyond traditional rules based on geographical location” However,
states do not share this view, and consistently apply the principle of territoriality
to cybercrime and refuse to treat the Internet as an area outside their jurisdiction.
J. Clough, Principles of cybercrime, Cambridge 2010, p. 405.

® L.A. Wiener, A biintetd joghatésdg és gyakorldsa, kivdlt az Eurépai Uniéban,

“Allam és Jogtudomdany” 2002, No. 3-4, p. 177.

° The Council of Europe’s Convention on Cybercrime, Budapest, 23 Novem-

ber 2001.
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can be analysed. The aim of my research is to confirm or refute
a hypothesis I have put forward, which is the following: Traditional
jurisdictional principles in domestic and international criminal
law are not able to respond to the challenges posed by cybercrime,
in particular positive jurisdictional conflicts.

5.2. The Concept of Jurisdiction

Jurisdiction, in the most general sense, is the set of rules that make
the law a functioning, accessible body of law, and the most important
prerequisite for its application.'® One aspect of the concept, criminal
jurisdiction, refers to the right of the state to legislate and enforce
criminal law. In a narrower sense, it has a twofold meaning: firstly,
the applicability of the rules of national criminal law and, secondly,
the scope of the authorities’ competence in criminal matters."!

The three-level understanding of the concept of jurisdiction is an
indispensable issue in the international and especially in the Anglo-
Saxon literature, and this paper also refers to it. According to this con-
cept, jurisdiction is the basis for the future exercise of the state’s
criminal claim (jurisdiction to prescribe or legislative jurisdiction),
which means the state’s power to regulate human behaviour:
to require the exercise of certain conduct or, as is typical in crimi-
nal law, to prohibit certain acts. Another meaning of jurisdiction
is the jurisdiction to enforce, which is the actual exercise of existing
jurisdiction: the ability of a State to validly enforce its law through
the exercise of executive and judicial power. Finally, the third level
ofinterpretation of jurisdiction is the jurisdiction to adjudicate, which
means the power of a state to try a criminal case and to determine
whether the accused person has committed a crime."?

1% Jurisdiction is essentially a term of international law that refers to the right
of a state to make and enforce its law and to exercise justice. P.M. Nyitrai, Nemzet-
kozi és..., op. cit., p. 208.

"' PM. Nyitrai, Nemzetkozi és..., op. cit., p. 209.

2 See in detail: S.W. Brenner, B.-J. Koops, Approaches to Cybercrime Jurisdic-
tion, “Journal of High Technology Law” 2004, Vol. 4, No. 1, pp. 5-6; D. Téth,
Zs. Gaspar, Nemzetkozi..., op. cit., p. 141.
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Although several international legal instruments, including
the Budapest Convention, contain provisions on jurisdiction, it
is not a purely international legal category: the rules of jurisdiction
and their content are given substance by domestic criminal law pro-
visions. As a concept of domestic criminal law, scope defines the dif-
ferent aspects of the application of the criminal law of a given State
(temporal, territorial and or personal scope). Therefore, in this paper,
the concept of jurisdiction is used in the following sense: jurisdiction
means the power of the state to make and apply the rules of criminal
law. The provisions on jurisdiction regulate when, where and to whom
the criminal law (the Criminal Code) is to be applied when adjudi-
cating a criminal offence. Provisions on criminal jurisdiction can
be found in the General Part of the Criminal Code in most coun-
tries — including Hungarian and Polish criminal law. The principles
underlying criminal jurisdiction have been developed by jurispru-
dence, but these principles are always reflected in the provisions
of the Criminal Code on jurisdiction.

5.3. The Principles of Jurisdiction

States traditionally base criminal jurisdiction on five aspects: ter-
ritoriality, the active and passive aspects of citizenship (active and
passive personality principle), state self-defence and the principle
of universality."?

1. The territoriality principle is the most common basis for
the exercise of criminal jurisdiction, according to which
the criminal law of a State applies to all offences committed
on its territory, irrespective of the nationality of the perpe-
trator. The Budapest Convention regulates the territoriality
principle in the first place'* and, unlike the other grounds

13 PM. Nyitrai, Nemzetkozi és..., op. cit., p. 213.

4 See Art. 22(1) of the BC: “Each Party shall adopt such legislative and other
measures as may be necessary to establish jurisdiction over any offence estab-
lished under Articles 2 through 11 of this Convention, when the offence is com-
mitted: a) in its territory (...)"
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of jurisdiction, its adoption and application in domestic law
is binding on the States Parties.'” The territoriality princi-
ple is also included in the Hungarian Criminal Code (HCC)*®
and in the Polish Criminal Code (PCC)."” According to
this rules, HCC applies in the case of cybercrime commit-
ted on the territory of Hungary and the PCC if the crime
is committed on Polish territory. Here I mention the quasi-
territorial principle, which extends the concept of domestic
territory to offences committed on board a ship or registered
aircraft flying the flag of a given country. The quasi-territo-
riality principle is included in the Budapest Convention'®
as well as in the HCC'® and PCC.*°

2. The second most frequent basis of jurisdiction is the personal-
ity principle (nationality principle or active personality prin-
ciple), according to which the jurisdiction of the state extends
to the offence committed by its citizen abroad. The active
personality principle is also regulated both by the Budapest
Convention and by the HCC and the PCC.

> See Art. 22(2) of the BC: “Each Party may reserve the right not to apply or
to apply only in specific cases or conditions the jurisdiction rules laid down
paragraphs 1 b) through 1 d) of this article or any part thereof”

1 See Art. 3(1) of the HCC: “Hungarian criminal law shall apply: a) to criminal
offenses committed in Hungary (...)"

7" See Art. 5 of the PCC: “Polish criminal law shall be applied to the perpe-
trator who committed a prohibited act within the territory of the Republic
of Poland (...)"

® See Art. 22(1)(b)(c) of the BC: “Each Party shall adopt such legislative and
other measures as may be necessary to establish jurisdiction over any offence estab-
lished under Articles 2 through 11 of this Convention, when the offence is com-
mitted: (...) (b) on board a ship flying the flag of that Party; or (c) on board an
aircraft registered under the laws of that Party”.

¥ See Art. 3(1) of the HCC: “(1) Hungarian criminal law shall apply: (...)
(b) to criminal offenses committed on commercial ships or watercraft sailing,
or aircraft flying under Hungarian flag outside the territory of Hungary”

% See Art. 5 of the PCC: “Polish criminal law shall be applied to the perpetra-
tor who committed a prohibited act (...) on a Polish vessel or aircraft, unless an
international agreement to which the Republic of Poland is a party stipulates
otherwise”
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It is important to note that, according to the Conven-
tion”! and the PCC,* a further condition for the application
of the principle is that the act is also considered a criminal
offence and punishable under the law of the place where it
is committed. This is called the double incrimination require-
ment or the principle of double criminality. In contrast,
the active personality principle plays a much broader role
in Hungarian criminal law: the additional condition is not that
the act should be a criminal offence under the law of the place
of the commission, but only that it should be a criminal
offence under the Hungarian Criminal Code.** Here I men-
tion that whereas the Convention does not, the Hungarian**
and Polish Criminal Codes*® do also regulate the passive
personality principle, which is also one of the grounds for
extraterritorial jurisdiction. The principle protects the state’s
own citizen (or its own legal person or other organisation)
in the event of an offence committed abroad by a foreigner.

1 See Art. 22(1)(d) of the BC: “Each Party shall adopt such legislative and other
measures as may be necessary to establish jurisdiction over any offence established
under Articles 2 through 11 of this Convention, when the offence is committed:
(...) (d) by one of its nationals, if the offence is punishable under criminal law
where it was committed or if the offence is committed outside the territorial
jurisdiction of any State”

2 See Art. 109 of the PCC: “Polish criminal law shall be applied to Polish
citizens who have committed an offence abroad”. See also the Art. 111 § (1):

“The liability for an act committed abroad is, however, subject to the condition
that the liability for such an act is likewise recognised as an offence, by a law
in force in the place of its commission.”

** See Art. 3(1) of the HCC: “Hungarian criminal law shall apply: (...) (c) to any
act of Hungarian citizens committed abroad, which is punishable by Hungarian

** See Art. 3(2)(d) of the HCC: “Hungarian criminal law shall apply: (...)
(b) to any act committed by non-Hungarian citizens abroad against a Hungar-
ian national or against a legal person or unincorporated business association
established under Hungarian law, which is punishable under Hungarian law”
** See Art. 110(1) of the PCC: “Polish criminal law shall be applied to foreign-
ers who have committed abroad an offence against the interests of the Republic
of Poland, a Polish citizen, a Polish legal person or a Polish organisational unit
not having the status of a legal person”

*¢ T.Horvath, M. Lévay, Magyar biintetdjog ditaldnos rész, Budapest 2014, p. 102.
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The following jurisdictional principles already apply
in cases where the offence is committed abroad by a person
who is not a national of the State (foreign national or state-
less person). It should be noted that the Convention does not
contain such principles but allows States Parties to regulate
and apply them.”’

3. Under the principle of state self-defence or the protective prin-
ciple, a State has jurisdiction to criminalise extra-territorial
conduct, regardless of the nationality of the offender, where
that conduct is against the fundamental interest of the state,
for example crimes against the security, territorial integ-
rity or political independence of the state. The protective
principle is included in both the PCC?*® and the HCC.*®
It should be noted that in Polish criminal law, the double
incrimination requirement is not necessary in this case and
the scope of the relevant offences is quite broad. Double
incrimination is not a precondition in Hungarian criminal
law either, but the relevant criminal offences are narrower,
namely the offences against the state regulated by the Crimi-
nal Code. Based on this provision, a cyber-attack launched
against Hungary from abroad with the aim of obtain-
ing data that can be used to the detriment of the country
(“conducting intelligence activities” against Hungary) may

*7 According to the Art. 22(4) of the BC: “This Convention does not exclude

any criminal jurisdiction exercised by a Party in accordance with its domestic
law”

% See Art. 112 of the PCC: “Regardless of the provisions in force in the place
of the commission of the offence, Polish criminal law shall be applied to a Polish
national, or to a foreigner in case of the commission of:

1) an offence against the internal or external security of the Republic of Poland,

2) an offence against Polish offices or public officials,

3) an offence against essential economic interests of Poland,

4) an offence of false deposition made before a Polish office,

5) from which a material benefit was gained, even if indirectly, in the Republic

of Poland”

> See Art. 3(2)(b) of the HCC: “Hungarian criminal law shall apply (a) to any
act committed by non-Hungarian citizens abroad, if it is recognized as an offense
against the State (...) regardless of whether or not it is punishable in accordance
with the law of the country where committed.”
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constitute the crime of espionage (Art. 261 of the HCC),
in which case the Hungarian Criminal Code applies.

4. The principle of universality requires a State to prosecute
certain crimes, regardless of the place it was committed or
the nationality of the perpetrator. These are typically the so-
called crimes under international law (genocide, crimes
against humanity, war crimes and crime of aggression) and
the so-called transnational crimes, namely crimes punishable
under an international treaty. Both the HCC?*® and the PCC**
regulate the principle of universality, and it is important that
double incrimination is not a condition here, either.

5. Until now, Polish and Hungarian rules on criminal juris-
diction have been very similar, but there is a difference
about offences committed abroad by foreigners. In addition
to the cases mentioned above, the Polish legislator pro-
vides for the application of the PCC for offences punishable
by imprisonment for more than 2 years if the perpetrator
is in Poland, and for terrorist offences.?? The HCC also con-
tains an additional provision on the offence committed by
anon-Hungarian citizen abroad. Under the representational
principle (the vicarious administration of justice), it is possi-
ble to prosecute and hold liable a non-Hungarian perpetrator

% See Art. 3(2)(b) of the HCC: “Hungarian criminal law shall apply (a) to any

act committed by non-Hungarian citizens abroad, if it constitutes a criminal
act under Chapter XIII or XIV (crimes against humanity and war crimes), or
any other criminal offenses which are to be prosecuted under an international
treaty ratified by an act of Parliament.”

*1 See Art. 113 of the PCC: “Regardless of regulations in force in the place
of commission of the offence, Polish criminal law shall be applied to a Pol-
ish national, or to a foreigner, concerning to whom no decision on extradi-
tion has been taken, in the case of the commission abroad of an offence which
the Republic of Poland is obligated to prosecute under international agreements,
or in case of offences prescribed in the Rome Statute of the ICC”

2 See Art. 110(2)(3) of the PCC: “1. Polish criminal law shall be applied to for-
eigners in the case of the commission abroad of an offence other than listedin § 1,
if, 2. under Polish criminal law, such an offence is subject to a penalty exceeding
2 years of deprivation of liberty, and the perpetrator remains within the territory
of the Republic of Poland and where no decision on his extradition has been
taken. 3. an act must be considered terrorism”.
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not only for the aforementioned serious international crimes
but also for other offences committed abroad, if the double
incrimination requirement is met.>?

Based on the principles and rules of jurisdiction in Polish and
Hungarian criminal law, it can be concluded that, in addition to
the primary application of the territorial principle, the relevant
regulations extend the traditional territorial jurisdiction and provide
for almost unlimited extraterritorial jurisdiction. Consequently,
when a cybercrime is committed, Hungarian and Polish criminal
law apply in almost every possible situation, regardless of the place
of the commission and the nationality of the perpetrator. The only
limitation** appears to be the double incrimination requirement,
but since cybercrimes are punishable under international treaties,
the principle of universality applies in theory, and there is no obsta-
cle to applying Hungarian and Polish criminal law to cybercrimes
committed by non-citizens abroad. However, such a broad and
almost catch-all regulation of jurisdictional provisions inevitably
generates conflicts of jurisdiction.

5.4. Conflicts of Jurisdictions

There are two types of jurisdictional conflicts, negative and positive.
In the first case, either no state has potential jurisdiction over the case
(this is almost impossible in practice), or no state intends to exer-
cise its actual jurisdiction. The latter situation is very rare, but it can
happen. An example from the literature maintains that when there
occurs cybercrime concerning viruses, or Web sites showing hate
speech, single countries may feel they are insufficiently harmed for

> See Art. 3(2)(aa) of the HCC: “Hungarian criminal law shall apply to any act
committed by non-Hungarian citizens abroad, if it is punishable as a criminal
offence under Hungarian law and in accordance with the laws of the country
where committed”

3 However, it should be stressed that in the case of offences committed abroad
by non-Hungarians, the provision requiring the decision of the Prosecutor Gen-
eral to initiate criminal proceedings constitutes a (self-)limitation on the exercise
of Hungarian criminal jurisdiction.
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them to claim jurisdiction, perhaps also because they may think that
some other country will surely claim jurisdiction.*®

Much more common is the positive conflict of jurisdiction,
where two or more states claim and intend to exercise jurisdiction
in the same criminal case. For instance, if a Hungarian national
uses a computer in Poland to hack into a computer in Austria, at
the very least, Hungary, Poland, and Austria will be able to claim
jurisdiction.>®

Since cybercrime in many cases falls within the scope of trans-
national criminality, it can often be difficult to determine in which
country the crime has been committed; the perpetrator and the vic-
tim may be in different countries, and the information asset or data
involved in the crime may be located in a third country. Conse-
quently, in cybercrime cases, it is a very realistic and almost necessar-
ily occurring situation that numerous countries have jurisdiction to
prosecute. In this situation, problems may arise in making decisions
about which state should prosecute.’”

Resolving conflicts of jurisdiction is a fundamental interest to
avoid duplication of proceedings and to ensure efficient, timely
and cost-effective prosecution.*® Two basic methods for resolving
positive conflicts of jurisdiction are the hierarchy of jurisdictional
principles and the consultation between the States concerned.

The hierarchy of jurisdictional principles is exemplified by
the Council of Europe Recommendation 420 (1965) on the Settle-
ments of conflicts of jurisdiction in criminal matters, according
to which the State in whose territory the offence was committed
shall have the primary right to exercise jurisdiction. The primacy

5 S.W. Brenner, B.-]. Koops, Approaches..., op. cit., p. 41.

% Similar examples are mentioned by Mezei and Brenner, Koops. See K. Mezei,
A kiberbiinozés egyes biintetdjogi szabdlyozdsi kérdései, Pécs 2019, p. 195 and
S.W. Brenner, B.-]. Koops, Approaches..., op. cit., p. 41.

%7 L. Dornfeld, Az elektronikus bizonyitékszerzés aktudlis kérdései, “Kriminol6-
giai Kézlemények” 2017, No. 77, p. 243.

% Further risks of jurisdictional conflicts are the duplication of effort, unneces-
sary inconvenience for witnesses, or competition among law enforcement officials
of the states concerned. See point 239 of the Explanatory Report to the Conven-
tion on Cybercrime, https://rm.coe.int/16800ccesb (accessed on: 15.07.2023).
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of the territorial principle can only be overridden by the protec-
tion principle, because if the act threatens the security or credit
of the state, the threatened state has the primary criminal claim.
The territorial principle is followed by the active personality prin-
ciple, and finally the jurisdiction of the state in whose territory
the perpetrator is found.** Furthermore, Article 10 of Council
Framework Decision 2005/222/JHA*® on attacks against informa-
tion systems established the grounds of jurisdiction for the offences
it covers. Proceedings may therefore be initiated if the offence
has been committed in whole or in part within its territory, or by
one of its nationals or the benefit of a legal person that has its head
office in the territory of that member state. Based on paragraph 4,
this ranking also constitutes a hierarchy in deciding which State
should prosecute if two or more states have and intend to exer-
cise jurisdiction in the same criminal case. However, Directive
2013/40/EU on attacks against information systems and replac-
ing the Framework Decision no longer establishes a hierarchy
between these jurisdictional grounds.*' Ideas on the jurisdictional
hierarchy have also been formulated in the relevant literature.
Bassiouni, the famous international criminal lawyer, argued that
the primacy of the territorial principle must prevail, followed by
the active and passive personality principles, and only then can
jurisdiction be exercised based on other principles, provided that
the accused is in the territory of the state claiming jurisdiction.*?

At first sight, the primacy of the territorial principle seems
acceptable. For example, in principle, territoriality better guaran-
tees due process and compliance with the principle of legality, which

% Recommendation 420 on the settlement of conflicts of jurisdiction in crimi-
nal matters adopted by the Consultative Assembly of the Council of Europe on
29 January 1965.

% Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks
against information systems.

*' L. Dornfeld, Az elektronikus..., op. cit., p. 244.

*2 M.C. Bassiouni, International Criminal Law. A Draft International Criminal
Code and a Draft Statute for an International Criminal Tribunal, Hingham 1987,

p. 191.
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requires individuals to be aware that a certain act is punishable.*’
Moreover, the majority of the evidence necessary for the investiga-
tion of a crime is usually located at the place where it was commit-
ted and there is reason to be optimistic about a quick and efficient
completion of the criminal proceedings. However, it must be empha-
sised that currently there is no international treaty that establishes
a hierarchy of jurisdictional principles and provides a general primacy
of the territorial principle. Nor does customary international law
allow such a conclusion to be drawn. On the other hand, in the case
of cybercrime, the place of commission is often uncertain. Differ-
ent countries have different rules on what should be considered
the place of the commission in case of content-related cybercrimes,
such as child pornography.** This can be the place where the data or
content is uploaded or downloaded, or - as in Hungary*® - the place
where the server hosting the website is located. The identification
of the perpetrator’s location is further hampered by software and
methods whose specific purpose is to hide the perpetrator’s location
(and identity) so that they cannot be identified geographically.*

Another way of solving the positive jurisdictional conflicts is con-
sultation between states having and claiming jurisdiction. According
to the Article 22(5) of the Budapest Convention, “When more than
one Party claims jurisdiction over an alleged offence established
in accordance with this Convention, the Parties involved shall,
where appropriate, consult with a view to determining the most
appropriate jurisdiction for prosecution.”

It can be seen that, under the Convention, consultation is only
an “appropriate” option and not a real obligation,*” and the laconic

+* ].-B. Maillard, The limits of subjective territorial jurisdiction in the context
of cybercrime, “ERA Forum” 2018, Vol. 19, Issue 3, p. 3.

* S.W. Brenner, B.-]. Koops, Approaches..., op. cit., pp. 15-16.

*> See the Decision BH2022.65 of the Hungarian Supreme Court.

6 These methods include IP address modification and hiding (spoofing) and
the use of proxy servers, VPN (Virtual Private Networks) or botnet infrastructure
(zombie machines). See in details: J.-B. Maillard, The limits..., op. cit., pp. 4-6,
and K. Mezei, A kiberbiinizés. .., op. cit., pp. 195-196.

*7 According to the Explanatory Report of the Convention, “(...) the obligation
to consult is not absolute, but is to take place ,where appropriate”. “Thus, for
example, if one of the Parties knows that consultation is not necessary (e.g., it
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provision does not provide guidance on the ranking of jurisdictional
claims. Moreover, the Convention does not regulate the criteria*®
which, considered together, can be used to decide which coun-
try is clearly most closely linked to the crime committed. Finally,
the Convention does not provide an answer to the question of what
to do if the consultation fails.*

5.5. Conflicts of Jurisdiction and the Institutions
of International Cooperation in Criminal Matters™

In the following, I outline three hypothetical cases with a com-
mon characteristic: a cybercrime — a cyberattack — is committed
against a Hungarian victim (a Hungarian citizen natural person or
a Hungarian resident legal person, or other organisation). The three
models were set up based on the place of the commission, giv-
ing importance to the perpetrator’s nationality and the perpetra-
tor’s detected location after initiating the criminal proceedings. In

has received confirmation that the other Party is not planning to take action),
or if a Party is of the view that consultation may impair its investigation or
proceeding, it may delay or decline consultation” See point 239 of the Explana-
tory Report to the Convention on Cybercrime, https://rm.coe.int/16800ccesb
(accessed on: 15.07.2023).

8 The factors need to be examined and taken into account in the consultation
to resolve the jurisdictional conflict may include the place of the commission
of the crime; the nationality of the perpetrator; the location of the perpetrator
and the victim(s); the place where the majority of the crime was committed or
where most of the victims are located; the place where the damage is signifi-
cant; the possibilities of transfer or extradition to other countries; the interests
of the perpetrator, in particular his or her resocialisation, etc. See: Z.A. Nagy,
A joghatésdg problémdja a kiberbiincselekmények nyomozdsdban, [in:] K. Karsai,
Zs. Fantoly, Zs. Juhasz, Zs. Szomora, A. Gal (eds.), Unnepi kétet Dr. Nagy Ferenc
egyetemi tandr 7o. sziiletésnapjdra, Szeged 2018, p. 761.

*° If the consultation is unsuccessful, recourse to an intergovernmental organ-
isation or (arbitration) tribunal can be an option, but this would certainly lead to
a prolongation of the procedure and call into question the timeliness of the sub-
sequent criminal proceedings.

*® This chapter is made by using the following source R. Bartko, E Santha,
A kibertér miiveletek biintetdjogi értelmezésének lehetdségei, kiilonds tekintettel
a nemzetkozi biiniigyi egyiittmiikodésre, (manuscript, under publication).
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the first case, the detected location of the cyberattack is Hungary,
in the second case the starting point of the attack is a member state
of the European Union (EU), and in the third, the place of the com-
mission is on the territory of a third state outside the EU.

5.5.1. THE DETECTED LOCATION OF THE CYBER-ATTACK
IS HUNGARY

When the perpetrator - whether a Hungarian citizen or a for-
eigner — commits cybercrime on the territory of Hungary, there
is no jurisdictional problem, as the Hungarian state, and therefore
the competent Hungarian criminal authorities have clear jurisdic-
tion based on the territorial principle. In this case, the perpetrator
located in Hungary can, as a main rule, be prosecuted without any
particular difficulty.

From the perspective of jurisdiction, the situation becomes
more complex and the instruments of international cooperation
in criminal matters will play a role when the detected offender hasleft
Hungary and is staying in a member state of the EU at the time
of the initiation of the criminal proceedings. In this situation, if
the national arrest warrant is unsuccessful, the Hungarian criminal
court will issue a European arrest warrant, which, if successful, will
allow the perpetrator to be surrendered in accordance with the proce-
dural ruleslaid down in the Act CLXXX of 2012 on the cooperation
with the member states of the European union in criminal matters.>*

Two scenarios are possible from this point. If the perpetrator
is a Hungarian national who is residing in a member state of the EU,

! This Act is the implementing law of the Council Framework Decision
2002/584/JHA of 13 June 2002 on the European arrest warrant and the surrender
procedures between Member States. The European arrest warrant is a simpli-
fied cross-border judicial surrender procedure for the purpose of prosecuting
or executing a prison sentence or detention order. A warrant issued by one EU
country’s judicial authority is valid in the entire territory of the EU. It has replaced
the cumbersome in many cases lengthy extradition procedures that used to exist
between EU countries. Here it should be noted that all cybercrimes in Hungary
meet the condition that a European arrest warrant can only be issued if the crime
is punishable by a minimum of 1 year imprisonment.
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Hungary will have exclusive jurisdiction based on the territoriality
principle and the suspect will most likely be surrendered to Hungary
under the arrest warrant. By contrast, if the perpetrator is not a Hun-
garian, the EU member state of which he or she is a national may
also establish jurisdiction based on the active personality principle
which is included in the Budapest Convention, as analysed earlier.>?
However, in my view, if the cyberattack takes place in Hungary
against a Hungarian victim, the aspects of the evidentiary procedure,
and, consequently, the success of the procedure will shift the balance
towards the territorial principle. In this case, the surrender based on
the European arrest warrant ensures the presence of the Hungarian
perpetrator in the domestic criminal proceedings.

The situation is even more complicated if the location of the sus-
pect, based on the international arrest warrant issued by the Hungar-
ian Court, is detected in a third country, namely outside the European
Union. In this case, surrender based on the European arrest warrant
cannot be invoked, but the provisions on extradition under Arti-
cle 24 of the Budapest Convention and the Hungarian Act XXXVIII
of 1996 on international mutual legal assistance in criminal matters
will apply. According to Article 31 of the Hungarian Act, Hun-
gary is entitled to submit a request for extradition for the purpose
of prosecuting to the third state where the perpetrator is staying.
The previously mentioned conflict of jurisdiction may of course
arise in this case as well, but the spirit of the Budapest Convention
justifies the preference for conducting criminal proceedings under
Hungarian rules in this case as well, therefore extradition may be
a viable legal institution.”?

*2 If this state and Hungary reach an agreement in the consultation, this state
may prosecute the perpetrator.

** If the perpetrator is located in a non-EU member state that has not ratified
the Budapest Convention, the provisions of the European Convention on Extradi-
tion (1957) will apply. (All countries that are members of the Council of Europe
are parties to the European Convention on Extradition.) In the case of a non-
European country, the rules of the international treaty concluded with the state
concerned, or, in the absence of a treaty, the rules of reciprocity, and the Hungar-
ian Act XXXVIII of 1996 will apply.
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5.5.2. THE DETECTED LOCATION OF THE CYBER-ATTACK
IS A MEMBER STATE OF THE EUROPEAN UNION

The second case of my model analysis is when the cyberattack affects
a Hungarian victim, but the location and starting point of the attack
is not Hungary, but another member state of the EU.

In this situation, one possible scenario is if the perpetrator
is a Hungarian national who is staying in another EU country.**
As a result, there are essentially two competing grounds of jurisdic-
tion. The first is the Hungarian nationality of the perpetrator, which
is the factor underlying the active personality principle. The other
is the territoriality principle, since the offence was committed
from the territory of another member state. The fact in which state
the criminal proceedings were initiated will be relevant to the solv-
ing of this jurisdictional problem.

a) Ifthe proceedings have been initiated only in Hungary, the pres-
ence of the perpetrator in the domestic criminal proceed-
ings can be provided along the previously mentioned forms
of cooperation in criminal matters.

b) Ifthe offender perpetrator has been prosecuted only in the mem-
ber state where the offence was committed, that state, since
the perpetrator is a Hungarian national, shall provide infor-
mation to Hungary on the proceedings within the framework
of the exchange of information,* resulting in two further
possible cases: (i) member state where the offence was com-
mitted conducts its own criminal proceedings, and then, after
taking into account the foreign judgment, the final decision
can be enforced in Hungary; or (ii) the Hungarian authorities
initiate the surrender of the Hungarian national for the pur-
pose of prosecuting based on an European arrest warrant
issued after the initiation of the criminal proceedings.

** If the Hungarian national perpetrator is staying in a non member state
of the EU after the criminal proceedings have been initiated, the provisions on
extradition previously mentioned may be applied.

** On the provisions on the exchange of information between Member States,
see Articles 104-105 of the Act CLXXX of 2012.
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¢) In the third case, criminal proceedings have been initiated
both in Hungary and in the member state where the offence
was committed. In the case of parallel proceedings, namely
where two member states are simultaneously conducting
criminal proceedings against the same offender for the same
cybercrime, the Act provides for a consultation procedure,*
the outcome of which will determine which Member State
will actually prosecute the offender.

The other possible scenario in my second model is when the cyber-
crime causing harm in Hungary is committed by a person of non-
Hungarian nationality in another EU member state. In this case,
apart from the passive personality principle, there is no other ground
for conducting criminal proceedings in Hungary, and the jurisdic-
tion of Hungary cannot be justified based on the interest of evidence
and the nationality of the perpetrator. I think that, in such a scenario,
the Hungarian authorities may provide procedural legal assistance
for criminal proceedings conducted by a foreign state, but there
is no reasonable justification either for conducting the proceedings
domestically or for enforcing any criminal sanction in Hungary.

5.5.3. THE DETECTED LOCATION OF THE CYBER-ATTACK
IS A THIRD COUNTRY OUTSIDE THE EUROPEAN UNION

In my third hypothetical situation, the cybercrime directed against
the Hungarian victim is committed in the territory of a state that
is not a member state of the EU. If the perpetrator is a Hungar-
ian citizen and staying in Hungary, Hungary has jurisdiction on

*¢ See Articles 106-107 of the Act CLXXX of 2012. According to the Act,
the parties shall take into account all relevant factors to decide which member
state will prosecute the case. Such relevant factors include the place of the com-
mission of the crime, the nationality of accused and the victim(s), the place
of detention of the accused, the state of the criminal proceedings in the member
states, the fact in which member state more evidence is available, and whether
the criminal proceedings in the member states are related to other criminal pro-
ceedings in that member state. If the consultation is unsuccessful, the Prosecutor
General may refer the matter to Eurojust to decide.
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the basis of the active personality principle and there is no particular
problem in prosecuting the perpetrator. However, if the Hungar-
ian perpetrator is located in a non-EU country, extradition under
Article 24 of the Budapest Convention or, if the Convention cannot
be invoked, extradition rules based on the European Convention
on Extradition (1957)” may apply.*® And if the Hungarian offender
is staying in a country that is not party to the previously mentioned
conventions, the rules of the international treaty concluded with
the state concerned, or, in the absence of a treaty, the rules of reci-
procity, and the Hungarian Act XXXVIII of 1996 will apply. Finally,
the last possible scenario for my third situation is when the offender
is not a Hungarian citizen. In this case, the jurisdiction of Hungary
could only be established on the basis of the passive personality
principle, which presupposes the principle of double criminality.
However, based on the place where the offence was committed and
the nationality of the perpetrator, the states concerned are much
more likely to claim jurisdiction under the Budapest Convention.
In this scenario - as we have also discussed in the second model -
Hungarian authorities may only provide procedural legal assistance
for criminal proceedings conducted by the foreign state.

5.6. Conclusion

The hypothesis I put forward at the beginning of this study has been
proven to be true: traditional jurisdictional principles in domestic
and international criminal law are not able to respond to the chal-
lenges posed by cybercrime, in particular positive jurisdictional

*7 Since the Budapest Convention, based on the purposes set out its preamble,
is alex specialis compared to the European Convention on Extradition, the appli-
cability of the Convention should be examined first, and the European Conven-
tion on Extradition is secondary.

58 Tt is not excluded, of course, that the state concerned, either on based on
the Article 24(6) of the Budapest Convention or Articles 7 and 8 of the European
Convention on Extradition, may refuse extradition because it has already initi-
ated criminal proceedings under the territoriality principle. In this case, following
the criminal proceedings, the foreign judgment can be enforced in Hungary.
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conflicts. Possible solutions to the problems outlined could be

the creation of a global international treaty®® to regulate jurisdic-
tional issues and the procedure to be followed in the event of a con-
flict of jurisdiction. Consultation between the States concerned

is a necessary element, but it is advisable to set a reasonably short

deadline for such consultation. And if the consultation fails, a man-
datory hierarchy of jurisdictional principles need to be established,
otherwise we risk the effective prosecuting the perpetrators of cyber-
crime. Finally, it should be emphasised that the successful deter-
mination of the state that has actual jurisdiction in the case is only
the first step in holding the perpetrator accountable, since juris-
diction can only be effectively exercised and proceedings carried

out if the perpetrator is available to the authorities of the state that
has jurisdiction, for example if he or she is in the custody of that state.
Otherwise, the institutions of international or European mutual
legal assistance in criminal matters, such as extradition or surrender
based on the European arrest warrant, should be used.
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Chapter 6. Pre-Trial Activities of Intelligence
Service and Law Enforcement Agencies

6.1. Introduction

This chapter will analyse the pre-trial activities directed at the acqui-
sition of information, relevant from the perspective of criminal
law enforcement authorities to carry out activities in the identifi-
cation and detection of cybercrimes and the prosecution of their
perpetrators. The considerations focus on two essential types
of these activities. First, security activities related to the func-
tioning of the European and national cybersecurity system and,
in particular, the proper cooperation of the participants in this sys-
tem with law enforcement agencies. Secondly, intelligence gath-
ering activities that national services are authorised to carry out,
in the context of the possibility and scope of their use in the fight
against cybercrime. A complementary element of the considerations
in question will be the analysis of international cooperation in both
areas indicated above, conducted between services, in particular
within the European Union, which is of fundamental importance
in the context of combating cybercrime, which is characterised by
its cross-border nature.

The main objective of this analysis is to answer the question
of whether the scope of activities belonging to both groups and
the international cooperation conducted is sufficient given the nature
of the current types of cybercrimes and what are the most signifi-
cant challenges requiring legislative intervention. In addition to
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the main objective indicated in the first paragraph, each part
of this analysis sets specific objectives related to the specificity
of the issue under consideration.

6.2. Impact of the Cybersecurity System on the Fight
Against Cybercrime

This section discusses the relevance of the security measures associ-
ated with the functioning of the European and national cybersecurity
system for the fight against cybercrime. The starting point for these
considerations must be the answer to the question of the interplay
and impact of these two, theoretically separate, aspects of cybernetic
security, i.e., cybersecurity and cybercrime.

Starting with very general definitions of both terms, it should be
pointed out that cybersecurity is fundamentally focused on threat
prevention. It refers to actions and measures taken by a broad spec-
trum of individuals, especially owners and users, to protect ICT"
from digital threats. Combating cybercrime, on the other hand,
focuses on the detection and prosecution, of illegal incidents occur-
ring with or against ICTs by authorised state services and authorities.

Identifying the relationship and mutual interdependencies
between these two aspects of cybernetic security seems crucial to
ensure the effectiveness of efforts in both areas. This is because it
is impossible to effectively identify and combat cybercrimes with-
out the necessary level of expertise in the area of the cybersecurity
prevention system. At the same time, it is also impossible to carry
out this prevention effectively without knowing the actual methods
of the perpetrators of cybercrimes. Cybersecurity and the fight
against cybercrime are thus still two different but increasingly inter-
linked aspects of a single cybernetic security, the protection of which
requires coordinated actions and increasingly far-reaching coopera-
tion between those responsible for both areas.

! Information and Communication Technology, covering a wide range of tech-
nologies including computers, software, networks, the internet and mobile
devices.
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Starting a legal reflection on the cybersecurity system and its
impact on the fight against cybercrime, it should be noted that to
date, it has not become the subject of a binding and universally
applied normative act. Although numerous activation policies
in this area have been put in place by the United Nations, in the end,
mainly due to diverging interests, they only led to the creation of soft
law standards in the form of resolutions and declarations containing
only recommendations addressed to Member States. Also region-
ally, including within the European Union, a similar regulatory
approach prevailed. The situation was only fundamentally changed
by the adoption of Directive (EU) 2016/1148 of the European Par-
liament and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and information systems
across the Union,” referred to as the “NIS Directive”.

The NIS Directive, as indicated in its Article 1, set as a funda-
mental objective the achievement of a high common level of secu-
rity of network and information systems in the European Union
to improve the functioning of the internal market. This was to be
achieved by taking action in three dimensions: firstly, the intro-
duction of network and information security obligations; secondly,
the creation of responsible institutions in all Member States; and
thirdly, the definition of rules for cooperation between these institu-
tions at the European level.

In the first aspect, the NIS Directive assumed the introduction
of security obligations for two groups of entities. The first included
Operators of Essential Services (OES), identified at Member State
level, i.e., services essential for the maintenance of critical soci-
etal and economic activities, operating in one of the sectors listed
in Annex II to the Directive, i.e., energy, transport, banking, finan-
cial market infrastructures, healthcare, water supply and digital
infrastructures. The second includes the genre-identifiable large
Digital Service Providers (DSPs) listed in Annex III, i.e., online
trading platforms, search engines and cloud computing services.
The obligations imposed on them were essentially based on proper
risk management, which is based on conducting an assessment

*> OJEUL 2016, No. 194, p. 1.
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of the risk and implementing security measures appropriate to its
type.® The NIS Directive established a lower degree of tolerable risk
and thus broader obligations for key service providers, who are to
be guided primarily by ensuring the continuity of these services.
The means of implementing risk management became the identifi-
cation, prevention, detection and handling of all incident risks and
the mitigation of their impact.* One of the primary responsibilities
of key service operators and digital service providers was to ensure
the security of the networks and information systems they use.
The requirements imposed by the Member States in this regard
were to be proportionate to the risks associated with the network
and information system concerned and were to take into account
the state of the art of such measures,” with a view to eliminating
an excessive financial and administrative burden imposed on such
operators. The NIS Directive assumed ex ante measures for key ser-
vice providers, linked to the certification process, while the require-
ments were considerably relaxed for digital service providers, with
only ex post supervisory measures.

The second aspect is that the NIS Directive imposed obligations
on each Member State to set up competent national cybersecurity
authorities, covering at least the sectors and services designated by
the Directive.® The Directive established Two levels of cooperation
between these authorities: technical and political/strategic. The first
level concerns the establishment of the so-called CSIRT teams,”
which are responsible for dealing with risks and for undertaking
incident-response measures. In accordance with the Directive, such
teams shall be established at least in the sectors and services desig-
nated by the Directive. The national CSIRTSs of the Member States
and CSERT-EU were to form a CSIRT network to develop confidence
and trust between Member States and to promote rapid and effective

* Cf. Recital 44.

* Cf. Recital 46.

*> Cf. Recital 54.

¢ In Poland, the uKSC distinguishes several sectors that are key to the func-
tioning of the State, which are supervised by the competent authorities, i.e.
the ministers responsible for individual sectors of the economy.

7 Computer Security Incident Response Teams.
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cooperation. In establishing a system of these teams and entrusting
them with the task of reporting serious security incidents, the authors
of the Directive saw an opportunity for effective prevention and
response. Within the framework of political and strategic coopera-
tion, each Member State was to designate a single point of contact for
cybersecurity, responsible for cooperation with other coordination
bodies in the EU and with the European Commission,® in particular
within the so-called Cooperation Group, thus laying the foundation
for European cooperation on cybersecurity. In addition, the NIS
Directive envisaged the creation of national incident strategies and
plans® and the established requirements for regular security audits.

The deadline for the implementation of the NIS Directive
was 9 May 2018. Poland fulfilled this obligation belatedly by adopt-
ing the Act on the National Cybersecurity System on 5 July 2018,"°
which entered into force on 28 August 2018, hereinafter referred
to as the “uKSC”.

In the context of the main thesis presented in this paper, it should
be noted that the NIS Directive does not regulate the substantial
aspects of the fight against cybercrime in substance. This aspect
of cybernetic security has been referred to in a rather concise
manner. Indeed, according to recital 8 of the NIS Directive (and
its Article 1(6)), it is without prejudice to the possibility for each
Member State to take measures necessary, inter alia, to enable
the investigation, detection and prosecution of criminal offences.
Its Recital 62 also notes that incidents may result from criminal
offences the prevention, investigation and prosecution of which
is supported by coordination and cooperation between key service
operators, digital service providers, competent authorities and law
enforcement authorities. Where it is suspected that an incident
is related to serious criminal offences under Union or national
law, Member States should encourage key service operators and

® In Poland, according to the uKSC, it is run by the minister responsible for
cybersecurity.

° In Poland,